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• They represent the operationalisation of the Gaia-X TrustFramework
• The AISBL does not want to centralize validation, verification using the 

software developed by  the lab by being the only host.

• The AISBL relies on partners who are committed to host the 
components and provide an access for free to the whole community.

What is a Gaia-X Digital Clearing House 
(GXDCH) ?



#GaiaXSummit24

• These trusted hosts are called Gaia-X Digital Clearing House Providers 
or GXDCH Providers

• 8 Clearing House running now and more to come

What is a Gaia-X Digital Clearing House 
(GXDCH) ?



#GaiaXSummit24

• The trusted hosts are called Gaia-X Digital Clearing House Providers or 
GXDCH Providers

• 8 Clearing House running at the moment and more to come

What is a Gaia-X Digital Clearing House 
(GXDCH) ?
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• Acquire a bit of knowledge regarding what it means to be a clearing 
house (software deployment, SLA) and about Gaia-X

• Get in touch with Mr Przemek Halub for the contractual part
• Deploy the components (Helm charts provided by the Lab)
• When the contract is signed, that Lab validates the deployment

• Tada, you’re a GXDCH 

How to become a clearing house ?
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• 2 versions to run in parallel, Tagus (v1) and Loire (v2)
• Tagus composed of Registry, Notary and Compliance

• Loire composed of Registry, Notary, Compliance and Credentials 
Events Service

• Installation instructions on gitlab.com/gaia-x/lab/gxdch

Components of a GXDCH



#GaiaXSummit24

• 2 versions to run in parallel, Tagus (v1) and Loire (v2)
• Tagus composed of Registry, Notary and Compliance

• Loire composed of Registry, Notary, Compliance and Credentials 
Events Service

• Installation instructions on gitlab.com/gaia-x/lab/gxdch

Components of a GXDCH



#GaiaXSummit24

• C4 Model Architecture diagrams available on Gitlab
• Model allowing to start from global picture and go into very deep 

technical details
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• Issue registration number credentials from trusted sources
• EU Commission VAT API
• EORI
• GLEIF
• OpenCorporate (on notary V2 with the flag enabled)

• Proves existence of a LegalPerson

Notary



#GaiaXSummit24

• Issue registration number credentials from trusted sources
• EU Commission VAT API
• EORI
• GLEIF
• OpenCorporate (on notary V2 with the flag enabled)

• Proves existence of a LegalPerson

Notary



#GaiaXSummit24

• Gaia-X’s source of truth
• Validates trust anchors
• Provides SHACL shapes, schemas
• Contains the revoked issuers list (malicious actors removed from the 

ecosystem)
• Provides the list of accredited clearing houses

Registry
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• Gaia-X’s source of truth
• Validates trust anchors
• Provides SHACL shapes, schemas
• Contains the revoked issuers list (malicious actors removed from the 

ecosystem)
• Provides the list of accredited clearing houses

Registry
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• Major change in Loire is the backend for storing source files
• We used to use Gitlab repository as storage, and we now rely on IPFS 

(Interplanetary File System) to distribute them

Registry
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• Engine verifying format and content
• Signature validation of Verifiable Credentials
• SHACL Validation of JSON-LD
• Validation that LegalRegistrationNumber comes from a trusted Notary
• Few business validations in Tagus (Issuer has signed Terms and Conditions 

etc.)
• Dozens of criteria validated in Loire

Compliance
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• C4 Model Architecture diagrams available on Gitlab

Components of GXDCH
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• Each component has an helm chart

How to deploy ?
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• Each component has an explanation of the variables in their readme

How to deploy ?
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• A course exists in the Gaia-X Academy and a significant update will be 
published after the summit

• Each component has its own documentation (for v1 and the latest)
• An amazing community exists on Slack

I need more help to deploy

Slack Gaia-X Academy



Thank you!

#GaiaXSummit24

Christophe Strnadl – Ewann Gavard
Gaia-X Association For Data And Cloud AISBL



Gaia-X Ontology The Service Offering Encyclopedia

Vincent Kelleher
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Software Engineer

Gaia-X Lab Team



SUMMARY

1. Ontology 101

2. Visualisation & Serialization

3. How It’s Built

4. Broadcasting The Ontology

5. EIY : Extend It Yourself

Nienke Broeksema @ Unsplash 

https://unsplash.com/fr/@vannien?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/personne-tenant-du-papier-blanc-pour-imprimante-_hiPJ6Z0vao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ONTOLOGY 101

Rob Lambert @ Unsplash Joshua Hoehne @ Unsplash 

« An ontology is a formal description of knowledge as a set of concepts within a domain

and the relationships that hold between them » - Ontotext.com

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@joshua_hoehne?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-printer-paper-with-black-text-1UDjq8s8cy0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ONTOLOGY 101

Rob Lambert @ Unsplash Joshua Hoehne @ Unsplash 

▪ Very appreciated in the artificial intelligence domain

▪ Improves communication and problem solving

▪ Acts as a single point of truth maintained by the community

▪ Ontologies are designed to be extended, reused and linked together

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@joshua_hoehne?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-printer-paper-with-black-text-1UDjq8s8cy0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ONTOLOGY 101

Rob Lambert @ Unsplash Joshua Hoehne @ Unsplash 

▪ Ideal for building knowledge graphs / semantic networks

▪ Great base for semantic reasoning

▪ Inference on knowledge graphs can extract new facts from existing knowledge

▪ Set theory can be applied on ontologies

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@joshua_hoehne?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-printer-paper-with-black-text-1UDjq8s8cy0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


VISUALIZATION & 
SERIALIZATION

Maxim Berg @ Unsplash 

▪ Ontologies can be visualized as RDFS (Resource Description Framework 

Schema) graphs

▪ Each class is a node

▪ Each relationship is an edge

▪ RDFS is a semantic extension of RDF

▪ RDFS describes classes, RDF describes instances

https://unsplash.com/@maxberg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-field-of-colorful-trees-in-the-middle-of-a-forest-24j8h-9ME8o?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


VISUALIZATION & 
SERIALIZATION

Maxim Berg @ Unsplash 

Subject Object
Predicate

https://unsplash.com/@maxberg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-field-of-colorful-trees-in-the-middle-of-a-forest-24j8h-9ME8o?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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VISUALIZATION & 
SERIALIZATION

Maxim Berg @ Unsplash 

▪ RDF/RDFS graphs can be serialized into text formats

▪ OWL proposes syntaxes such as

▪ RDF/XML

▪ Turtle

▪ Manchester Syntax

▪ OWL/XML

https://unsplash.com/@maxberg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-field-of-colorful-trees-in-the-middle-of-a-forest-24j8h-9ME8o?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


VISUALIZATION & 
SERIALIZATION

Maxim Berg @ Unsplash 

Subject Object
PredicateSubject Predicate Object .

<Subject>

    <Predicate>Object</Predicate>

</Subject>

https://unsplash.com/@maxberg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-field-of-colorful-trees-in-the-middle-of-a-forest-24j8h-9ME8o?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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HOW IT’S BUILT

Christian Bass @ Unsplash

▪ Service Characteristics Working Group produces the LinkML ontology

▪ LinkML is a linked data modeling language

▪ Gaia-X Lab Team actively contributes to LinkML

▪ It’s based on YAML files

▪ LinkML generates multiple deliverables from a single input

▪ Generation is done with Gitlab CI on the Gaia-X Ontology repository

https://unsplash.com/fr/@ceebeesnap?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/les-tuyaux-sont-alignes-au-milieu-dun-champ-1rZG5sCtCrg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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HOW IT’S BUILT

Christian Bass @ Unsplash

Gives semantical meaning to JSON-LD files by

describing a common Gaia-X vocabulary.

W3C standardized format that defines conditions to

ensure that an RDF graph is valid through shapes.

Semantic Web language used to represent things,

groups of things and their relations within ontologies.

https://unsplash.com/fr/@ceebeesnap?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/les-tuyaux-sont-alignes-au-milieu-dun-champ-1rZG5sCtCrg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


HOW IT’S BUILT

Christian Bass @ Unsplash

▪ Each entity is tested in the usage conditions of the Gaia-X Compliance 

Engine

▪ Tests use Typescript with Vitest

▪ JSON-LD test data files are used

▪ Generated JSON-LD contexts are used during the testing phase

▪ Generated OWL ontologies provide class hierarchy information in tests

▪ Generated SHACL shapes are finally used to validate each entity

https://unsplash.com/fr/@ceebeesnap?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/les-tuyaux-sont-alignes-au-milieu-dun-champ-1rZG5sCtCrg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


BROADCASTING THE 
ONTOLOGY

力力摄影日记@ Unsplash

https://unsplash.com/fr/@nevergg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/antenne-parabolique-grise-sous-le-ciel-bleu-EyYY0hyGCPk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


BROADCASTING THE 
ONTOLOGY

▪ Our goal is to be FAIR

▪ Findable – Metadata & data should be easily findable

▪ Accessible – Metadata & data be accessible through open/free protocols

▪ Interoperable – Knowledge is represented in a broadly applicable language

▪ Reusable – Data should be clearly described and documented for reuse

力力摄影日记@ Unsplash

https://unsplash.com/fr/@nevergg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/antenne-parabolique-grise-sous-le-ciel-bleu-EyYY0hyGCPk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


BROADCASTING THE 
ONTOLOGY

▪ Redirected through w3id.org’s perma-id project

▪ Uses MIME type to specify which resource is queries

力力摄影日记@ Unsplash

https://w3id.org/gaia-x/development#

https://w3id.org/gaia-x/development/linkml/types.yaml

text/turtle SHACL Shapes

application/ld+json JSON-LD Context

application/rdf+xml OWL Ontology

https://unsplash.com/fr/@nevergg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/antenne-parabolique-grise-sous-le-ciel-bleu-EyYY0hyGCPk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


EIY : EXTEND IT YOURSELF

Photo by Nik on Unsplash 

https://w3id.org/gaia-x/development/linkml/types.yaml

▪ Specific URL serving a LinkML YAML file

▪ This YAML file contains the whole Gaia-X ontology

▪ Out-of-the-box extension support by LinkML

▪ Anyone can extend the Gaia-X ontology via LinkML

https://unsplash.com/@helloimnik?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-person-drawing-on-paper-egYiNe3ARvc?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


EIY : EXTEND IT YOURSELF

Photo by Nik on Unsplash 

▪ Add the Gaia-X prefix and import the related types

▪ LinkML resolves the URL from the previous slide

▪ An Gaia-X entity can be extended

https://unsplash.com/@helloimnik?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-person-drawing-on-paper-egYiNe3ARvc?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


EIY : EXTEND IT YOURSELF

Photo by Nik on Unsplash 

https://unsplash.com/@helloimnik?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-person-drawing-on-paper-egYiNe3ARvc?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Thank you!

Vincent Kelleher
vincent.kelleher@gaia-x.eu

#GaiaXSummit24
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Cloud Interoperability, the Data Act, and a new Eclipse 
Foundation Open Source Working Group For Cloud
12:00 – 12:30

Christoph Strnadl, Chief Technology Officer, Gaia-X

Marco D’Angelo, Director, Cloud Ecosystem Lead Open 
Source, Huawei
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ODRL: Our Data Rules, Literally!

Software Engineer

Gaia-X AISBL

Yassir SELLAMI
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Open Digital Rights Language
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Verifiable Credentials

VCs are cryptographically signed by 

the issuer, allowing to check data 

tampering and issuer's legitimacy

Used in Gaia-X to represent 

everything, companies, resources, 

services

Represents any form of credential, 

permits, license
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Verifiable Credentials



#GaiaXSummit24

Using Verifiable Credential Claims within a policy definition

The Open Digital Rights Language (ODRL) is a policy expression language that 

provides a flexible and interoperable information model for representing statements 

about the usage of data and services.

B t…

There is no easy way to verify and assess an access request in a trustworthy 

verifiable manner from that same policy, especially using a software component.

So why not leverage Verifiable Credentials inside an ODRL Policy !
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ODRL Profile

Compatible with the base ODRL Information Model

Would rely on ODRL, VC and JSONPath base specification

Give clear definition and syntax for custom constraint values

Custom value formats for ovc:leftOperand and ovc:credentialSubjectType

ovc:leftOperand to contain a JSONPath for the intended attribute to evaluate

ovc:credentialSubjectType refer to the credential type
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Driver’s License example

Source: https://www.iso.org/standard/69084.html
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Use cases

A catalog only accepting Gaia-X compliant participants (Using the Gaia-X Compliance VC)

A provider giving access to only certain countries/regions (Using Gaia-X Legal Person VC)

A company giving access to employees (Right delegation)

The government giving access to only certified profesionnals (Using a driving license VC)

An access right given only to Gaia-X members (Using the Gaia-X membership VC)

A website checking the age of a user
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Gaia-X Service Offering
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The issue with ODRL

Not easy to implement

Potential performance issues

Hard to be completely generic and cover all possible cases

Multiple implementations may not perform the same way

How can an ODRL Evaluator be predictable and trustworthy
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Evaluation Engine
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ODRL Formal Semantics

Access control scenario

Policy monitoring scenario

Source: https://w3c.github.io/odrl/formal-semantics/#example-of-a-constrained-permission
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Why verifiable credentials are ideal in this case

Trustworthy claims

Easy to target an attribute

You can choose who to trust or not

No need to reinvent the wheel 

Signature verification

Issuer validation

OID4VP protocol
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Use Case: ODRL Offer
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Use Case: ODRL Request
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Use Case: State of the world (consumer’s credentials)
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Use Case: Results
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What if we start with use cases ?

All we need is :

Quick description of the use case

An ODRL Offer(s)

An ODRL Request(s)

A possible state of the world (credentials)

Expected outcome(s)

Can be used as a Test-Driven Development approach

Adopt KISS (no need for evaluation to be more complex than required)

It’s essential to  oster contrib tion and collaboration

Start by covering the 20/80 rule
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https://gitlab.com/gaia-x/lab/policy-reasoning/odrl-toolbox
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Why do we need a testbed ?

Might showcase a limitation/misconception about the specification

Might show possible flows when testing with complex cases

It can be a way to iss e a “compliance”  or implementations

Which would ensure trust in the software (Predictable)

Have to add an extra layer of trust while executing in a TEE (Trusted Execution 

Environment)

Ensure interoperability between ecosystems
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What’s coming next in the ODRL toolbox ?

More and more uses case packages

All contributions are welcome

Better validation using SHACL

Modular extensible policy evaluation

More user-friendly policy generation
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Dataspace Protocol compatibility

Source: https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol/contract-negotiation/contract.negotiation.protocol



#GaiaXSummit24



#GaiaXSummit24



#GaiaXSummit24

Policy Reasoning course on the Gaia-X Academy



#GaiaXSummit24

Try it yourself !



Thank you!

#GaiaXSummit24

Yassir SELLAMI, yassir.sellami@gaia-x.eu



#GaiaXSummit24

Open discussion/Q&A with the Gaia-X Tech Team
14:30 – 15:00

CTO Team


	Default Section
	Slide 1
	Slide 2: Gaia-X Digital Clearing Houses
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23

	Default Section
	Slide 24
	Slide 25: SUMMARY
	Slide 26: ONTOLOGY 101
	Slide 27: ONTOLOGY 101
	Slide 28: ONTOLOGY 101
	Slide 29: VISUALIZATION & SERIALIZATION
	Slide 30: VISUALIZATION & SERIALIZATION
	Slide 31
	Slide 32
	Slide 33: VISUALIZATION & SERIALIZATION
	Slide 34: VISUALIZATION & SERIALIZATION
	Slide 35: VISUALIZATION & SERIALIZATION
	Slide 36: VISUALIZATION & SERIALIZATION
	Slide 37: VISUALIZATION & SERIALIZATION
	Slide 38: VISUALIZATION & SERIALIZATION
	Slide 39: HOW IT’S BUILT
	Slide 40: HOW IT’S BUILT
	Slide 41: HOW IT’S BUILT
	Slide 42: HOW IT’S BUILT
	Slide 43: BROADCASTING THE ONTOLOGY
	Slide 44: BROADCASTING THE ONTOLOGY
	Slide 45: BROADCASTING THE ONTOLOGY
	Slide 46: EIY : EXTEND IT YOURSELF
	Slide 47: EIY : EXTEND IT YOURSELF
	Slide 48: EIY : EXTEND IT YOURSELF
	Slide 49

	Default Section
	Slide 50: Cloud Interoperability, the Data Act, and a new Eclipse Foundation Open Source Working Group For Cloud 12:00 – 12:30
	Slide 51: ODRL: Our Data Rules, Literally!
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84: Open discussion/Q&A with the Gaia-X Tech Team 14:30 – 15:00


