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Summary

Technologies and standard used in Gaia-X

Gaia-X specifications & documents

Implementation
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• Verifiable Credentials
• JSON-LD 
• JsonWebSignature
• DID/DID Web 
• SHACL 

Renowned specifications
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• Shortened in VC
• Represents any form of credential, permit, license
• Used to represent companies, people, services, datacenter, ...
• VCs are cryptographically signed by the issuer, allowing to check data 

tampering and issuer's legitimacy
• VCs are written using JSON-LD, allowing to intricate and bind

credentials and claims 
• Can be grouped in a Verifiable Presentation (VP)

Verifiable Credentials
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• Contexts
• Same as XML contexts, allow to target attributes without name collisions 

• Links 
• Each JSON-LD file is a graph, allowing to target other nodes, link other graphs 

• Representation
• JSON-LD is just one of many serialization for RDF 

JSON Linked Data 
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• Contexts
oSame as XML contexts, allow to target attributes without name collisions 

• Links 
oEach JSON-LD file is a graph, allowing to target other nodes

• Representation
o JSON-LD is just one representation of RDF 

JSON Linked Data 
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Self-declared and self-hosted identity
Contains cryptographic material allowing to ensure trust
One specification used in Gaia-X at the moment : did:web

Examples:
did:web:compliance.lab.gaia-x.eu:v1 resolves to https://compliance.lab.gaia-
x.eu/v1/did.json
did:web:bakeup.io resolves to https://bakeup.io/.well-known/did.json

DID: Decentralized Identifiers
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Know as shapes in our ecosystem, and written in Turtle
Validates RDF structure of documents
Similar to XSD for XML
Not all constraints can be expressed in SHACL, some business rules
need code to be implemented

SHACL 
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• Technical & Semantic interoperability
• Identity & Credentials Access Management Document (ICAM)
• Architecture Document (AD)
• Data Exchange Document (DEX)
• Gaia-X Ontology (Loire only)

• Legal & Organisational interoperability
• For Tagus: 

• Trust Framework (TF, split between Compliance Document & Architecture Document) 
• Policy Rules & Labelling Document (PRLD)

• For Loire: 
• Compliance Document (CD)

• Each document is available on docs.gaia-x.eu

Gaia-X specifications

https://docs.gaia-x.eu/
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• Embedded proof for Tagus (IETF JWS)
• JWT-VC Enveloping proof for Loire (IETF JWT & VC-JOSE-COSE)

• Easier to manage, no need to canonize to check the signature
• Info about issuer, key are in the headers (iss, kid)

IETF Signature
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• Identity and Credentials Access Management 22.10
• Everything is described using VerifiableCredentials in JSON-LD
• On production, participant must use an EV-SSL or eIDAS certificate to sign their credentials

• Trust Framework 22.10
• Each issuer has to provide signed terms and conditions (TL;DR be nice)
• Participant has to provide a Legal Registration Number issued by an accredited notary

• Architecture Document 22.10
• Few providers are accredited Gaia-X compliance issuers, more to come.
• Having your credentials validated by the engine will result in a Gaia-X compliance VerifiableCredential

• Policy and Rules Labelling Document 22.11
• Confirming adhesion to all criteria gives Label Level 1. No other levels specified/implemented

Gaia-X specifications in a slide (Tagus) 
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• Identity and Credentials Access Management 24.11
• Everything is described using VerifiableCredentials in JSON-LD
• A new default format for Verifiable Credential signature has been introduced (enveloped signature): VC-JWT
• Optional support for OID4VCI/OID4VP is described
• Solutions for delegation of rights/definition of the scope of Trust Anchors 

• Compliance Document 24.06
• Establishes Compliance criteria for Cloud Services, with 4 different levels (Standard Compliance, Label L1, Label L2, Label L3)
• Refers to the ontology for practical description of each class (Declaration)
• Criteria for CABs approval (Certification)
• Initial list of accredited CABs with reference to the identified permissible standards (Certification)

• Architecture Document 24.04
• Few providers are accredited Gaia-X compliance issuers, more to come.
• Having your credentials validated by the engine will result in a Gaia-X compliance VerifiableCredential
• Representation of the Gaia-X Trust Framework process flow and roles, including CABs supporting Labels L2, L3
• Updated decription of the section on "Policies" /reference to the ODRL profile
• Protocols, Standards and APIs for mandatory components operated by GXDCHs)
• Inclusion of the CES in the list of mandatory components and specifications update

Gaia-X specifications in a slide (Loire) 
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Software architecture 
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Software Architecture v2
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• 3 main components:
• Registry
• Notary
• Compliance

• Loire adds the Credential-Events-Service to publish Gaia-X 
Compliance credentials

• Libraries & tooling
• DID generation, Signature (Tagus), Wizard (Tagus), Generator (Loire)

Implementation by the lab
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• 14:00 – 15:00 Tech theatre

Details about v2 implementation



Thank you!
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Ewann Gavard
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Navigating the Loire release
14:00 – 15:00

Ewann Gavard, Technical Lead, Gaia-X
Christoph Strnadl, Chief Technology Officer, Gaia-X
Pierre Gronlier, Chief Innovation Officer, Gaia-X
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Navigating the Loire release

Chief Technology Officer – Chief Innovation Officer - 
Technical Lead

Gaia-X Association for Data and 
Cloud AISBL

Christoph Strnadl - Pierre Gronlier - Ewann Gavard 

CC-BY-SA-2.5: https://commons.wikimedia.org/wiki/File:Loire_River_Blois.jpg
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• Overview of the specifications
• Technical changes
• Discussion

Summary
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• Second production-ready implementation of the Gaia-X Trust 
Framework
• Implements Compliance Document 24.06, Architecture Document 24.04, 

Identity Credentials & Access Management 24.07

• Several steps forward compared to Tagus
• Proper validation of the Compliance Document criteria for declaration
• Alignment with the Gaia-X Ontology

What is in the Loire release ?
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• Policy and Rules Committee
• Translate EU Values, policies, directives into understandable and 

verifiable criteria
• Based on renowned permissible standards (SecNumCloud, BSI C5, 

GPDR)
• 4 levels defined, from Standard Compliance to Label level 3

Compliance Document
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Compliance Document translation
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Compliance Document translation
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Compliance Document translation
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Gaia-X Ontology
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• Switch to Verifiable Credentials Data Model 2.0
• Switch to enveloped proof (JOSE) and VC-JWT
• Enable OpenID4VCi/OpenID4VP proof of concept for credentials 

exchange

Identity & Credentials Access Management 
(ICAM)
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• VCDM 2.0
• VC-JWT
• Ontology

Technical changes
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• Loire uses the latest VC Data Model

• Main changes:
• IANA media types are now defined application/vc & application/vp
• Credentials can be validFrom and validUntil to limit their validity in time
• Better explanation for VC status and default type to BitstringStatusListEntry 

allowing validation like OCSP for certificates
• Added name and description fields !!

Verifiable Credentials Data Model 2.0
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• Tagus was using embedded proofs
• Process was tedious and prone to errors to check validity (canonization 

URDNA 2015 -> SHA-256 hash (body & proof fields) -> concatenate -> sign with 
b64 encode false -> append the signature to the proof

• Two serializations were co-living due to a mistake in the original 
implementation by the lab

Signature mechanism
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• Loire uses enveloped proof aka JSON Web Token
• Broadly used for authentication
• Vast support in all languages
• No more cumbersome serialization to try to match the signature
• Information about holder are in the headers. Can perform eviction before even 

checking the credential signature
• Presentations are signed by the holder too !

Signature mechanism
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• The Gaia-X registry is a SPOF
• We want to provide trusted anchors, shapes, schemas on a more distributed 

network
• => IPFS

• The AISBL is still the trust anchor for the files, and publishes them
• Relies on a “TRAIN”-like anchoring of the IPFS CIDs

IPFS as backend storage
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• All components bumped to NestJS latest version 
• Support of Elliptic Curve keys (using Jose)
• Lot of security fixes integrated (and monitoring enabled)
• Prometheus support in the compliance engine (waiting for feedback to 

enable in registry/notary)

Other changes
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• Free courses
• More courses for members (log-in using the Members Platform)
• Course summarizing this presentation already online !

Gaia-X Academy
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Open discussion



Thank you!
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Christoph Strnadl - Pierre Gronlier - Ewann Gavard 



Securely Sharing Credentials with OID4VC

Vincent Kelleher

#GaiaXSummit24

Software Engineer

Gaia-X Lab Team



SUMMARY

1. What is OID4VC ?

2. Roles & Interactions

3. Issuing Credentials

4. Presenting Credentials

5. Dynamic Credential Requests

6. What’s To Expect ?

Nienke Broeksema @ Unsplash 

https://unsplash.com/fr/@vannien?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/personne-tenant-du-papier-blanc-pour-imprimante-_hiPJ6Z0vao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


WHAT IS OID4VC ?

Rob Lambert @ Unsplash Van Tay Media @ Unsplash 

▪ OpenID for Verifiable Credentials is an umbrella specification

▪ Extension of OAuth 2.0 (authorization) & OpenID (authentication)

▪ Written by the OpenID Foundation

▪ Used to share credentials through a cryptographically secure transport

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/@vantaymedia?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/human-hands-close-up-photography-chyT9XPAdcg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


WHAT IS OID4VC ?

Rob Lambert @ Unsplash Van Tay Media @ Unsplash 

▪ OAuth 2.0 is an authorization protocol with multiple extensions

▪ OpenID Connect is an authentication protocol built on top of OAuth 2.0

▪ OID4VC, like OAuth 2.0, can have defined Profiles
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WHAT IS OID4VC ?

Rob Lambert @ Unsplash Van Tay Media @ Unsplash 

▪ OpenID for Verifiable Credentials has two main specifications

▪ OpenID for Verifiable Credential Issuance

▪ OpenID for Verifiable Presentations

▪ Both specifications support machine-to-human and machine-to-machine interactions

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/@vantaymedia?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/human-hands-close-up-photography-chyT9XPAdcg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

Authorization Server

Resource Server

Client

Resource Owner

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

Client

▪ Initiates the authorization flow

▪ Party requesting the resource

▪ Interacts with all other roles

▪ Can be an application, a server or any other device/service

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

▪ Owner of the protected resource the client wants access to

▪ Capable of granting access to the protected resource

▪ Can be a natural person (end-user), a legal person, a server, etc.

Resource Owner

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

▪ Grants the client access to the resource server

▪ Authenticates the resource owner

▪ Issues access tokens to the client

Authorization Server

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

▪ Service hosting the resource owner’s protected resource

▪ Capable of delivering the protected resource

▪ Requires an access token to allow resource requests

Resource Server

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

Authorization Server

Resource Server

Client

Resource Owner
Authorization Request

Authorization Grant

Authorization Grant

Access Token

Access Token

Protected Resource

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ROLES & INTERACTIONS

Alexander Andrews @ Unsplash 

Photo Gallery Auth

Photo Gallery

My App

John Doe
Authorization Request

Authorization Grant

Authorization Grant

Access Token

Access Token

Holiday Album

https://unsplash.com/fr/@alex_andrews?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/kit-camera-noir-et-gris-cU2lda3kbls?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


ISSUING CREDENTIALS

CardMapr.nl @ Unsplash 

▪ Credential issuance is done with OpenID for Verifiable Credential

Issuance (OID4VCI)

▪ Cryptographically binds a verifiable credential to a holder

▪ Imagine did:web as the username and private key as the password

▪ Two flows exist :

▪ Authorization code flow

▪ Pre-authorized code flow

▪ For example, OID4VCI is perfectly suited for the Gaia-X Notary’s legal

person credential issuance process

https://unsplash.com/@cardmapr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-black-and-white-card-sGUoPpV5Rao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Client

▪ Wallets interact with issuers to collect credentials

▪ Credentials are stored but not modified

▪ Issuer remains the same

▪ Credentials are later presented as they were received

Wallet

ISSUING CREDENTIALS

CardMapr.nl @ Unsplash 

https://unsplash.com/@cardmapr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-black-and-white-card-sGUoPpV5Rao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


▪ Issuers produce verifiable credentials

▪ Credentials are signed by the issuer’s private key

▪ Issuers are resource servers but can also be authorization servers

Issuer

ISSUING CREDENTIALS

CardMapr.nl @ Unsplash 

Resource Server

https://unsplash.com/@cardmapr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-black-and-white-card-sGUoPpV5Rao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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ISSUING CREDENTIALS

CardMapr.nl @ Unsplash 

kid: did:web:wallet.gaia-x.eu#OID4VC
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ISSUING CREDENTIALS

CardMapr.nl @ Unsplash 

In a nutshell, OID4VCI proposes :

▪ A new credential offer endpoint

▪ A new /.well-known/openid-credential-issuer metadata endpoint

▪ A new credential endpoint

▪ Credential offers that can be sent through a QRCode for cross-device

flows or via HTTP

▪ Support for VC-JWT, ISO mDL and IETF SD-JWT VC by default

▪ Support of multiple credential issuance and deferred issuance

https://unsplash.com/@cardmapr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-black-and-white-card-sGUoPpV5Rao?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


PRESENTING CREDENTIALS

Kelly Sikkema @ Unsplash 

▪ Credential presentation is done through OpenID for Verifiable

Presentations (OID4VP)

▪ Only the authorization request/response part of OAuth 2.0 is used

▪ Verifiable Credentials are presented as Verifiable Presentations

▪ Can be used with Self-Issued OpenID Providers v2 (SIOPv2)

▪ For example, OID4VP can be used to present Gaia-X credentials to a

verifier

https://unsplash.com/@kellysikkema?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-white-and-black-checkered-card-ABkfxGoB-RE?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


PRESENTING CREDENTIALS

Kelly Sikkema @ Unsplash 

Authorization Server Verifier

▪ Verifiers request credentials

▪ They are in charge of verifying that

▪ Verifiable presentations containing credentials are valid

▪ Verifiable credentials within the VPs are valid

https://unsplash.com/@kellysikkema?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-white-and-black-checkered-card-ABkfxGoB-RE?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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PRESENTING CREDENTIALS

Kelly Sikkema @ Unsplash 

▪ OID4VP uses DIF’s Presentation Exchange 2.0.0 which is transport and

format agnostic

▪ Presentation definitions are used by the verifier to query credentials

from the wallet

▪ Presentation submissions locate where the requested credentials are in

the wallet’s response

https://unsplash.com/@kellysikkema?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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DYNAMIC CREDENTIAL 
REQUESTS

PiggyBank @ Unsplash 

▪ Sometimes, credentials are required to issue another credential

▪ OID4VCI describes Dynamic Credential Requests

▪ Quick switch between OID4VCI and OID4VP

▪ Only works for Authorization Code Flows

▪ Still in discussion, not clearly specified

▪ For example, this can be used when requesting a Gaia-X compliance

credential or for securing data transfers between participants

https://unsplash.com/@piggybank?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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PiggyBank @ Unsplash 
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WHAT’S TO EXPECT ?

Rob Lambert @ Unsplash Drew Beamer @ Unsplash 

▪ At the moment, many natural person use cases are promoted (human-to-machine)

▪ But enterprise use cases exist too (machine-to-machine)

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@dbeamer_jpg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-clear-glass-glass-xU5Mqq0Chck?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Rob Lambert @ Unsplash 

▪ Wallets aren’t only smartphone applications anymore

▪ Wallets are hosted by corporations as services to become Cloud Wallets

▪ Corporations give power of attorney to key employees through enterprise wallets

▪ Faster processes including credential issuance

WHAT’S TO EXPECT ?

Drew Beamer @ Unsplash 

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@dbeamer_jpg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-clear-glass-glass-xU5Mqq0Chck?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Rob Lambert @ Unsplash 

▪ Different ecosystems and actors define OID4VC Profiles

▪ Issuers, wallets and verifiers from different ecosystems use a universal secure protocol

▪ Decentralization is standard practice through DIDs

▪ New features and improved security through OAuth 2.0 extensions

▪ Any OAuth 2.0 improvement can be ported to OID4VC

WHAT’S TO EXPECT ?

Drew Beamer @ Unsplash 

https://unsplash.com/fr/@roblambertjr?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/homme-tenant-un-cadre-en-acier-gris-9Q_pLLP_jmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@dbeamer_jpg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-holding-clear-glass-glass-xU5Mqq0Chck?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


BONUS : PROOF OF CONCEPT  

Garett Mizunaka @ Unsplash 

https://gitlab.com/gaia-x/gaia-x-community/openid-for-verifiable-credentials/

https://unsplash.com/fr/@garett3?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/fr/photos/compartiment-moteur-gris-xFjti9rYILo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Thank you!

Vincent Kelleher
vincent.kelleher@gaia-x.eu

#GaiaXSummit24
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