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12:00-12:30  Loire — How to use Gaia-X Label Level 2/Level 3 Giuditta Del Buono, Technical Product Manager, Gaia-X
Ryan Reychico, Software Engineer, Gaia-X

12:30—-13:00 Loire Notaries: Theory & Practice Yassir Sellami, Software Engineer, Gaia-X
Pierre Gronlier, CINO, Gaia-X

13:20-15:10  Networking Lunch & Expo Area
15:00 — 15:20 From Data Meshes to Data Spaces Stefan Dumss, Senior Researcher, Posedio GmbH

15:20 — 15:35 Eclipse Cloud Interest Group Marco D’Angelo, Founder, Cloud Ecosystem OS, Director, Cloud
Ecosystem Lead Open Source, Huawei

Manuel Gutiérrez, Senior Digital Ecosystems Manager, Gaia-X
Klaus Ottradovetz, VP Global Service Delivery, Atos

15:35-16:00 Simpl — Current State Valentina Staveris, IT Project Officer, European Commission DG
CNECT Cloud & Software

16:00 - 16:15  Orchestrating Sovereign Data Exchange Yannick Meinberg, Research Engineer, Contact Software

16:15-16:30  Myrtus: A Computing Continuum Platform Giulia Biagoni, Scientist, TNO

16:30-17:15  Networking Coffee & Expo Area
17:00 - 17:15  Data Exchange Services WG — Update & Roadmap Frédéric Bellaiche, VP Technology & Research, Dawex

17:15-17:45 Geography & Domain Extensions Catherine Simonnin, Tech lead Trust & Governance, Orange
Bert Verdonck, CEO, LNDS

#GaiaXSummit25
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Loire - How to use Gaia-X Label Level 2 & Level 3

Giuditta Del Buono & Ryan Reychico

Technical Product Manager — Software Engineer

Gaia-X

#GaiaXSummit25



llllll

Agenda it

* Introduction to Gaia-X Compliance
* Combining Certifications and Declarations to Achieve Gaia-X Labels
* Use of Certifications and Declarations in the context of L2 & L3

* Gaia-XLoire Compliance as a Danube extension

* Technicalterms

* GX- Certification Notary

e Compliance Workflow

* Label Level 2 Valid Combination example
 VC-JWT Playground

* Q&A

#GaiaXSummit25
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Introduction to Gaia-X Compliance saiasc

* Four Conformity assessment schemes - Standard Compliance, Label L1,L2, L3 -
define criteria for cloud services aligned with Gaia-X goals (transparency, data
protection, security, interoperability, portability, sustainability). Label L2 & L3 include

additional requirements on European Control.

* Claims must be encoded as Verifiable Credentials (VCs) per W3C VC Data Model 2.0
and using the Gaia-X Ontology.

* To achieve Standard Compliance or a Label level, all VCs must be included in a single
Verifiable Presentation (VP) and submitted to an accredited Gaia-X Digital Clearing
House, which issues a VC attesting compliance upon successful verification.

#GaiaXSummit25


https://www.w3.org/TR/vc-data-model-2.0/
https://docs.gaia-x.eu/ontology/development/
https://docs.gaia-x.eu/ontology/development/
https://docs.gaia-x.eu/ontology/development/
http://docs.gaia-x.eu/#/gxdch
http://docs.gaia-x.eu/#/gxdch
http://docs.gaia-x.eu/#/gxdch
http://docs.gaia-x.eu/#/gxdch

Combining Certifications and Declarations to Achieve Gaia-X Labels NHE
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gaia-x

Depending on the assessment scheme and specific criterion, Declarations and
Certifications are required.

Gaia-X Standard Compliance and Label L1 can be achieved by providing Declarations
only.

Permissible Standards that can be used to prove compliance with the criteria are
defined in the Gaia-X Compliance Document.

Third-party assessment by Gaia-X accepted CABs and under defined permissible
standards is mandatory for many criteria in L2 and L3, and optionally applicable also
to Standard Compliance and Label L1.

#GaiaXSummit25
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Use of Certifications and Declarations for Label L2 vEs
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Examples of combinations allowing achievement of Label L2:

SecNumCloud + CISPE (cert.)+1.1.5,1.2.8, 1.3.1,1.3.2, 3.1.19,4.1.2,6.1.1, 6.1.2,
6.13, 6.1.4 (decl.)

SecNumCloud + CISPE + CNDCP (cert.)+1.1.5,1.2.8, 1.3.1, 1.3.2, 3.1.19,4.1.2, 6.1.1
(decl.)

EUCloudCoC (cert) +1.1.5,1.2.1,1.2.5,1.3.1,1.3.2,4.1.1,4.1.2,5.1.1,6.1.1, 6.1.2,
6.13, 6.1.4 (decl)

ISO/IEC 27001 + CISPE (cert) + 1.1.3,1.1.5, 1.2.8,1.3.1, 1.3.2, 3.1.19, 4.1.1,4.1.2,
6.1.1,6.1.2,6.13, 6.1.4 (decl.)

#GaiaXSummit25



Use of Certifications and Declarations for Label L3 N0

~~~~~~

llllll

Examples of combinations of standards allowing achievement of Label L3:

SecNumCloud + CISPE (cert.)+1.1.5,1.2.8, 1.3.1, 1.3.2, 3.1.19,4.1.2,5.1.5, 5.1.6,
6.1.1,6.1.2,6.13, 6.1.4 (decl.)

EUCloudCoC (cert.)+ 1.1.5,1.2.1,1.2.5,1.3.1, 1.3.2, 4.1.1, 4.1.2,5.1.2, 5.1.4, 5.1.5,
5.1.6,5.1.7,6.1.1,6.1.2,6.13, 6.1.4 (decl.)

ISO/IEC 27001 + CISPE (cert.)+1.1.3,1.1.5,1.2.8,1.3.1, 1.3.2, 3.1.19,4.1.1, 4.1.2,
5.1.4,5.1.5,5.1.6,5.1.7,6.1.1,6.1.2,6.13, 6.1.4 (decl.)

CISPE + BSIC5 + CSA CCM (cert) +1.1.3,1.1.5,1.2.8,1.3.1,1.3.2,4.1.1,4.1.2,5.1.4,
5.1.5,5.1.6,5.1.7,6.1.1,6.1.2,6.13, 6.1.4 (decl.)

#GaiaXSummit25
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Gaia-X Loire Compliance as a Danube Compliance extension i
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In the Gaia-X 3.0 Danube release, Gaia-X Technical Compatibility is fully
decoupled from Compliance.

In the context of the Danube Architecture, the Gaia-X Loire Compliance
represents a supported Compliance extension, in which the component that
checks compliance (Gaia-X Loire Compliance Engine) runs outside the
runtime control of the Gaia-X Core Engine and is accessed over the network.

#GaiaXSummit25
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Technical Terms AR,

* DID (Decentralized Identifier): ADID is a unique, self-owned digital
identifier that enables secure, verifiable interactions without relying
on a central authority.

e VC (Verifiable Credential): AVC is a tamper-evident digital claim that
proves information about an individual or entity, verified using
cryptographic proofs.

#GaiaXSummit25
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GX - Certification Notary A
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The goal of the certification notary is to provide the Gaia-X compliance with
trustworthy Verifiable Credentials of certifications within the Permissible
Standards of the Compliance Document.

> Inputs

* The original paper certificate

» Output

« AJWTformat signed VC of the type cap:Certification and scheme of type
cap:ConformityAssessmentScheme as well as cap:issuer of type
cap:ConformityAssessmentBody

https://gitlab.com/gaia-x/lab/gaia-x-onboarding-prototypes/gx-certification-notary/-/blob/main/README.md

#GaiaXSummit25


https://gitlab.com/gaia-x/lab/compliance/gx-compliance
https://gitlab.com/gaia-x/lab/compliance/gx-compliance
https://gitlab.com/gaia-x/lab/compliance/gx-compliance
https://docs.gaia-x.eu/policy-rules-committee/compliance-document/25.03/criteria_cloud_services/#nomenclature-and-versioning-of-referenced-standards
https://docs.gaia-x.eu/policy-rules-committee/compliance-document/25.03/criteria_cloud_services/#nomenclature-and-versioning-of-referenced-standards

Cap:Certification Verifiable Credentials
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gaia-x

"@id": "ex:certification_vc_010fdbal-02be-43b9-8fd8-a5d7763cf87b",
"type": [
"VerifiableCredential”,

"cap:Certification" \ £ J UU T
1,

"issuer": "did:web:certification.notary.lab.gaia-x.eu:main",
"validFrom": "2025-04-24T14:25:50.227+00:00",
"validUntil": "2025-11-12T709:15:13.042+00:00",
"credentialSubject": {
"@id": "ex:certification_vc_010fdbal-02be-43b9-8fd8-a5d7763cf87b#cs",
"Otype": "cap:Certification",
"cap:object": {
"O@id": "ex:test#cs",
"@type": "cap:0bject"
}
"cap:conformity_assessment_scheme": {
"O@type": "cap:ConformityAssessmentScheme",
"cap:name": "SecNumCloud",
"cap:version": "3.2"

eyJhbGciOiJIUzITNiIsInRS5cCI6IkpXVCJ9.
eyJzdWIiOiIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRG91IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdITAVTmud2fU4

https://gitlab.com/gaia-x/lab/gaia-x-onboarding-prototypes/gx-certification-notary/-/blob/main/README.md

#GaiaXSummit25



Compliance workflow

gaia-x

Gaia-X Clearing House Gaia-X Trusted Entity

Client Signer Tool Client Legal Registration Number Notary Compliance Engine Certification Notary

Obtain valid X.509 Certificate (EV-SSL or elDAS)

Create did:web with verification method containing certificate

U

Describe service offering and add required attributes and objects

Self-sign Verifiable Credentials (enveloped VCs incl. T&Cs)

Obtain Legal Registratian Number VC

»

Return Legal Registration Number VC H

‘ ....................
Obtain cap:Certification VCs
Return cap:Certification VCs H
T
Sign all VCs (self-signed + notary issued) into a Verifiable Presentation
Submit Verifiable Presentation
alt [Compliance Valid]

Return LabelCredential

[Compliance Errors]

¢ Return list of errors to be fixed

Client Signer Tool Client Legal Registration Number Notary Compliance Engine Certification Notary

https://gitlab.com/gaia-x/lab/compliance/gx-compliance/-/blob/development/docs/level2-and-level3-compliance.md

#GaiaXSummit25
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Label Level2 Valid Combination example

gaiax’
SecNumCloud + CISPE (cert.)+ 1.1.5,1.2.8,1.3.1, 1.3.2,3.1.19,4.1.2,6.1.1,6.1.2,6.13, 6.1.4 (decl.)

SecNumCloud and CISPE certification criterions (P1.1.1, P1.1.2...))

o P1.1.1: ServiceOffering has at least one LegallyBindingAct in its legalDocuments
o P3.1.3: ServiceOffering has at least one InformationSecurityRiskManagement in its legalDocuments

Declaration criterions
o P1.1.5: Every LegallyBindingAct of ServiceOfferings have at least one countryCode in

governingLawCountries
o P3.1.19: ServiceOffering has at least one GovernmentinvestigationManagement in its legalDocuments

https://gitlab.com/gaia-x/lab/compliance/gx-compliance/-/blob/development/docs/labelling-criteria.md

#GaiaXSummit25
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Verifiable Credential Playground
This is only a testing/development instance used to provide a DID document for verifiable credential signing and verification.
Verifiable credentials are encoded using VC-JWT according to W3C's Securing Verifiable Credentials using JOSE and COSE.
Decentralized Identity (DID) information can be found at the /well-known/did.json endpoint.
@ VC & VP Generator B Signinto EVC &) VP signer <> VP JWT Decoder
Sign Verifiable Credential to Enveloped Verifiable Credential Result
<+, Import from VC-JWT <%, Import VC array ( Copy to clipboard Use in VP Signer J
r . N [
{
{ Unsigned Participant Verifiable Presentation Example "@context": "https://www.w3.0rg/ns/credentials/v2",
" "y " "
@context: [ Unsigned Standard Compliance Verifiable Presentation i . X X . . X .

"https://www.w3.0 Example "data:application/vc+jwt,eyJhbGci0iJSUzIINiIsInR5cCI6InZjK2p3dCIsImNOeSI6INZjIiw

“https://www.w3.0 _ 3 ‘ iaXNzIjoiZGlkOnd1Yjp2Yylqd3QuaW8ilCJraWQi0ilkaWQed2ViOnZjLWp3dCS5pbyNYNTASLUpXSzI

Lo | Unsianed Level 1 Verifiable Presentation Example wMjA1ifQ. eyJAY29udGV4dCI6WyJodHRwCczovL3d3dy53My5vemcvbnMyvY3d 1ZGVudGlhbHMvdj IilClo

. ::pe h’;tp" /Unive| ) signed Level 2 Verifiable Presentation Example dHRwczovL3d3dy53My5vemcvbnMyY3 1ZGVudG LhbHMyZXhhbXBs ZXMvdj TiXSwiaWQi0ilodHRwO18v

"erifiableCreden{ Unsigned Level 3 Verifiable Presentation Example dW5pdmVyc210eS51eGFt ch1L2NyZWRlbanYw><szM:-.3MzI iLCl OeXBlI]: pbIlZ1lcmlmaWFibGVDcmVk

"ExampleDegreeC recmera J ZW50aWFsIiwiRXhhbXBsZUR1Z3J1ZUNyZWR1bnRpYWwiXSwiaXNzdwVyIjoiZGlkOnd1Yjp2Yy1lqd3Qu

1, - aW8ilLCJ2YWxpZEZyb201i0iIyMDI1LTEXLTEXVDA50iUy0]j IyLjYONSswMDowMCIsImNyZWR LbnRpYWxT

"issuer": "https://university.example/issuers/565049", W dWIgZWNOIjp7ImlkIjoiZGlkOmVAYWlwbGUEZWIMZWIXZj cxMmViYzZmMWMyNzZ MTI1YzIxIiwiZGVn

“validFrom”: "2010-01-01T00:00:002", cmV1Ijp7InR5cGUi0iIFeGFtcGx1QmFjaGVsb3JEZWdyZWUilCIuYW11IjoiQmFjaGVsb3Igb2YgU2Np

credentialSubject”: { . ZW57ZSBhbmQgQXJ0cyJ9fSwidmFsaWRVbnRpbCI6Ij IwMj YtMDItMD LUMDKENTI6Mj TuNjQ2KzAWO0 ] Aw

I it oldiexanpleiebleblITIzebcOTIc2T0ed2eczT, In0. pmaZvHBwGeyMaeLyybAxbiKOnkXFLLNS2yVR101IkKwT_Ti6I-

https://vc-jwt.io/playground

#GaiaXSummit25




VC-JWT Playground

gaia-x

VC & VP Generator Gl Signinto EVC i &) VP signer </> VP JWT Decoder
VP JWT Decoder Result
Al .
4+ Decode a VP to JWT Signed Level 2 Verifiable Presentation Example z Copy to clipboard

ey hbGCiDISUZINIlsInRCCIBINZwK2padcl| —1oned Participant Verifiable Presentation Example raWwQioiJk t
aWQ6d2VionZjLWp3dC5pbyNYNTASLUPXS? Signed Standard Compliance Verifiable Presentation Bvemcvbn @:ontext . . "

i . . https://www.w3.0rg/ns/credentials/v2",
MvY3JIZGVudGIhbHMvdjliLCJodHRwczovL3| Example djlixswid “https://w3id.org/gaia-x/deve lopment#",
HIWZSIBIIZIemIimaWFibGVQemVzZW50YXRp eHQIOIJod
HRwczovlL 3d3dy53My5vemevbnMvY3JIZGY Signed Level 1 Verifiable Presentation Example randOLGV { e i .
5SMhiR2NPT2IKUTVESTFOaUIZSW5ESNWND! . signed Level 2 Verifiable Presentation Example klgb2laR2 } ext: "http://example.org/
xrT25kbFlqcDJZeTFxZDNRAWFXOGIMQOpy EE1TFVWW
FNGSXdNakaZIEuZXIKQkaOXVkRWOZEN‘.\ Signed Level 3 Verifiable Presentation Example J\JKprHVn ']'éid" . vex:Address 816"
VkR2x0YkhNdmRgSWIMQOpvZEhSd2N6b3ZMM2NEYVdRdWIzSm5MMmRoYVAFdGVDOWtaWFpsYke5d2JXVnvkQO "type'-' - ’ - '
1pTEhzaVpYZ2IPaUpvZEhSd09pOHZaWGhoYIhCclpTNXZjbWN2SW4xZEXDSKFhV1FpT 2IKbGVECEJaR1J5WIhOelh6Z “verifiableCredential®
3h0aUlzSW5SNWNHVWIPbHNpVmMIWeWFXWnBZV0pzWIVOeVpXUmxiblJwWVd3aUxDSm5IRHBCWkdSeVpY TnpJb " " '
DBzSW1semMzVmxjaUk2SW1ScFpEcDNaV0k2ZG1NdGFuZDBMbWx2SWI3aWRtRNNhV1JHY205dElgb2INakF5 TIMw gx:Address
d09TMHAOVIF3TnpveE1UbzBOUzR6 TmpBck1EQTZNREFpTENKamNtVmtaVzUwYVdGe1UzVmIhbVZgZENJNmMVSSKF ) ' . i i

"issuer": "did:web:vc-jwt.io",

hV1FpT 2IKhGVECEJaR1J5WIhOelh6Z3h0auU5qY3lJc0itZDRPbUS2ZFcIMGNUbESZVzFsSWpvaVFtVnNaMmwxYINJc
O0ltZDRPbU52ZFcTMGNUbERIMIJsSWpvaVFrvWImU3dpZG1Ge2FXUIZiblJwYkNJINkIgSXdNalVOTVRJAETEUIVNRGM
2TVRFNK5EVXVNell3S3pBd09qQXdJbjAuZDM3MG8zQVVMQUNHWUZGZKkNUVEIRLSTURHFKY2p0dU9ySjJhUkp5
WG1xS2FYQTFYMOIBN3drRjJNNWKkyRjdNQTNReHdPWHZHV21CY2RMaDU40OGNObkRxYWInTTNYQjE5ay1gNUt1Vz
FXZGUxbG5Uclh2d09pd1hCd3RhSUlkdmZ0aVZVWnJ3M3JFdDVsbFFQSEVoaUJHMzZfOG1INUNuaTFwQnZNZ3ISQ
npibVVZcHplam15TVRsUOVoems2cGhmNHIIRjRVa3dyRGtmM3ISQ1J1czIzTIJOTDImMWmMOZWNmMUO04ZWxZMOIOR
Idudmg5bV9QQIh6SIRYMGJpSDVBSkIvZGs5enkwUTBWWKkxMNGpKNnpoeF ZIMWSfVDdgN1FtLVRyYORkZ zJEbm5
2SHA2TIZzQ2RGZVFIVIMNWSGtKeXJKTGe1alhtcTUTOHZhaUU1TRCO3Z 2h3liwidHIWZ SI61kVudmVsb3BIZFZIemimaWF

"validFrom": "2025-09-05T07:11:45.360+00:00",

"credentialSubject": {
"@id": "ex:Address_816#cs",
"gx:countryName": "Belgium",
"gx:countryCode": "BE"

+

"validUntil": "2025-12-04T07:11:45.360+00:00"

ibGVDcmVkZW50aWFsInOseyJAY29udGV4dCI6imh0dHBz0i8vd3d3LnczLm9yZyQucySjcmVkZW50aWFscy92Mils| }
mlkljoiZGFOY TphcHBsaWNhdGlvbi92Yytqd3QsZXIKaGJHY 2IPaUpT VXpJMUSpSXNJbIITYONJNkluWmpLMnAzZENJc {
OItTjBIUOkZSWSEakIde\hWESBSvaanHbGthmRsWprMII5MXFkM1F‘lYVcdaUxF)SnJhW FpTZIKaZFXU.TZkMIZ m@context™: [
pT25aakxXcDNkQzVwYnIOWUSUQTVMVXBYU3pJd01gQWImUSSleUpBWTISdWRHVjRkQOk2V 3IKb2RIUNdjem22TD “https://uw.w3.org/ns/credentials/va",

"https://w3id.org/gaia-x/development#",

[ Copy to Clipboard Decode j {
"ex": "http://example.org/",
N "schema": "https://schema.org/" ]

https://vc-jwt.io/playground

#GaiaXSummit25
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https://vc-jwt.io/playground
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Contacts

giuditta.delbuono@gaia-x.eu

Th a n k yO u ! ryan.reychico@gaia-x.eu

Giuditta Del Buono & Ryan Reychico

#GaiaXSummit25


mailto:giuditta.delbuono@gaia-x.eu
mailto:giuditta.delbuono@gaia-x.eu
mailto:giuditta.delbuono@gaia-x.eu
mailto:ryan.reychico@gaia-x.eu
mailto:ryan.reychico@gaia-x.eu
mailto:ryan.reychico@gaia-x.eu

Gaila

-X
SUMMIT 2025

DIGITAL ECOSYSTEMS IN ACTION

Porto, Portugal | 20 & 21 November

In partnership

\\\\\\
= L% U W 2
R -
s I ANNS
A R LA
gaia-x

(] Hub Portugal tice.pt

|PORTO | |

| | pieiTaL

Llal7]

Porto.

SN\N\VI1 27272
S\N\} 2e
= Qfr-
e Qo=
27 1\ NS
. 270V NN
® ®
@ =
P © @
=] ® 2 @ ?
® 000 9 ® @ ®® [ ] 4
@ @ @ ® & ® |
— L 4 e® o @ e® 00
1 ® o L B0 IR BN BN @ {
al s @ 000 L ] @ ® © L
) 20000 @ s P20 OOO OO
:Ilg]l:“;, f & ® e @ o s 00 —
i o ¢ p . L)€
i 00 . pdWles W
Ol e @ ‘ Sl ."‘O."‘i’
e



llllll
rd

R
______

Loire Notaries: Theory & Practice B

Pierre Gronlier, CInO
Yassir Sellami, Tech Lead

Gaia-X AISBL
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What IS an identifier ?

| |I | .I-Ec Iona||
3

01)0 9501101 530

W0 T IIIIII
(01) 0 9501101 53000 3

GS1 EAN,-‘UP(: Family

‘“ m |H|H“ 9505 003
@

GSI DataBar Family

| IIHIIilllllllil LIl

(01) 0 9501101 53000 3 (17) 140704

Il Il]IIIIiIIIIIIIIiII iﬁ?ﬁfﬂ
01) 09501101 53000 3 (01) 0 9501101 53000 3

GS1 2D Barcodes
GS1 DataMatrix GS1 QR Code
g Eepld
(01) 0 9501101 53000 3

(17) 1650119
(10) AB-123

[l
(01) 0 9501101 53000 3
(8200) http://lexample.com

Sta x anded Stacl:ed
Omnldlrec! ional

[01] 09501101 53000 3
(3103) 000480

(01) 09501101 530003

GS1 1D Symbols used in General Distribution and Logistics but not at retail POS

(01) 1 9501101 53000 0 (17) 140704 (10) AB-123

F-

19501101530000
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DIGITAL PRODUCT PASSPOR

VECTOR 552 BATTERY
License Number - 88992CF
SKU INFORMATION

GTIN 788888999913

LEl registration details
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gaia-x

Managing LOU

Portable
Rechargeable Battery
Manufacturer Vectoros Corp.
Country of Origin Spain

Sub-Category

For demo purposes onlye

PLDCSMUSTERMANNSCERIKACSCCLCLCLLCLLLLCLLLLLLLL
COTXO0TA7BD<<64L0B125F2702283<<<<<<CLCLCLCCCL<4

I LEl number 9695009HSLOSO40SX010 I
Status ® [SSUED
Next renewal date 2026-01-17

INSTITUT NATIONAL DE LA STATISTIQUE ET DES ETUDES ...

Address

éback to ToC or Class ToC§

IRL: hittp://www.w3.0rg/2006/vcard/ns#Address I

is defined by

http://iwww.w3.0rg/2006/vcard/ns

To specify the components of the delivery address for the object

T
((country name®? some xsd:string) and (country name9 max 1)) or ((localityd? some xsd:string) and
(locality?” max 1)) or ((postal code® some xsd:string) and (postal code® max 1)) or ((region®® some
xsd:string) and (regiond? max 1)) or ((street addressdP some xsd:string) and (street address max 1))

is in range of

has address®P




What can it identify ? T

= A physical object, place, or building (GS1, AAS, OPC-UA, Digital Product Passport, etc.)

= An organisation or legal entity (EU EORI, LEI, JP Corporate number, etc.)

= A natural person (a citizen, freelancer, employee, agent, legal representative, data right holder, etc.)
= An instance of an IT service (an agent, wallet, connector, DB, control plane, etc.)

= A word, a property of an intangible object (a document, evidence, proof, rulebook, etc.)

= A statement



Trust at all levels: Trust Anchors

Trust in the source of information, the claims, the evidence: Trust Anchors
*  Where does it come from ? (traceability: Who is the issuer ? ...)

* Are there impartial confirmations ? (quality: code of conduct,
certifications, audit report, ...)

 What is the history ? (past behavior: Is it a new certification, a renewal ?
Is it a new company ?...)

Trust in the verifiability / proof of the execution

* Has the data been deleted after use ? Has the data left the computing
enclave ? Can the algorithm be leaked ?

Trust in my future strategic autonomy
* Data Portability ? Software vendor lock-in ? License portability ?
Automated Compliance

* regulatory compliance / policy compliance

gaia-x

Interoperability layers
for trust between
participants

Organisational

Technical/Syntax

interc e

EIF: European Interoperability Framework by European Commission.

ParasN
ISO 19941:2017: IT - Cloud Computing - Interoperability and portability
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Semantic Interoperability s
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Structured data from

. Unstructured data
domain 1

Structured data from
domain 2

Structured data
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Semantic interoperability of identifiers R

. aia-x
(hub semantic) d
= domainl:customerID <-> domain2:accountlID
Structured data from
domain 1 = TYVA:cell <-> Renault:battery
= vcard:Individual <-> schema:Person <-> gaiax:Participant
machine learning = “did:sov:abc123 is a vcard:Individual” <-> “mylocallD is a gaiax:Participant”

(classification)

Votre colis 250803368261359
Structured data from % V]
d oma | N 2 Colis remis a DPD En transit Enagence En cours de livraison Colis livre
Numéro de référence interne S0O-44981-FD5-621407
Numéro de référence international 01366007346604
N° colis 250803368261359
Poids du colis 9.34 Kg
Expédié le 22/03/2025
Gaia-X




Semantic interoperability of identifiers

gaiax""""
A\ |’ =0
> mm=
CSVp
HTML T—

([xis) a|_o_o? JPG
Ll |25 (e

Unstructured data

LLM
(instruct + function calling)

Intervention time schedule(.ics) <-> vcard:calendar

Business card (.jpg) <-> vcard:Contact

Semantically structured

data
ISO certification (.pdf) <-> cap:Certification

Gaia-X

24 November 2025 8
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Notary features (summary) B

e Translate data

e Federate Ildentifiers

#GaiaXSummit25



Gaia-X Compliance Document - 25.10 Release -
Compliance for Cloud Services gaia-x

Criterion P3.1.15: Incident Management: Ensure a consistent and comprehensive approach to the

capture, assessment, communication and escalation of security incidents.

Standard Compliance Label Level 1 Label Level 2 Label Level 3

declaration declaration certification certification

Declaration: Using the Gaia-X Ontology, the declaration shall include evidences about the provisions

covering the criterion, either copied from Provider's documentation or in a structured machine-

readable format (DSL). The evidence shall detail:

» procedures to provide prompt and effective response to security incidents, including the means

and timelines for communicating security incidents and recommendations to limit their impact to

all customers concerned:;

e procedures related to the communication of responsibilities of internal and external personnel,

third party and customers with regard to the reporting of security incidents ;

» procedures and guidelines for the assessment, classification, prioritisation and escalation of

security incidents.

#GaiaXSummit25
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gaia-x
Identified / Short Description (where necessary) Version Reference
Term in this & Access (might be
Document behind a paywall)
SecNumCloud French Cloud Service Requirements maintained by the Agence nationale SecNumCloud 3.2.3,
de la sécurité des systémes d'information (ANSSI); further information as of March, 8th
available at the project’s website. 2022
BSI C5 The C5 (Cloud Computing Compliance Criteria Catalogue) criteria BSI C5:2020

catalogue specifies minimum requirements for secure cloud computing
and is primarily intended for professional cloud providers, their auditors
and customers. It is published by the German Federal Office for

Information Security.

ISO/IEC 27001 ISO/IEC 27001:2022

CISPE (GDPR, Approved GDPR Code Of Conduct maintained by CISPE, covering February 9", 2021

Infrastructure & Infrastructure and laaS Cloud Services; further information available at

laaS) the project’s website.

EU Cloud CoC Approved GDPR Code of Conduct maintained by the EU Cloud CoC EU Cloud CoCv2.11

(GDPR, XAAS) General Assembly, covering the full cloud stack (XAAS); further as of December
information available at the project’s website. 2020

#GaiaXSummit25
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Verifiable Credentials are more useful o3¢
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= Tamper-proof: Cryptographically secure and resistant to forgery.

= Instantly verifiable: No manual checks or contacting issuing authorities.

= Machine-readable: Enables automation and integration in digital workflows.

= Privacy-preserving: Selective disclosure allows sharing only necessary claims.
= Portable & durable: Cannot be lost or damaged like paper documents.

= Updatable & revocable: Issuers can update or revoke credentials in real time.

PAPER
CERTIFICATION

#GaiaXSummit25



The certification notary flow R

gaia-x

Service Provider

Submit Certificate PDF

)

Certification Notary

Documergt & Issuer

1. Receive & Ingest
Document

2. Extract Info / OCR

3. Validate Issuer (CAB

accredited)
Trusted Registries (CAB 4. Verify Certificate
Lists, Accreditation DBs) (exists, not revoked)

#GaiaXSummit25
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The certification notary flow

, , gaia-x
Identity & Pplicy Checks

5. Validate Provider
Identity (matches
certificate)

6. Check Validity Window
(expiry, audit cycles)

y

7. Map to cap VC Schema

8. Check against Trust
Framework Policies

#GaiaXSummit25



The certification notary flow
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gaiax’

VC Creation & Output l

9. Log Evidence & Proofs

l

10. Generate & Sign VC

X

12. (Optional) Publish
Status (active / revoked)

11. Deliver VC to Provider

#GaiaXSummit25




Th rtification notary flow e v 2a3¢s
e certification notary flo - e

gaia-x

Dncmleqt- B lssuer

1. Receive & Ingest

i

2. Extract Info / OCR

L3
2. Validate Issuer (CAB
accredited)

o T
1

Trusted Registries (CAB 4. Verify Certificate
Lists, Accreditation DBs) {exists, not revoked)

Identity & Fplicy Checks

5. Validate Provider
Identity (matches
certificate)

6. Chack Validity Windaw
(expiry, audit cycles)

|

7. Map to cap VC Schema

8. Check against Trust
Framework Policies

VC Creation & Output

9. Log Evidence & Proofs

10. Generate & Sign VC

R 12. (Optional) Publish
Status (active [ revoked)

#GaiaXSummit25




G gx-certification-notary &

¥ main v @ gx-certification-notary

@ chore(release): 1.5.0 *+*

semantic-release-bot authored 2 weeks ago

Name

£ .husky

£ k8s/gx-certification-notary
Easrc

@ .dockerignore
.env.example

.eslintrc.js

.gitignore

€ ¢ ©

-gitlab-ci.yml

12 .nvmrc

=7 .prettierrc

Y .releaserc

m+ CHANGELOG.md

Last commit

feat: initialize project for certification no...
feat: initialize project for certification no...
feat: add service Offering id as a param...
feat: initialize project for certification no...
feat: initialize project for certification no...
feat: initialize project for certification no...

feat: initialize project for certification no...

fix: cap certification vc

feat: initialize project for certification no...
feat: initialize project for certification no...

feat: initialize project for certification no...

chore(release): 1.5.0

[O | History

Last update

3 months ago

3 months ago

2 weeks ago

3 months ago

3 months ago

3 months ago

3 months ago

3 months ago

3 months ago

3 months ago

3 months ago

2 weeks ago

-
-
-

A~ YrStar 0 ¥ Fork | 0 :

Project information
| B

LICENSE ECLIPSE PUBLIC LICENSE 2.1

-0- 32 Commits

¥ 2 Branches

¢ 14 Tags

& 2.2 MiB Project Storage

& 14 Releases

[© README

8 Eclipse Public License 2.0
[©) CHANGELOG

@7 CI/CD configuration

+ Add CONTRIBUTING

+ Add Kubernetes cluster
+ Add Wiki

+ Configure Integrations

Created on
May 23, 2025
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Eclipse Foundation gaiax
Class: Attestation
= |nthe Eclipse Dataspace Working Group (EDWG), Gaia-X
contributions to the EClipse Conformity Assessment issue of a statement, based on a decision, that fulfilment of specified requirements has been
Profile (CAP) have been released in Aprilas v2.0 & demonstrated (1SO/IEC 17000:2020)
. . . » NOTE: this is an abstract class and should not be instantiated directly
= Current testing projects : Gaia-X Label level 2&3,
URI: cap:Attestation
CISPE, DOME, Fulcrum i
= On the path for ISO Publicly Available Specification (PAS) |
submission with: . e TR

Bccregitasion. CartHication Dsclaration ConformiyAssessmaniScheme * patotimg [< ConformiyAssessmantEody. Oblec Statomant

= Specification->cap.owl.ttl orcap.owl.xml

= TCK(shape)->cap.shape.ttl Inheritance

= Reference implementation-> cap.py « Statement
« Attestation

» Accreditation

» Certification

= Declaration

https://github.com/eclipse-dataspace-cap/cap-ontology (v2.1.3)


https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology
https://github.com/eclipse-dataspace-cap/cap-ontology

Eclipse CAP — example of enablements gaiax’

= Today’s challenge:

= certifications are PDF-based and require intensive manual o
labor to be assessed. 0

NIXVAL Data Center

1+ ©®

= It’s expensive and scope is usually vague
8 Axarne t Valencia
= Example with W3C ODRL + Eclipse CAP

- ODRL:Offer .

«The dataset <idXXX> shall only be processed on ISO 3
27001 qualified services in Valencian Community, Spain»

= ODRL:Request
« | would like to CW <|dXXX> and hereis

the services’s ISO27001 certificate hosted in the ES-VC
adnimistrative area» https://www.datacentermap.com

D




cap:Certification Verifiable Credentials -3

gaia-x

"@id": "ex:certification_vc_010fdbal-02be-43b9-8fd8-a5d7763cf87b",
"type": [

"VerifiableCredential",

"cap:Certification"
1,
"issuer": "did:web:certification.notary.lab.gala-x.eu:main",
"validFrom": "2025-04-24T14:25:50.227+00:00",
"validUntil": "2025-11-12T09:15:13.042+00:00",
"credentialSubject": {

"@id": "ex:certification_vc_010fdbal-02be-43b9-8Ffd8-a5d7763cf87b#cs"

"@type": "cap:Certification”,

"cap:object": {

"@id": "ex:test#cs",

"@type": "cap:0bject"

\
T

"cap:conformity_assessment_scheme": {

"@type": "cap:ConformityAssessmentScheme", "J UU I

"cap:name": "SecNumCloud",

eyJhbGciO0iJIUzITNiIsInRS5cCI6IkpXVCJ9.
eyJzdWIiOiIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRG91IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdI1AVTmud2fU4

#GaiaXSummit25

"cap:version": "3.2"

I
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= https://gaia-x.qgitlab.io/policy-rules-committee/compliance-document/ gaia-x ’
= https://gitlab.com/gaia-x/lab/compliance/gx-compliance/-/blob/development/docs/level2-and-level3-compliance.md

= https://gitlab.com/gaia-x/lab/gaia-x-onboarding-prototypes/gx-certification-notary

= https://vc-jwt.io/playground

Thank you!

Pierre Gronlier, CInO
Yassir Sellami, Tech Lead

#GaiaXSummit25
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From Data Mesh to Data Space S

Using Data Products in Data Mesh and Space with Gaia-X
Danube Architecture

Stefan Dumss

Senior Researcher
Posedio GmbH

#GaiaXSummit25
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Motivation: Automatization of Compliance R

llllll

Data Product

/ Compliance

Requirements

Data Mesh

N Standardization

Dafa Act AT Act

\ Autonfated‘Coitipliance /

#GaiaXSummit25
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Data Governance based on ISO 20151 22323
Draft gaiax""""

* Which company data is shared with whom?
* Which external data (sources) are used within the company?

* What obligations and restrictions apply to the use of specific data?

* Do these data sets contain personal data?
* Which rights must be respected (usage duration, scope of use, etc.)?

* Where in the company is data generated, and for what purposes is it used?

* |s the data quality sufficient?
* Can this data be shared (internally)?

#GaiaXSummit25
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Data Mesh! R

Goal: decentralized responsibility and controlled data provisioning
Principles:

* Domain Ownership
* Business Domains (Domain Driven Development)

 Data as Product Product
* Includes all components to share data (metadata, code, policy, declarations)

* Self-Service (Data Platform)
* Empower domains to help among other things the full life cycle

* Federated Governance
* Governance: How are data quality and ownership ensured?
« Compliance: Are we legally allowed to use the data in this way?

1 Data Mesh by by Zhamak Dehghani

#GaiaXSummit25
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Product Definition R
ISO 9000: ,,output of an organization that can be produced without any

transaction taking place between the organization and the customer*’

... but products for customers usually are standardised and regulated?

11ISO 9000:2015 Chapter Terms and Definitions

2e.g. EU product requirements https://commission.europa.eu/business-economy-euro/doing-business-eu/eu-product-safety-and-labelling/eu-product-requirements_en

#GaiaXSummit25
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Data Product A A

 Data Product describes the data with metadata, interfaces, policies and
more’

Three dimensions:

* Technical: APIl, schema, storage, input/output interfaces
* Organizational: owner, SLA, domain

* Regulatory: source, licensing, compliance requirements?

Goal: reusable, transparent, and responsibly managed data assets.

Thttps://opendataproducts.org/v4.1/ https://martinfowler.com/articles/designing-data-products.html https://dpds.opendatamesh.org/specifications/dpds/1.0.0/ https://www.datamesh-
governance.com/policies/definitions/data-product/data-product.html https://docs.gaia-x.eu/ontology/development/classes/DataProduct

2 some of the specifications see it as part of the Data Contracts

#GaiaXSummit25
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Compliant Data Mesh Access Control P
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|
: Data Mesh Governance
|
|

Control Plane

! Containg Description Validate |

Data Plane

#GaiaXSummit25
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Data Space (ISO 20151) R
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* Participants Maintain Control over the data
* Claims, obligations, roles in interactions, and rules are defined in a standardized way

* Across organizational boundaries:
* Create trust across organizational boundaries

* They require agreement on shared rules, trust frameworks, trust anchors, etc.

* Datais published in a form that makes it discoverable (for both humans and
machines)

 Metadata is represented in a unified manner across company borders
* Enable (automated) contract negotiation with standardized components

* Thisis supported through shared ontologies, both in terms of semantics and predefined
components

* Dataspaces rely on interoperability in all of these aspects
* Parts of the system can be reused both technically and conceptually

#GaiaXSummit25



Danube Architecture

gaia-x

Danube Client
Compliance
e ? Mgmt API

«K8S Service»

Gaia-X Core Engine (GXCE)

| Loire Client I

«microservice»

Gaia-X Compliance Dispatcher

«proxy» «microservice» «microservice» «microservice»

iSHARE IMX IMX

Participant Credential loT Device Credential Service Credential
T

«Proxy» «proxy»
Gaia-X Loire Gaia-X Loire
Participant Credential Service Credential

local
compliance extensions

... other credentials ...

]

1 1
1 1
1 1
«microservice»

Gaia-X Basic Functions

«microservice»

Gaia-X Metaregistry (GXMR)

«service»

Gaia-X Loire Compliance Engine

#GaiaXSummit25

«service»
iSHARE
Participant Registry

«collaboration»

IMX Registry

remote
compliance extensions
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Compliance Issuance B
gaia-x
Cow\(aliomce. DisPatcl«er < Compliance Engine
> P 9
dispatcher - \
d LB -=" ;
an .- _ VC issuer Re S“St"‘f
— e A

Vd ~N

! } Met

] 1 etla

i Resolve VP :_ - ™ Registry

N e e == ] L/ In—ne_morl{ S‘to‘r‘age

validate and
resolve VP
to grapla Temporary
Grapln
S‘torage.
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Compliance Validation for Access Control -

. AEERS
gaiax
> [ Service ]4 | “reverse” Compl'.am:e_ Engine
-7 g VC Verifier
e _A.'_’_ ——
Fd ~
[ |
: Resolve VP :
I o
\
~ o Vi .
validate and In-nemory Storage w ( Regnstry
resolve VP
to graph Temprary RMe..‘t:u
Gmpl« egistry

S‘tornge.
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Combination Space and Mesh A
. YRR
gaiax
Identity Provider
/ Y
/ bata MQSL\ /
verif
g ! ~
Data Product APT /
r \ o Data Mesh Service
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Data S[::ace -
Policy Service Data
\_ Product
e ——————— — Meta Data
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Example Technical Architecture

gaia-x

Data Space meta registry Data Mesh Service
1 Request Data ‘ )
e — " 3 Get Meta
13 Data Product API Information (like

g Policies, Contracts,
€—Access Token or 2 fla" .Compl‘an‘ce Trust Anchots for
Response : Validation Service

Compliance request
12 JWT token + T I

decision(id)

Validate Access Token
. Comphance Validation Service

A@ Access @' ‘ T \qResolve VP

OIDC Provider 05T baken 6 Request P°hc‘/ q Pohcy Decision
Validation

VP resolver

5 Store VP as Gragh
1

get policy: packages
Y
( ~N

Gitlab Re,pogf"(,on/

7 Query Memgraph
8 Store Decision with Neo4d
\

v

Memgrapl«

OPA control 9|ane -l:uno"e-}[ OPA
[ 3

7
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Advantages Aligning Data Mesh and Space
for Compliance gaiax""""

* Consistent trust framework across organizations

* With the alighed Data Product view:

* Unified internal governance for internal and external provisioning
* Traceability and auditability as a built-in standard capability
 Automation instead of manual audit processes

* Policy validation integrated into data flows

- Seamless integration between Data Space and Data Mesh principles

#GaiaXSummit25
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Thank you!

Stefan Dumss, stefan.dumss@posedio.com
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Eclipse Cloud Interest Group EH

Marco D’Angelo, Klaus Ottradovetz, Manuel Gutiérrez

#GaiaXSummit25
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Gaia-X & Eclipse Cloud Interest Group — WHY? -

\\\\\\

gaia-x
| ECLIPSE' Eclipse Cloud Interest Group
gaia-x
* Creating the de facto standard to enable * Eclipse Cloud IG aims to empower
federated and trusted data and stakeholders in the cloud landscape to
infrastructure ecosystems explore and assess ways to independently

build, manage, operate, and consume the

 Our goalisto establish an ecosystem, ) . .
g y cloud services of their choice

whereby data is shared and made

available in a trustworthy environment * Freedom from vendor lock-in

* Ourintentionis that we give the control “ * Scalability, resilience, and flexibility in
back to the users by retaining sovereignty cloud environments

 Ouroutcome is a federated system * Fostering operationalindependence and
linking many cloud service providers and resilience

users together in a transparent

. * Interoperable, adaptable, and easy to
environment

manage systems

#GaiaXSummit25
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WHAT we’ll see in this session I3
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gaia-x
Marco D’Angelo Klaus Ottradovetz
* +25y. of experience in SW (Microsoft and * Member of the Atos Scientific community at Atos
open-source ecosystem) International Germany GmbH
* External Director at Huawei for the Open- * Having worked closely with many innovation
Source Office in Europe. partners on the definition and implementation of
* Founder of Radixia.ai, startup member of Industry- and technology platforms
Eclipse foundation with the goal to drive * Currently, Lead of the Gaia-X Technical
Open Source adoption in the ISP/CSP Committee
* Boosting Eclipse Cloud Interest Group
Interest Group Gaia-X & open source
e Status, opportunities, a look to the future  How Gaia-X works with open-source tools in a

technically compatible way — practical example

#GaiaXSummit25
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Eclipse Cloud Interest Group i
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The Eclipse Cloud Interest Group aims at becoming a
Working Group to foster innovation and development of
open source cloud technologies, protocols and
specifications that enable N
line with the requirements and other

relevant regulations, and

ECLIPSE

#GaiaXSummit25
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Simpl Programme

Gaia-X Summit 2025

Simpl State of play
Valentina Staveris IT Project officer
EC DG CNECT Cloud and Software unit




What is Simpl?

middleware are software suites
that enable applications and
databases to work seamlessly
together and provide a flawless

open-source means built-in trust & user experience

security, flexibility to deploy,

simplicity to customise

Simpl is the open-source smart middleware
that enables cloud-to-edge federations and
all major data initiatives funded by the
European Commission

all major data initiatives, in particular the
development of Common European Data
Spaces modular and interoperable way.

cloud-to-edge federations put together resources
across cloud and edge computing environments as a
cohesive system, creating a seamless integrated
infrastructure that combines the strength of both cloud
and edge computing.

European
Commission




“The Commission is supporting these efforts by developing
Simpl, a shared cloud software to make it easier to
manage and connect data spaces”

Al Continent: the policy imperative

The Al Continent Action plan will transform Europe's strong
traditional industries and its exceptional talent pool into powerful

engines of Al innovation and acceleration.

Building a large-scale Al data and computing infrastructure
Al Factories and Gigafactories; Cloud and Al Development Act;

Increasing access to large and high-quality data
Data Union Strategy; Data Labs; Common European Data
Spaces; Simpl;

Developing algorithms and fostering Al adoption in strategic
EU sectors

Apply Al Strategy, European Digital Innovation Hubs; GenAl4EU,
Resource for Al Science in Europe;

Strengthening Al skills and talents
Al Skills Academy; Al Literacy; Mobility of non-EU workers in the
Al Sector;

Regulatory simplification
Al Act Service Desk, ongoing Stakeholder consultation.

Computing
infrastructure

Regulator i
Reguztory Sy il
simplification oioloio

o :-

Development of
algorithms and adoption

European

Commission



Digital Package including Simpl

Simpler EU digital rules and new digital wallets to save billions
for businesses and boost innovation.

B @

1. DIGITAL OMNIBUS 2. DATA UNION STRATEGY 3. EU BUSINESS WALLETS
simplifying rules on unlocking more, cutting paperwork and
data, cyber and Al high-quality data for Al ease regulatory burdens

through an open-source, modular, and secure set of components.
This lowers barriers for SMEs and creates faster links between

Ir > “Simpl cloud middleware will enable interoperability across initiatives

fj' A ecosystems.
7/ =7

The data spaces support centre will reinforce uptake, especially
among SMEs, by raising awareness and practical guidance.”

Scales up access to high Streamlines and simplifies Protects Europe’s data
quality data for Al data rules, while protecting sovereignty.
fundamental rights.

European
Commission




Simpl-Open is the core open-source software

Simpl-Open

SlmpI-Open
Open-source
Middleware
Cloud to edge
federations
Common engine
behind data spaces

Core
features

Next Major release
in December 25

Ending: December
2026

Extension

New Simpl-Open Al
and ML capabilities

Simpl and DOME
Marketplace
catalogue connection

European
Commission




Simpl-Open — Al enablement, Al factories and DOME integration

Data Spaces
Greep Energy Language EOSC Tourism

Health Manufact. | | Agriculture Finance Mobility
& 4| © +]|[@)| L] b2
e || | &2 Q|| /B

Simpl-open Al and ML services:
Extensions to PaaS services ML I
provisioning.
New layer of Al services to be added
Simpl-open, as built-in Al services

Simpl as an enabler for data spaces and other initiatives
to access Al factories resources.

for Data spaces.
and gives S EuroHPC Al Factories
access to Rt . EEE=H
E_E Al factories - Gxese Al factories - Data
=—1 HPC capacity (Owems storage facilities

Simpl-open Data services to make use of Data

Simpl-open Infrastructure connectors 1o connect to Al
facilities and data services provided by Al Factories

Factories using EuroHPC federation services

Availability of DOME products in New Simpl Al services
Simpl-open catalogues published in DOME catalogues %

Simpl DOME

(Distributed Open Marketplace for Europe) European

Commission




Simpl-Live are instances of Simpl-Open deployed for specific data spaces

Public Language Data
Procurement Data Space (LDS)
Space (PPDS)

Simpl-Live

e distinct v@p European Open Smart Communities
- (¥ Science Cloud Data Space (SCDS)
instances of (EOSC)

Simpl-Open

* deployed for Destination Earth ‘
e (& -
sectoral data
spaces/

initiatives

o ~(1) Feasibility Study |! Integration Data initiative

European
Commission




Simpl-Live are instances of Simpl-Open deployed for specific data spaces

SimpI-Live EuroCloud
distinct @ initiative

instances of . Mobilit
: _ ~ uropean Mobility
Simpl-Open Data Space

» deployed for Q
ifi
spec Gld Agriculture Data
sectoral data Space
spaces/

initiatives (((_i))) ‘ %\ g;ir; Deal Data

"W Feasibility Study 2 Integration Data Initlative

European |
Commission




(ﬁ Mark the date!
Simpl Annual

Community Event

(@ 29 January 2026



Get involved and participate! D@
Social Media

Join and engage with our
growing community!

Website

Visit our website for
Simpl documentation,
requirements and
latest news.

COMING UP

Simpl Annual
Community Event

Forum

Keep a look out for Simpl's
forum launch! Coming
soon!

53 29 January 2026

© Hybrid, Brussels

Register here! q
Webinars &
Workshops

Join technical and business
sessions, online and in
person.

Simpl Newsletter

Subscribe to stay
up-to-date with Simpl!

<

Code Repository

Check out and review

Oj the code! /_\
Scan me for
<@ more information

about Simpl

NEW



https://events.onetec.eu/simplevent2026/
https://events.onetec.eu/simplevent2026/
https://events.onetec.eu/simplevent2026/
https://events.onetec.eu/simplevent2026/
https://events.onetec.eu/simplevent2026/
https://events.onetec.eu/simplevent2026/
https://ec.europa.eu/newsroom/simpl/user-subscriptions/8414/create
https://ec.europa.eu/newsroom/simpl/user-subscriptions/8414/create
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Orchestrating
Sovereign Data

Exchange

Yannick Meinberg
Gaia-X Summit 2025, Porto

Inspire great minds to shape a sustainable future ge?elg lﬁtCT
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1 CONTACT Software: Who we are

Dataspaces Integration

Use Case: Product Carbon Footprints

The Internal Process
How to enable Trust
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Company profile

! .

o
k

iy
A
o

powered by'
CONTACT Elements

Focus .
: Industries
Innovations for e h : =
digital product - CELOITII T ] — 3 m
oA, Mission e e = .. Global . cqsyste
than 30 years Strengthening employee Mechanical and plant Community with 2000
collaboration and making engineering customer locations in 40
companies more agile UlelG e ~ 600 Employees countries
: : 60 partners
High-tech &Medical More than 27% R&D investments :
Consumer

3 © 2025 contact-software.com c



Products & services

{3 CIM Database carch through CIM Databast A x O O :i

L Collaborate Transform ! Analy Meazure G CONT T Elel’nents fOF |OT Searcht igh Elen s ‘ * ® 0 Ji
~ e | rdronment mmmn o

Kaiserslautern plant, production section G3/4 [E000008]

Faiserslautem plant, produdtion section G2/a

1 Dashboard Data Sheet A Properties Nodel M. Acthities % Digital Twins & Documents + BEwents 3 Processes  Ji Diagrams Settings

Operating Condition Boxes per day Errors per day Connectivity faults total time Downtime per day Overall equipment efficiency

Re.l“’ dvk;,kf‘: ' “ \ . 7 | <, Bottle Filling Line ‘ ‘ 93.87min 89.77min 49.860/0

> d® 8502371 | Gearwhael / Draft | — ;
3070502556 [ Washer {Relessed { ] ; : 0
o ®40/55 shing / Draft .

v Activities v Shopfloor plan Events

s started

a Filling

Ne data has been recelved from
the system for 3 minutes

4 © 2025 contact-software.com c



Our Research Areas

Green Technology

& Sustainability

Management

Data & Service
Ecosystems

Artificial
Intelligence

User Centered
Approach

»Shape sustainability in the
product life cycle” - The
resources of our planet are
limited. That is why we at
CONTACT Research are
researching digital
methods, processes and
solutions to put the
relationship between
nature and society on a
permanently  sustainable
footing by means of
technological-industrial
innovation and
reorganization.

»Go digital or go home” -
We work on strengthening
and future-proofing
collaboration and inter-
operability between a wide
variety of systems,
organizations or industries.
The focus of our research is
on use cases along the
entire product lifecycle. We
do not limit ourselves to
the classic branches of
engineering, but
systematically open up
new fields of competence.

»Data sovereignty in a
world  of  distributed
services” - We are working
on solutions for innovative
data and service
ecosystems to help shape
the digital transformation
in industry and society. We
take global availability into
account just as much as
the ever-growing need for
sovereignty over one's own
data.

»Bringing artificial
intelligence into  the
engineering domains”
With CONTACT Research,
we want to bring artificial
intelligence (Al) into the
engineering domains. Our
research focuses on use
cases from all phases of the
product lifecycle. This puts
a broad spectrum of
technologies, methods and
processes at the center of
our work.

»Embrace the user as the
most important and
exciting part of the
system”- Human Factors in
software development
support social
sustainability by ensuring
software is accessible,
inclusive, and improves
quality of work for all
users.

Our industrial research embodies CONTACT's commitment to long-term action and sustained investment.

5 © 2025 contact-software.com




Our Research Areas

Connecting Data Management Systems to Gaia-X based Data Spaces
“Always one Data Space ahead”

PSNTUS-X M)X)

. A deltaDAD
Data & Service &

Ecosystems

»Data sovereignty in a world of
distributed services” - We are
working on solutions for innovative
data and service ecosystems to help
shape the digital transformation in N
industry and society. We take global ‘ ‘ ggn'::;‘?glc
availability into account just as . . i
much as the ever-growing need for F|e4Res Service Offering
sovereignty over one's own data.

o ey

Our industrial research embodies CONTACT's commitment to long-term action and sustained investment.

6 © 2025 contact-software.com E
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CONTACT Software: Who we are
2 Dataspaces Integration

Use Case: Product Carbon Footprints

The Internal Process
How to enable Trust
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The Dataspaces brings
different Core-Services

CONTACT Elements in Dataspaces thatare accesi

through the Connector

A Simple Data Exchange j

Other Core Services

The connectoris the Semantic Hub Identity Management W
Most Infrastructure is
inside the company

only component that is
bounds, secured against

publicly reachable.
Pontus-X Connector / S3-Compatible external access.

EDC Connector Object Storage

Bring-your-own
Connector On-Premise,
in the Cloud, orasa
managed SaaS-Offering CONTACT Elements

consume 1 publish Binary Data (Documents)I

8 © 2025 contact-software.com E



CONTACT Elements in Dataspaces

« CIM Data base Enter Search Term(s) ... A x 9 O

ﬁ My Start Page Dataspace % Manage...

M Activities

55 Project Dashboard <4 New Dashboard Al -
Submenu

(& My Tasks

% Offerings it. x
m Task Boards i Datasets
[ ye—— & Data Transfer EGMD000076/ Tutorial: CDB Cloud Overview (Tra... (391 Search Results) ©
M Products 4 Identities EGMD000076/ Tutorial: CDB Cloud Overvie... Drag column
] Projects 12025 - Modified | Obj St: Lo Document N
K @ D000000
* uality the picture EGMP000002 3D Printer 1% ®  EGMo00122
| % @ & EGM000123
Specifications EGMP000002 3D Printer ® ®  EGM000124
« Dataspace » ® ®  EGMOo00125
% e EGMO000126
2> Workflows (1% @  EGMO00127
EGMP000003 Industrial Robot 1% ® EGMO00128
B organizations —
EGMP000003 Industrial Robot ® ®  EcMooo129
”% | % ®  EGMO00130
® ®  EGMOo0D131
ﬁ Administration & Configuration % o} EGM000132
EGM-BICYCLE | % O EGM000133
m License Dashboard % e EGM000134
EGM-BICYCLE 1% ®  EGMO000135
4 Close Menu i
1% O EGMO00136

12 © 2025 contact-software.com



CONTACT Elements in Dataspaces

« CIM Data base Enter Search Term(s) ... A x 9 O
' 3 Dataspace Identity

Q search |~ | & Favorites 4O History < pNew Search All -

R =

Select Sear.., = | 3 Search Results & Refresh Enter Filter Text Here 13 Table (edited) ~

Drag column headers here to group

'E

| Organization DID  Verifiable Credential
CONTACT Software did:web:dataspaces.cloud.contact-software.c...  https://dataspaces.cloud.contact-software.com/.well
GMN PAUL MULLER INDUSTRIE GMBH & CO. KG did:web:gmn.euprogigant.io https://www.delta-dao.com/.well-known/participant
deltaDAD did:web:delta-dao.com https://www.delta-dao.com/.well-known/2210_gx_pi

@ % [ K

- s|ie32Q -

<

M

13 © 2025 contact-software.com



CONTACT Elements in Dataspaces

CONTACT Software (Modify ) (csds_dataspace_identity_CDB_Modify)

Organization

CONTACT Software

DID &

did:weh:dataspaces.cloud.contact-software.com

Verifiable Credential

https://dataspaces.cloud.contact-software.com/.well-known/participantCONTACT.json

Ethereum Address

0x3560626F234eD181E80TE4e31ded56D%acalac58

Business Partner Number (BPN)

DSP Endpoint @

14 © 2025 contact-software.com
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3 Use Case: Product Carbon Footprints

The Internal Process
How to enable Trust
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(Supplier / Manufacturer) -simplified process view-

data
management
system

—— = MES/MOM/lIoT
ERP

Materials Workplan . i Woulding
. PN BOM JL Resourcing @ Cutting Autoclave D
a
oesion ([ PEREY - O
000 '\.o::_— ! ' w _ -

processing
9
L)
[ p—" 1
388
i1

=
u_
i
AU

e 4L __ _—— o
'3 = 1 _ )
28 FRCOR= S+ (o) coy & - |
1B e et O T8 Ror gyt e, mp By
I\\ S Static Data Dynamic Data l /}

as-delivered/
as-maintained
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Environmental factors along the Product Structure

;{r Operation
C’; Recycling
dl Assembly Node [1..n]
-J Assembling
J Component
): Manufacturing
}, Intralogistic
J Supplied Component
T ): Manufacturing
E‘é %& Transport

‘— decompositon  ——

17 © 2025 contact-software.com

Strategic Governance &
Procurement Responsibility

ProductDeclaration

w

-

@}nergy Mangement

@ Substances

't\‘ Water Consumption

Greenhouse Gas Emissions

e Materials & Substances

Corporate Sustainability
Reporting Directive (CSRD)
|

Time 9 Location
. N .
Restof Life g Materials
F Tech. Resources 'L Asm.-Process
Material L Mfg.-Process

L Distance

Component Declaration

15 Tech.Resources

Material "l.  Mfg-Process

¢ Distance

1= Tech.Resources

Green House Gas Protocol (GHGP)
|
DIN EN IS0 14040/44
DIM EN 1S0O 14045

DIN EN 1S0 14046
DIN EN 1SO14067

w




Calculation of product environmental performance
with PCF data support

OEM Product

Component (supplied)

(» Component

Asse m bly (Supplied Part) i

o

: Strategic Procurement
Ooo0n |

. Dataspace
Supplier/ Integrator OEM/Customer

Component (Supplied)

Provide PCF p (S-) PCF Request E &  component (suppiica)

Component (supplied)

-l

0

Component

€© Component (supplied)

° Component (Supplied)
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AAS in CDB and the Digital Twin Registry

[3 Decide4Eco | CONTACT Elements

ﬁ My Start Page
)\( Activities
B My Tasks

E Task Boards

E Documents

“ Products

E Projects

' Quality

‘:r Sustainability

Specifications
t: Dataspace
»> Workflows

R Organizations

Part
000098/ SENNHEISER HEADPHONE (A

5§ Overview |E\ O Preview @ Data Sheet

H AAS Type 2 Interface

¥ Environmental Footprint (EF) 3.1 Interface (REST AP|)
Property Value| —
Climate Change 176 Specific Data Documents
[ Product Structure | | | PDF/Word |
¥ Carbon Footprint [IDTA 02023-1-0] )
I CAD Models I I STEP § AAs Ul
Property Value|
Product Carbon Footprint (PCF) Bsh I Materia[s I I XMI &« C
CONTACT

* WEEE 2012/19/EU (final product only) ARS Repository

E A 000000 Test (Assembhy) x +

08 = https:/faasengineering.cloud contact-software.com:8081/ui/Taas=https://aasengineering.cloud.contact

it AAS Viewer ~

Property Value |H Nameplate | |H Bill of M. o SE&I";‘l-‘IJ-I: AAS... . o m 000000@ Search for SM/SME..
Rating Affec | K | | o X
Details o s ™ Technical Data ™ rcr
o q 000000 )
ClaSSIfI cation hitp:/fcon-PFSEJ966.contact de/apif . X - [@@ HandoverDocumentation
~ Battery Information (final product only) Product (AAS Type) AAS_Instance_CPP5V.JDMEYD . B numberofbocuments
hitps://smart_festo.com;.. -

Property Value

Development & Plannin

w |§ Document

Submodel

Property

SubmadeltlementCollection

-! DocumentClassification  SubmodelElemeniCallection

‘! D Version

lection

C7 ELEMENT D

Document
Identification (1D):
6f800430-c7cB-48cf
1D short:

Document

Semantic ID:

GlobalReference 0

SubmodelElen

SubmodelElen
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From PCF Calculation into Dataspace
Perform PCF-Calculation in CIM Database

«d CONTACT Elements

21 © 2025 contact-software.com

R = >

g E

o
=
¥
<

|

v

PCF Calculation
PcF Calculation Bicycle/0 *

f calculate Result(s) G Modify = Create PcF Dataset

£ Category (en): Cradle to Gate Product: EGM-BICYCLE Project: xBike Evolution 8
i Plant: EGM Solutions (Own Organization) Responsible (en): Calculation Part No.: EGM000259
i Scheme: Basic PCF Calculation/ 0 Status (en): New Index:

© DataSheet  # Product Components |z| mm Data Quality @ AuditTrail B2 Results

= | ¥ Enter Filter Text Here ||I||z|| EGM000259 / Bicycle (Assembly) (x1). >

v % © EGM000259 / Bicycle (Assembly) (x1)

% © EGM000308 / Frame (Single Part) (x1) Calculation (EGM000311 / Rear Wheel (Assembly) (x1))

----------- ¥ © EGM000303 / Fork (Single Part) (x1) « PCF Calculation
% © EGMO000311/ Rear Wheel (Assembly) (x1] + M
o6 @ EGMO000305 / Front Wheel (Ass: Name (en) *

# © EGM000308 / Electric Drive (Ex Abave P Wheel (Assembly)

----------- 2 © EGMO000307 / Battery (External ~ Below P @ Energy Component
# © EGM000312 / Bike Computer (Singierary (x1 BJ Material Component

# Part Component

¥ Step Component

ks Supplier Com ob
PP P Create a Record

&+ Transport Componen

M Waste Component

Part Master




From PCF Calculation into Dataspace
Create PCF Dataset from result for administrative information

. : Env-000003 / Bicycle Calculation / 0 Dataset (Modify ) (lca_profile_comp_CDB_Mo... = .* %
Perform PCF-Calculation in

CIM Database 7 Datasheet ©)

Status (en)

Number Short name *

(3 CONTACT Elements

Env-000003 Bicycle Calculation / 0 Dataset Draft Q@

R = >

Part No. Index

e | EGM000259 = |
5
; Calcultion (MO0 / Kear wheel (Assembly) (1) Method * used Standard *
~ PCF Calatation
L] | Environmental Footprint (EF) 3.1 v | ‘ Catena-X Rulebook v4 - ‘
< ° prr—
JEST—
8 - Reference Unit (en) * Quantity of Measure *
- | Piece ‘0| ‘ 1 ‘
L]
3 Created on * Validity until *
| 10/11/2025 & | [ 102002025 & |
Geographical Validity Confidentiality 2026
| | ‘ October 4« @)
Reporting Organization Department Mon Tue Wed Thu Fri Sat Sun

| EGM Solutions = | ‘ Engineering

28 29 30 1 2 3 4
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From PCF Calculation into Dataspace
Data becomes available as an AAS

. . 4 CONTACT Elements
Perform PCF-Calculation in -

CIM Database

3 CONTACT Elements

Sustainability Dataset
Env-000003/Bicycle Calculation / 0 Dataset #*

® Status Change £ Publish on Digital Twin Registry

IS

(A © DataSheet A Activities 43 Classification |Z| = Impacts % Offerings K] Material % Lifecycle Phases i Overview
: e Coetation syl = - —_—
& " -
Classes \S\ Properties

v Asset Administration Shell (AAS)
Product (Carbon) Footprint ¥ Product (Carbon) Footprint

'E

Calculation (EGHOOD11 / Rear Wheel (Assembly) (1))

~ PCF Calculation

@ A#FE® B

¥ ® [ror— H Asset Administration Shell (AAS) | Product (Carbon) Footprint
MRS TE—
= PCFID 41833637-a8d8-11f0-9acc-c4efbbefezea
»
; ' Product Footprint Specification Version
< b1
Partial Or Full PCF (Product Carbon Footprint) Cradle-to-gate
) 1
\d I
. Previous PCF (Product Carbon Footprint) Identifiers
»
1
u Creation of the Product (Carbon) Footprint 10/14/2025 00:00:00
Status
Validity Period Start 10/14/2025 00:00:00
Validity Period End 10/14/2026 00:00:00
a PCF (Product Carbon Footprint) Legal Statem...

nL CONTACT Saft
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From PCF Calculation into Dataspace
Create data-offering with metadata and policies

Pe rfo rm PCF-Ca IC u lat| onin EDC (New ) (csds_edc_offering_CDB_Create)
CIM Database =

‘ Env-000003/Bicycle Calculation / 0 Dataset

(3 CONTACT Elements P
Description

R = >

$11/ Rear Wheel (Assembly) (1))

[r—

Version License

Author

“@ A +EEF @

¥

I

Creator Name Creator Homepage

‘ EGM Solutions ‘ ‘ http://www.egm-solutions.biz |

Publisher Name Publisher Homepage

‘ EGM Solutions

‘ ‘http:/,’www.egmfsolutions.biz

Connector

Connector

‘ Provider (Catena-X)

Access Policy * @ Contract Policy * @

‘ expires-2025

m‘ CEHCEI |

24 © 2025 contact-software.com



From PCF Calculation into Dataspace
Make the offering available in the dataspace

Perform PCF-Calcule g data-offering with
GVAPEIE[sENN | Env-000003/Bicycle Calculation / 0 Dataset (Status Change) (csds_offering_state_... = .” *x ESEIERIleNololl[¢[=

(3 CONTACT Elements

Object ID
Env-000003/Bicycle Calculation / 0 Dataset

[r—

Y@ ASEBEF AR > D>

Target Status *
Published <

I

........

Published
(100 \

" Retired
P (2o0)

Status Change ‘ Cancel ‘
25 © 2025 contact-software.com E



From PCF Calculation into Dataspace
Data is synced to your digital twin registry

CONTACT i}  AAS Viewer v { AUTO SYNC: OFF ~ } b onspec o . INDUSTRIE4.0 & 2

AAS Repmltory of Platform Industrie 4.0 -g
— SearchforAAS.. —————————— ' Search for SM/SME.. de o)
Q ‘ 3 Shells + C A En. ) C> ELEMENT DETAILS  [3 VISUALIZATION  £1 JSON
) Env-000003@Bicycle~20Calculation-
. http://con-PFSEJ966.contact.de/api/ .. : x v~ @ Pt Siiit] fossilGhgEmissions Property
= ID short:
. 000000@ oo B companyName IS fossilGhgEmissions
- © i http://con-PFSEJ966.contact.de/api/... -
=] X © EGM000203  Fork
* B created Property Semantic ID:
M ocoonn | 000002@ ) + x ‘io.cat £:8.0.0#fossilGhgE
E, xowomame |ty ifcon-PFSEJ966.contact.de/api/... = a id Frsiraris GlobalReference  urn:samm:io.catenax.pc #fossilGhgEmissions
»
L] .
. B partialFullPcf Property Value:
- Ig pcf SubmodelElementCollection
Value Type: xsifloat
B declaredUnitAmount Property
¢ 2025-10-14 12:35:06 42.3 s
o) declaredUnitOfMeasurement Property
Type Type
. 3
Global Asset ID: a exemptedEmissionsPercent Toperty
http://con-PF5EJ966.contact.de/api/vl/aas/part/...
Ere-000003 Bicy<le Celeul B fossilGhgEmissions Property ) Last sync: 2025-10-1412
&% Global Asset ID QR-Code v
B geographyCountry Property
ﬁ geographyCountrySubdivision Property
Env-000003@Bicycle~20Calculation~! as
Identification (ID): 5 geographyRegionOrSubregion Property
http://con-PF5EJ966.contact.de/api/vl/aas/...
ID short: . -
Env-000003@Bicycle~20Calculation~20~2F~200~2... B packagingEmissionsincluded Property
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From PCF Calculation into Dataspace
The dataset becomes available through the EDC

Perform PCF-Calc

te data-offering with
rtadata and policies

£3 Dashboard g Env-000003/Bicycle Calculation / 0 Dataset

6bf2ca24-a8ea-11f0-9acc-c4efbb8f83ea
Contracts

: e Coetaton syl = -
c CT)lj Transfer History [ overview B8 Properties
[ ]
o
= Consume
L]
o .
] ||__|3j Catalog Browser Properties
n @ Id @ Publisher
i Provide 6bf2ca24-a8ea-11f0-9acc-c4efbb8f83ea http://www.egm-solutions.biz
New Data Offer
Participant ID Organization
BPN0002 ~  EGM Solutions

CQ Connector Endpoint

http://provider.catenax.contact.de/api/dsp

Q

||__|3 Assets

Erree-00000 3/ Bivyate Caloulubion /0 D besel [Sus Trange] (osds_

Additional Properties

@ Data Samples Reference Files
Show Data Samples

Show Reference Files
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From PCF Calculation into Dataspace

Supplier data can be imported through the EDC as AAS

ering with
1 policies

uuuuuuuu
mmmmmmmm

URL to JSON

Import Submodel ‘ Cancel ‘

trelrvenin
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From PCF Calculation into Dataspace

Perform PCF-Calculation in Create PCF Dataset from Data becomes available as Create data-offering with
CIM Database result for administrative an AAS metadata and policies
B information i

s ke PSS

Make the offering available Data is synced to your The dataset becomes Supplier data can be
in the dataspace digital twin registry available through the EDC imported through the EDC
or as AAS

Erre-000003, Bivywle Caloululion /0 D Level (S Srmnge
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Agenda

CONTACT Software: Who we are

Dataspaces Integration

Use Case: Product Carbon Footprints

The Internal Process

5 Howtoenable Trust
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How to enable external Trust

CONTACT Software (Modify ) (csds_dataspace_identity_CDB_Modify)

Organization

CONTACT Software

DID &

did:weh:dataspaces.cloud.contact-software.com

Verifiable Credential

https://dataspaces.cloud.contact-software.com/.well-known/participantCONTACT.json

Ethereum Address

0x3560626F234eD181E80TE4e31ded56D%acalac58

Business Partner Number (BPN)

DSP Endpoint @
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How to enable external Trust

« CIM Data base Enter Search Term(s) ... A x 9 O
ﬁ Pontus-X Offering -
Experiment Laufschienen Download #* -
Status: @ Published Title: Experiment Laufschienen Download

ii Dataset: Experi bctor: gRPC @ dataspaces (Pontus-X)

R =

O Data Sheet 2 Allowlist & Denylist Al -

Connector

'E

gRPC @ dataspaces (Pontus-X)

Title

Experiment Laufschienen Download

Dataset Asset Type @ Service Type @

Experiment Laufschienen Dataset Download

]
=
»

Description @
# CONTACT Software Experiment Laufschienen Download

&

Sensordata for Download

M

Autor

CONTACT Software

Tags ©

sample file ©
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How to enable external Trust

« CIM Database

Pontus-X Offering
Experiment Laufschienen Download #* -

>

Status: @ Published Title: Experiment Laufschienen Download
ii Dataset: Experiment Laufschienen Connector: gRPC @ dataspaces (Pontus-X)

R =

© DataSheet & Allowlist |~ & Denylist

A Allowlist (2 Search Results) & Refresh

'E

Organization DID

]
=
»

o
- yoleas -

M

33 © 2025 contact-software.com

CONTACT Software did:web:dataspaces.cloud.contact-software.c...

GMN Paul Miller Industrie GmbH & Co. KG did:web:gmn.euprogigant.io

Enter Search Term(s) ... ‘ * @ o

All =

Enter Filter Text Here £} Table (edited) ~

« Verifiable Credential

https://dataspaces.cloud.contact-software.com/.well-known/participantCONTACT.json
https://www.delta-dao.com/.well-known/participantGMN.json




How to enable external Trust

EDC (New ) (csds_edc_offering_CDB_Create)

Title
Env-000003/Bicycle Calculation / 0 Dataset

Description

Version License

Author
Creator Name Creator Homepage

EGM Solutions http:/{www.egm-solutions.biz
Publisher Name Publisher Homepage

EGM Solutions http://www.egm-solutions.biz

Connector

Connector

Access Policy * Contract Policy * ©

expires-2025
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How to enable external Trust

35 © 2025 contact-software.com

Access Policy

(2 Search Results)

D Created At
B always-true 2025-07-17T11:51
expires-2025 2025-07-17T13:00

= I F nter Filter Text Here

| IE

Policy

{"@context": {"@vocab": "http://www.w3.org/ns/odrl/2/", "odrl": "http://w

{"@context™: {"@vocab": "http://www.w3.org/nsfodrl/2/", "odrl": "http://w

Clear Field

Cancel




How to enable internal Trust

= Whois allowed to manage Identities?
= Whois allowed to create Offerings?

= Whois allowed to publish Offerings?
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How to enable internal Trust

Experiment Laufschienen Download (Status Change) (csds_offering_state_CDB_... = ." %

= Wh
o

Object ID
u V\/ h Experiment Laufschienen Download

Target Status ~

‘ Review v
= Wh

Published
(100)

| ™ Retired
" (2

Status Change ‘ Cancel ‘
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How to enable internal Trust

BPNO0O001 / EGMD000017 Handover Documentation (Status Change) (csds_transfe...

Object
BPN0001 /f FGMD000017 Handover Documentation
|

|arget Status ©

Contract Negotiation
Value Change: (was: ‘Empty’)

Zielstatus L
. 1 WOV T e [ ] mp‘t(ed
(400)

Contract Negotiation AT—.
- =
i

Status Change Cancel
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Key Messages
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Contact
Yannick Meinberg

linkedin.com/in/yannick-meinberg/
Yannick.Meinberg@contact-software.com
www.contact-software.com l
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©2025 CONTACT Software GmbH
or a CONTACT Software GmbH affiliate

No part of this publication may be reproduced or transmitted in any form or for any purpose without the permission of
CONTACT Software GmbH or a CONTACT Software GmbH affiliate. The information contained herein may be changed
without prior notice.

Third Party Trademark Notices

Adobe, the Adobe logo, Acrobat, Flash, PostScript, and Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and / or other countries.
Amazon Web Services, the “Powered by Amazon Web Services” logo and Amazon S3 are trademarks of Amazon.com, Inc. or its affiliates in the United States and/or other countries.

Apple, App Store, FaceTime, iBooks, iPad, iPhone, iPhoto, iPod, iTunes, Mac OS, Multi-Touch, Objective-C, Retina, Safari, Siri, and Xcode are trademarks or registered trademarks of Apple Inc.
Git and the Git logo are either registered trademarks or trademarks of Software Freedom Conservancy, Inc., corporate home of the Git Project, in the United States and/or other countries.

Google App Engine, Google Apps, Google Checkout, Google Chrome, Google Data API, Google Maps, Google Mobile Ads, Google Mobile Updater, Google Mobile, Google Store, Google Sync,
Google Updater, Google Voice, Google Mail, Gmail, YouTube, Dalvik, and Android are trademarks or registered trademarks of Google Inc.

HTML, XML, XHTML, and W3C are trademarks, registered trademarks, or claimed as generic terms by the Massachusetts Institute of Technology (MIT), European Research Consortium for
Informatics and Mathematics (ERCIM), or Keio University.

Microsoft, Windows, Windows Phone, Excel, Outlook, PowerPoint, Silverlight, and Visual Studio are registered trademarks of Microsoft Corporation in the United States and other countries.
Linux is the registered trademark of Linus Torvalds in the United States and other countries.

Mozilla and Firefox and their logos are registered trademarks of the Mozilla Foundation.

SAP, SAP ABAP, SAP HANA and SAP NetWeaver are registered trademarks of SAP in Germany and other countries

All other product and service names mentioned are the trademarks of their respective companies.

CONTACT Trademark Notices
CONTACT Software, CONTACT Elements, CONTACT CIM Database, CONTACT Project Office, CONTACT Collaboration Hub, CONTACT Workspaces and CONTACT Elements for loT are registered
trademarks of CONTACT Software GmbH.
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MYRTUS Overview

Financed by: Horizon Europe (Grant No. 101135183),
Topic: HORIZON-CL4-2023-DATA-01-04 - Cognitive

*
* *

HORIZON

EUROPE Computing Continuum

Duration: 1 January 2024 - 31 December 2026

Creates a solution to orchestrate the cloud-fog-edge continuum

- in a sustainable and secure way

Uses the Gaia-X Trust Framework to:
ensure trusted and transparent service interactions

support secure and sovereign data handling
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\\\\\\
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The Three Pillars of MYRTUS

1. Reference Infrastructure

MYRTUS
Computing Continuum Infrastructure

MIRTO A unified cloud-fog-edge continuum supporting scalable,
CogilfreEnalns low-latency, and heterogeneous cyber-physical systems.

360° Dynamic Runtime Orchestration

MYRTUS
Design and Programming Environment

Horizontal Orchestration

Edge to Edge
(E) ey
Cloud to Cloud
oy .
o Vertical Orchestration 2 M I RTO C t E
I . ognitive engine
Fog to Cloud to Fog
> Cloud to Edge to Cloud

An Al-driven engine enabling dynamic orchestration,
optimization, and autonomous decision-making across
(@) domeiemes, the continuum.

Federated learning, etc.

3. Design & Programming Environment (DPE)

y = i '
R p;,g - 25 &% Tools and methods for modelling, analysis, code
Mobility Safety Use Case HealtheITPURS Case generation, and interoperability across distributed

systems.

m innovation
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Myrtus Ecosystem: Expanding and Managing New Entities

MYRTUS creates an ecosystem of entities that collaborate and operate together through an AI-driven
orchestration across the cloud-fog-edge continuum

? This raises an important question: What happens when a new entity wants to join the ecosystem?

Key challenges we explored:
1- Can this onboarding process be automated?

h 2- Can we continuously verify the conditions required for trust, security, and interoperability?
3- Can the system ensure compliance dynamically, as entities evolve over time?

- CoE {poeation
!—L]J DSC L



The Gaia-X Trust Framework

We found the solution in the Gaia-X Trust Framework, which provides
a structured way to manage trust in dynamic ecosystems.

The design principles of Gaia-X give MYRTUS a foundation to
automate:

 entity onboarding

 continuous verification within the cloud-fog-edge continuum

CoE
DSC
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TRUST FRAMEWORK

7 @)

Myrtus uses GAIA-X Verifiable Presentations
embedding Verifiable Credentials to verify
entities and automatically check whether they
meet specific constraints required to join the

Myrtus ecosystem.

m innovation
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How Myrtus Verifies a Verifiable Presentation

Step Description
The system uses the Kubernetes configuration file of the entity aiming to join the
Retrieve Myrtus cluster to establish a connection and retrieve a secret containing the Gaia-X
Verifiable Presentation (JWT).
Verify Verify authenticity using the issuer’s did:web public key.
Check Check temporal validity (not expired).

The system validates the embedded Verifiable Credentials (VCs) against Myrtus-
Validate defined constraints represented as SHACL shapes to confirm Gaia-X compliance and
ensure alignment with EU digital sovereignty requirements.

Return a transparent verification report with decoded header, payload, and
Return e

validation results.

If all verification steps succeed, the system initiates peering of the Kubernetes
Peer oo : . .

cluster via Liqo, enabling the entity to join the Myrtus ecosystem.

m innovation
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Myrtus PoC Rules

Purpose:

To validate that entities represented in Gaia-X Verifiable
Presentations comply with jurisdictional and organizational
constraints required to join the Myrtus ecosystem. The

constraints focus on verifying the entity’s EU/EEA jurisdiction.

The Shapes Verify:

+ The legal entity is registered in an EU Member State
(based on headquarters and legal address country codes).

* The entity holds a valid LEI code: a 20-character
uppercase alphanumeric identifier (ISO 17442).

* The entity has accepted the Gaia-X Terms and Conditions.

Entities meeting all constraints are eligible to join the Myrtus
ecosystem.

- CoE
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Our framework leverages Gaia-X Verifiable
Presentations (VPs) as the basis for automated
compliance checks. This approach allows us to
automatedly validate the stricter European
jurisdiction and data-sovereignty
requirements (such as exclusive EEA) defined

for Gaia-X Trust Label Level 2 and Level 3

innovation
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How it works

To be admitted into the Myrtus cluster, you must successfully complete all of the following
checks:

1. Upload your local cluster kubernetes config file — Using the kubernetes configuration, a
connection is made, that will retrieve a kubernetes secret named vc from the mirto
namespace. This secret must contain the Gaia-X Verifiable Presentation (JWT).

. Verify the Gala-X Verifiable Presentation (JWT) — Verified against the issuer's did:web
public key; validity period is checked (e.g., not expired). We display the decoded header,
payload, and any embedded Verifiable Credentials (VCs).

. Validate embedded credentlals — If VCs include Legal Entity, Terms & Conditions, and
Registration Number, they must pass validation using SHACL Shapes.

. Confirm Gala-X and EU compliance — The issuer must be a recognized Gala-X entity with
authority to sign and validate claims, and the legal entity must operate within the EU
framework.

. Peer Liqo cluster — If the Verifiable Presentation pass all mandatory checks, you can
proceed and peer the cluster via liqo.




From Credential Payload to SHACL Validation

VC Payload

{
"@context™: |

"https://www.w3.org/ns/credentials/v2",

“https://w3id.org/gaia-x/developmenta”™,

!
1

Myrtus SHACL rule verifying that the headquarters

“"schema™: “https://schema.org/",

“vcard®: “http://www.wi.org/2006/vcard/nse”

address is located in an EU country

"credentialSubject™: {

‘|gx:headquartersiddress™: {

"gx:countryCode”: “DE",

"type": "gx:Address”,

“"vcard:locality™: “Hamburg®,
"vcard:postal-code™: "204577,
"vcard:street-address”™: "Katharinenstrage 30a”

"gx:legalAddress™: {
"gx:countryCode™: 'IF",
“"type": “gx:Address”,
“"vcard:locality™: "Hamburg®,
“vcard:postal -code™: "284577,

“vcard:street-address”: "KatharinenstraBe 30a

- CoE jnation
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W Project

Termina L

SHACL Validation: When a Country Is No Longer Authorized

HMS

:message "} Address on credentialSubject"

sh:n [

sh:in ("AT" "B R" "CY "FI" "FR" "DE" "GR" "EL" "HU"
wITH uLy T WRO" MK MSIM WESH

age dquartersAddress/gx:countryCode must be EU"

legal addr with EU country code
sh:property [
rhernAath A

+ v

¥ Running on all addresses (0.0.0.8)

Running on htt

Running on

NFO:werkzeug:

INFO:werkzeu

* Restarting with stat

Debugger is active!
Debugger PIN:
Kiaaiond
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for life



Key Takeaways

 Trust by design: Myrtus embeds trust at the core of its architecture.

« Gaia-X aligned: We use the Gaia-X Trust Framework to ensure secure,

transparent, and sovereign interactions.

- Automated compliance: Verifiable Presentations and SHACL rules let us

verify entities and enforce EU/EEA jurisdiction automatically

s CoE ——TNO (317"
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Thank you!!
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Gaia-X Data Exchange Services e

Updates and roadmap

Frédéric Bellaiche, PhD

Lead of the Gaia-X Data Exchange Services WG
Dawex VP Technology & Research

#GaiaXSummit25
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Data Exchange Services Document 25.07 i

The 25.07 is non-breaking update to Gaia-X specifications for
Data Exchanges Services:

e Alignment with ongoing standardisation efforts
o CEN/CENELEC Workshop on Trusted Data Transaction
o JTC 25 technical committee on Data management, Data Spaces,
Cloud and Edge
e First round of updates on the description of
o Data Products Catalog
o Data Access Logging
e Update on the Data Product Conceptual Model
e Introduction of the Data Usage Agreement process
e Update on Gaia-X ontologies (single source of truth)

#Ga|aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Data Exchange Services Document 25.07 I
Data Product Conceptual Model

l Data Usage Agreement

e Alignment with Architecture
WG and ICAM WG

e Alignment with
Trusted Data Transactions

o Specification of DUA
(Data Usage Agreement)

#Ga|aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Data Exchange Services Document 25.07 i
Data Usage Agreement

e Data Usage Agreement
(DUA) enables Data Rights
Holders to control by whom,
how and when their data is
used

DUANotary

NoIariIe DUA
Revoke DUA

it
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. ‘e
. .
‘.

e |t gives the Data Consumer F° BT T mT e
the formal authorization to ez "o o s . Sleeg—=s
b PEer
“5UA

use the data in accordance

with the constraints specified R
by the Data Rights Holder oy

#Ga|aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Data Exchange Services Document 25.07 o EE
Data Usage Agreement

Data Rights Data Consumer
Eolder Signature Signature
T

e Data Usage Agreement (DUA) enables

. C 7
Data Rights Holders to control by — J o e
whom, how and when their data is jf
used frla e

e It gives the Data Consumer the formal
authorization to use the data in

Data Instance

Data Access

accordance with the constraints
specified by the Data Rights Holder ——
e The DUA protocol is specified into the
Data Exchange Services Document
(structure, life cycle and primitives)

#Ga|aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Data Exchange Services Document 25.07 saiasc
Gaia-X Ontologies for Data Exchange

Gaia-X Service Characteristi...
w7 Y13

Gaia-X Service Characteristics Q_ Search

Home Classes Enums Slots Types

Classes Data P[’Od UCt

Customerinstructions
DataAccessPrerequisite
DataAccountExport A collection of data which is packaged by a Data Provider and made ready for Data Access.
DataLicense

DataPortability URI: gx:class/DataProduct
DataProduct

Inheritance

Slots

Identifier and Mapping
Information

Schema Source
LinkML Source
Direct

Induced = [3]

DataProductCatalogue

DataProductConfigurationPara...

DataProductDescription Inheritance

DataProtectionPolicy

DataProtectionRegulationMeas... « GaiaXEntity
DataRate « DigitalServiceOffering
DataTransfer

« DataProduct
DataUsageAgreement

DataUsageConstraint

#Ga | aXS u mm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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2026 Roadmap i

The next release will be focused on implementing outcomes form standard
Trusted Data Transaction / JTC 25

e Formalisation of Data Transaction into the Gaia-X conceptual model

e Update chapter on Data Products
e Update chapter on Data Observability

Sprint on Data Observability has started
e Need to update the Data Product conceptual model (Data Transaction)
e Need to formalize participants roles (via party credentials) such as
o Data Consumer, Data Producer
o Orchestrator

It shows that identity management, digital wallets, and data transfer agents are
essential pillars for establishing trust, accountability, and transparency

#Ga|aXS u mm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Key components for Trusted Data Transactions

\\\\\\

° gaia-x
5
% Gaia-X Digital
4] VC Issuer Clearing House
=
Wallet Wallet
User Org User Org
VC VC VC VC
Yo
© G Data Provider Data Consumer
o
Data Transfer Data Transfer
Agent Agent
T T
c
g Data Space Management Services
)
o)) Traceability Data Products Participants
g 8 [ Gouvernance ] [ & Monitoring ] [ & Services Catalog ] [ management ]
o
>0 [ Use cases ] [ Data Transactions ] [ Dat;eEri(/?::ee;nge ] [ Business Models ]

#Ga | aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex
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Key components for Trusted Data Transactions

\\\\\\

. gaia-x
c
8
N
n _ Notary Digital
4] VC Issuer Compliance Clearing House
l: ---------- >
Wallet
User Org
VC VC
)
S o
S s
o
LSS PP
-
o}
E
>
T 2
o S
S o
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Key components for Trusted Data Transactions

\\\\\\

. gaiax
c
8
% Gaia-X Digital
a VC Issuer Clearing House
=
......................... T
Wallet
User Org VC/VP stored
vC VvC in participant’s
v g wallet(s)
© S Data Provider
w S
o
0SS
[
)
-
o
T 2
o O
s o

#Ga | aXS umm |t25 Presentation - F. Bellaiche, VP Technology & Research at Dawex




Key components for Trusted Data Transactions
gaiax
e
L
% Gaia-X Digital
4] VC Issuer Clearing House
=
Wallet

User Org

VC VC
U o Claims
0 5 Data Provider /-~ Presentation
o (OID4VC/VP)
fy TSSOSO
g Data Space Management Services .
2 [ cowemance | [ g | | aSoueercamog | | monsaomane | | Verifier

(1]

§ E [ Use cases ] [ Data Transactions ] [ Dat;eEri(/?::ee;nge ] [ Business Models ]
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Key components for Trusted Data Transactions

\\\\\\

) gaiax
c
8
% Gaia-X Digital
a VC Issuer Clearing House
=
Wallet Wallet
User Org User Org
VC VC VC VC
Yo
© G Data Provider Data Consumer
o
Data Transfer Data Transfer
Verifier Agent Agent
T I TT
c
g Data Space Management Services
)
o)) Traceability Data Products Participants
g 8 [ Gouvernance ] [ & Monitoring ] [ & Services Catalog ] [ management ]
o O
>0 [ Use cases ] [ Data Transactions ] [ Dat;eEri(/?::ee;nge ] [ Business Models ]
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Key components for Trusted Data Transactions

Gaia-X Digital
VC Issuer Clearing House

Trust Plane

Claims
(OID4VC/VP) Wallet Wallet

User Org . User Org
M M Stk oS M M

Qg

o 2 .

T G -, Data Provider
o0

Data Consumer

Data Transfer Data Transfer

Agent Agent
T
c
g Data Space Management Services
% o G Traceability Data Products Participants
8 cC ouvernance & Monitoring & Services Catalog management

©
T —
. Data Exchange .
S a [ Use cases ] [ Data Transactions ] [ Services ] [ Business Models ]
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Key components for Trusted Data Transactions

\\\\\\

Wallet

User Org
VC VC

Data Consumer

Data Transfer
Agent

)
c
8
% Gaia-X Digital
4] VC Issuer Clearing House
=
Wallet

User Org

VC VC
Yo
S G Data Provider Data Transfer
o

Data Transfer »

Verifier Agent Check policies
T
c
g Data Space Management Services
% o G Traceability Data Products Participants
g o ouvernance & Monitoring & Services Catalog management
o
>0 [ Use cases ] [ Data Transactions ] [ Dat;eEri(/?::ee;nge ] [ Business Models ]

#GaiaXSummit25
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Thank you!

Frédéric Bellaiche
Vice President Technology & Research
Dawex

#GaiaXSummit25
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Geography & Domain Extensions e

Catherine Simonnin — Orange
Bert Verdonck — Luxembourg National Data Service
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Domain Extensions — BYOR (Bring Your Own Rules)

Custodian BYOR — Bring Your Own Rules
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Extended Participant ID

@ @ @ Organizational _ N o o
i Domain specific participant criteria .
Interoperability Benefits
O (e.g. region, legal, certification)
* Automation of compliance
;| Y

Orchestrator(s)*

* Automation of regulatory requirements

Service Catalog Ecosystem Domain Specific Service Criteria
Governance C i b st o . . .
Registry 2 & e G D * Low-cost, inclusive solution for SMBs
: Technical (e.g. regulation, legal, certification)
Other “Federation” . .
Services interoperability

Use of specific or generic GXDCHs * Compatible across multiple ecosystems

* No lock in with single operator through
decentralization

Gaia-X Digital
Clearing House

Gaia-X Digital

Clearing House

dah Organizational
wisdl¥ |nteroperability
d

Trust Service Provider
Ecosystem

o

Node

Use of specific or standard GXDCHs



Geographical Extensions — enable trust across regions

HUB Regional Digital IDs

Identify regional digital IDs
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direct exchange .
‘ I Must be government issued or

@ @% @ Organizational government trusted Benefits

Interoperability
Trust SP and access (API) * True sovereignty on regional terms

0 G e Opt: Notarization outside region

o~

* Global recognition and interoperability

T Ecosystem Region specific permissible standards .
Governance * Full transparency between participants
& Comparable and widely adopted

Technical

Conformity Assessment Bodies (CABs)

* Harmonized trust levels across regions

interoperability

Other “Federation”
Services
L g

Opt: Notarization of certificates

* Per use-case rules enabled

Gaia-X Digital
Clearing House

Gaia-X Digital

i L. Use of specific or standard GXDCHs
dah Organizational

sl |nteroperability “wraps” regional verified ID and CABs
d

into a trusted, standardized Gaia-X VC
Ecosystem
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Are you interested by domain extension ?

~ Are you interested by geographical extension ?
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* Scenario 1 : controlled by a Custodian
* Scenario 2 : controlled by Gaia-X

* Scenario 3 : Custodian-proposed,
Gaia-X validated, and GXDCH-
certified,

* Scenario 4 : Custodian-proposed and
validated, and GXDCH-certified

#GaiaXSummit25
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Scenario 1 : controlled by Custodian IR

* Reuse Gaia-X open source code Any interest ?

* Full autonomy and choices . .
made by Custodian, allowed to Any blocking point ?
fork the code

* Of course, possibility to re-use
parts of Gaia-X trust
Frameworks including GXDCH
code

* No check from Gaia-X
(compliance or technical
compatibility)

* Technical compatibility possible
but not guaranteed

#GaiaXSummit25
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Scenario 2 : controlled by Gaia-X —the model used so far B

llllll

* The extension is managed like
today for the Gaia-X Trust
Framework

* Criteria are discussed and agreed
in the PRC, with final validation by
the Gaia-X Board of Directors

* The GXDCH corresponding code
is provided by Gaia-X tech team

* The extension is provided to all
GXDCH providers with Gaia-X
tech team support

* Technical compatibility
guaranteed

#GaiaXSummit25
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Scenario 3 : Custodian-proposed, Gaia-X validated, A

gaia-x

and GXDCH-certified

* Criteria are discussed and agreed by
the extension Custodian

* After checking alignment with Gaia-X
values, the extension is validated by
the Gaia-X Board of Directors

* The GXDCH corresponding code is
provided by Gaia-X tech team

* The extension is provided to all
GXDCH providers with Gaia-X tech
team support

Any interest ?

* Technical compatibility guaranteed

Any blocking point ?

#GaiaXSummit25



llllll
\\\\\\
——————

Scenario 4 : Custodian-proposed and validated, AR

. gaia-x
and GXDCH-certified
* Criteria are discussed and agreed Any interest ?
by the extension Custodian ] ]
» The extension is validated by the Any blocking point ?
Custodian

* No checking of alignment with
Gaia-X values

* The GXDCH corresponding code is
provided by Gaia-X tech team

* The extension is provided to all
GXDCH providers with Gaia-X tech
team support.

* Technical compatibility
guaranteed

#GaiaXSummit25



Questions

1ain extengx:

Are you inter: aphical extension ?

#GaiaXSummit25
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Geographical & domain extension governance i
How to start?

e Starting points :
* Use cases/ business needs
* Autonomy / sovereignty needs
* Legal /regulatory needs

* Questions to start :
* Custodian already existing?
* Levels of compliance required
* Sponsors and budget
* Shared use cases

|
Ol

¥
*

#GaiaXSummit25



llllll
\\\\\\
~~~~~
~~~~~~

llllll

Catherine Simonnin — Orange

Bert Verdonck — Luxembourg National Data Service

Thank you!

To go deeper join the GXDCH Danube presentation ...
tomorrow

#GaiaXSummit25
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