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. Welcome and Introduction
a 09:00 — 09:15

Ralf Hustadt, Luxinnovation GIE
Ulrich Ahle, Gaia-X
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Welcome Address
09:15 - 09:30

Gauthier Crommelinck,




Keynote Address
09:30 — 10:00

Pierre Gronlier, Gaia-X




Gaia-X AISBL

= @Gaia-X AISBL

GAIA-X European Association for Data and

Cloud

Company Number
Status
Incorporation Date
Company Type
Jurisdiction

Registered Address

0762747721

Situation Normale

1 February 2021 (over 3 years ago)
Association internationale sans but lucratif
Belgium

Avenue des Arts 6-9
Saint-Josse-ten-Noode

1210
Belgium




Gaia-X Committees

Dataspace = Represent the voice of the market / Lighthouse projects / Hubs

Business

_ = Collect business requirements from different verticals / domains
Committee

: = Elaborate policy rules in accordance with the business needs
Policy Rules

Committee = Ensure Gaia-X Compliance relevance and adoption at a global scale

= Responsible for the Gaia-X functional and technical overall architecture

Technical

Committee = Ensure standardisation and adoption by the open-source community




Gaia-X Organisational update

Since March 2021 until Dec. 2023 Since Jan. 2024
(approved by the Gaia-X BoD in Nov 2023)

Management
team

Management
team

Dataspace
Business
Committee

Dataspace
Business
Committee

Policy Rules Technical
Committee Committee

Policy Rules Technical

Committee

Committee

— Direct reporting
€nrenanes » Loosely coupled



Gaia-X mission

privacy, self-determination, openness,
' transparency, modularity &
R ¥ 3 interoperability, data protection

&
/ (incl. infrastructure) \

Enable trusted decentralised digital ecosystems creating the de facto standard aligned with EU values by
developing a set of policies, rules, specifications and a verification framework

o /

Data & Services

Merge of Trust Framework Includes DataExchange,
document and PRCD ICAM, ontology references
\l
Gaia-X Compliance Gaia-X Architecture
document. documents.
Q
p— (@)
This document is Those documents
technology agnostic. are

rule agnostic. 9




Interoperability layers

Legal interoperability

V- A
€eerereeneaseeeeeee e e eeeeeenennens Organisational interoperability . ..., ;
Semantic interoperability
@ T EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE NSNS EEEEEEEEEEAEEEAEEEEAESEEEEEEESEEAEEEEEEEEESEEESSEEESEEEEEEEEEEEEEEEEEEEEES S
q n (\ Technical interoperability q n r\
D >
Ecosystem A Ecosystem B

Layers from the European

Gaia-X Compliance Interoperability Framework. Gaia-X Architecture
document. Inte documents.
p— O
N
This document is Those documents are

technology agnostic. rule agnostic.




Interoperability layers

Gaia-X is not about
legal enforcement

Legal interoperability

Gaia-X Compliance
document.

/Organisational interoperability

Semantic interoperability Gaia-X Architecture
\ documents.

Q

Technical interoperability =0
A

Ecosystem A Those documents are Ecosystem B

Layers from the European rule agnostic.
Interoperability Framework.

inte T
Gaia-X technical
compatibility.

This document is
technology agnostic.




Technical vs Semantic/Organisation

What is the difference between those X.509 certificates ?

MIIGrjCCBZagAwIBAgIRAPWLkE+xcgKlCul2agm3EOQwDQYJKoZIhvceNAQELBQAW
RJELMAkKGALUEBhMCVVMxIjAgBgNVBAOTGUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBM
TEMxEzARBgNVBAMTCkdUUyBDQSAXRDQWHhCNMjQWMTA2MTYxNzUS5WhcNMjQwNDA1
MTcwOTUwW])AXMRUWEWYDVQODEwxvdmVybGVhZi5jb20wggEiMAOGCSgGSIb3DQEB
AQUAA4IBDWAWggEKAOIBAQCXqJlfo7PeH3Z6nl1yPmkfYxrRBV3YXqGvZgZg/WSL5
g4vng8g2Ectfgid8oMIXFLW8+t90Mnz4KSkfHIZGdntdO/L/hRwloh+rAY9st6F1
wyNnv2TPc8WJIILsOkDkXNYwN4KariCvizSU9A/1p0s7PzRMGVybWHWxZzAA2tTAa0
1CebaDdtHuUgxFMB2KW9aKT3dAhEkJIx2sH4m30aY¥x31z00sPcQMZ 7bp8kmm9IxkHuk
rRgDKi186csFkr2gwYTABy8/JcoTTMF2bX3cBHbReQ8WxRwAFHbQFLOXqU8D+pgnnU
+ST8WS81ndYR4AVIqYp94f0UnN3Vp+4EBZTM50cSKTU7 1AGMBAAGT ggPEMI IDWwDAO
BgNVHQ8BAf8EBAMCBaAwWEWYDVRO1BAwWWCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIwW
[...]

/y1Ro1JImifeRjIKYKI91obRcrbYxvvYPgFo4QQxeSEPAdAtLrsKlsad5GbiJotf
TvvUmlWBpRt4FuDpNiBfs/s2stkwEDhgkU794X1hcvZLZTLX5h6WFPYpOVgEiokD
58fksdrlWYA8/IEEgwg8gkb8SE2rEnkooGUHU+PYfA73To02QRJIYK4tUusEd/EvU

Jirds9+BQbgII5znl59IVijghgE/jzRrsjONow7KwF4ZzpfQ==

elDAS

MIIFjDCCA3SgAWIBAgINAgCOsgIzNmWLZM3bmzANBgkghkiGO9wOBAQsFADBHMOsw
CQYDVQOGEWJVUzZEiMCAGAL1UEChMZR29vZ2x1IFRydXNOIFNl1cnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjEwHhcNM]jAwODE zMDAWMDQyWhcNMj cwOTMwMDAW
MDQyWjBGMQswCQYDVQQGEwWJVUzE1MCAGAIUEChMZR29vZ2x1IFRydXNOIFNlcnZp
Y2VzIExXMQzETMBEGAIUEAXMKRIRTIENBIDFENDCCASIwDQYJKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBAKVAQQPCE2710w9zC8dTPIE8 9bA+xTmDaG7y7VEQ4c+mOWhl
UebUQpKOyv2r678RIEXKOHWDIegq+nLIHN1EMS5j6rARZixmyRSTJhIROKOQPGBMULd
saztIIJ700g/82q3/vGD1l//3t4tTgxiRhLONTLXJdeB+2DhkdU6IIgx6wNTESNCU
H3Rcsejcqj8p5Sj19vBm6ilFhgLGymhMFroWVUGO3xtIH91dsgy4eFKcfKVLWK30
2190Q0Lm/SiKmLbRJI5AudyleuFJdm2JIM9eB84Fkgal3ivrXWleVtye0CQdKvsY2Fka
zvxtxvusLJzLWYHk55zcRAacDA2SeEtBbQfD1gsCAWEARAOCAXYwggFyMA4GA1Ud
[...]

1V1WPzXe81vdoEnFbr5M272HdgIWo+WhTIBYMOJi+wdVmnRf fXgloEoluTNcWzc4
1dFpgJu8fF3LG0gl2ibSYiCi%9a6hvU0Tppi Iy IWXxhkJITcMI1Prilx1VytEUGTrX210
JDWRIW/ 656 r0KVBO2xHRKvmM2ZKI03TglLIpmVCK3kBKKKNpBNkEFt8rhafcCKOb9J

x/9tpNF1QT17B39rJ1JWkR17QnZgVptFePFOROZME zM=

openssl reqg -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365




Gaia-X 101 (1/3)

Gaia-X Compliance Gaia-X Architecture
document. documents.
Q
— | 0
This document is Those documents
technology agnostic. are
rule agnostic.
- Assessment scheme (conformity & label) = Linked-Data {6@}
- Based on [&J I1SO/IEC 17000:2020 = Serialisation format
= For each scheme, a list of criteria. = Context + Shape format
- For each criteria: = Grammar + Vocab (ontology + information models)
- o o . :_
- the claim: what need to be said/claimed Verifiable Credential [R “
- the evidence(s): which proofs are accepted = Signature type, cryptographic scheme
= the signee(s): who/what can sign the claims = lIssuance & exchange protocol

and evidences = Publication & Search




Gaia-X 101 (2/3)

Gaia-X Compliance Gaia-X Architecture
document. documents.

Gaia-X Digital Q

dul =9

Clearing House N

This document is Those documents are
technology agnostic. rule agnostic.

= Fully Open-Source Software with an Open-Source License (EPL-2.0)
= Code can be audited, and contributions are welcome !
= Micro-services architecture & libraries integration
= Standard APIs: OpenID Connect — Presentation Exchange — DNSSEC - ...
= Worldwide adoption ready
= Decentralised data layer for the Gaia-X Registry scalability and information consistency (ex: EU-JP)

= Support for European and non-European national Trust Service Providers
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Gaia-X Compliance

Y

Gaia-X

CONFORMITY

Gaia-X Conformity

A service or product
offering is certified Gaia-X
Conformant upon the
successful assessment of
all the mandatory criteria
related to transparency,
security, interoperability,
portability and
sustainability. Not bound
to a specific jurisdiction or
industry domain.

Value: The provider &
consumer can make
informed & educated

decisions based on
information gathered to
demanstrate European
values.

Gaia-X Compliance
document.

This document is
technology agnostic.

Gaia-X Label level 1

A service or product
offering is certified Gaia-X
Label level 1 if the offering
is Gaia-X Conformant and
fulfils additional European

rules related to personal
data protection.

Value: In addition to the
Gaia-X Conformity, the
provider & consumer

can rely on their mutual
declaration of adherence
to the European data
protection rules.

LABEL I

Gaia-X Label level 2

A service or product
offering is certified Gaia-X
Label level 2 if the offering
is Gaia=X Label level 1 and

fulfils additional criteria
related to cybersecurity
and the service offering
needs to have an option
for the customer's data to
be processed and shared
exclusively in the Europe
Economic Area.

Value: In addition to the
Gaia-X Label level 1,
cybersecurity criteria have
been verified by impartial
third parties & data can be

processed exclusively in the

EEA.

4 N

Gaia-X Digital

Clearing House

Gaia-X Label level 3

A service or product
offering is certified Gaia-X
Label level 3 if the offering

is Gaia-X Label level 2,
the consumer's data are
processed and shared
exclusively in the European
Economic Area and the
headquarters and the main
establishments of the
service provider are located
in the European Economic
Area.

Value: On top of the Gaia-X
Label level 2, the data is
processed exclusively in the

EEA & cannot be accessed
by parties from outside the
EEA.

Gaia-X Architecture

documents.

Q

0O
A

Those documents are

rule agnostic.

Extensible with
TMForum/FIWARE

Composed of

Resource

Compatible with IDSA
Dataspace protocol

Service

Offering

Aggregation of

Aggregation of

include data, infra,
SBOM, ...

Verifiable Credentials'—:@




GXDCH General workflow

CONFORMITY

Gaia-X Conformity

Aservice or product
offeringis certified Gaia-X
Conformant upon the
successful assessment of
all the mandatory criteria
related to transparency,
security, interoperability,
portability and
sustainability. Not bound
to a specific jurisdiction or
industry domain,

Value: The provider &
consumer can make

information gathered to
demonstrate European
values

Gala-X
LABEL

Gaia-X Label level 1

Aservice or product
offering is certified Gaia-X
Label level 1 if the offering
is Gaia-X Conformant and
fulfils additional European
rules related to personal
data protection.

Value: In addition to the
GaiaX Conformity, the
provider & consumer
canrely on mutual
declaration of adherence
to the European data
protection rules,

Gaia-X Label level 2

Aservice or product
offeringis certified Gaia-X
Label level 2 if the offering
is Gaia-X Label level 1 and
fulfils additional criteria
related to cybersecurity
and the service offering
needs to have an option
for the customer's data to
be processed and shared
exclusively in the Europe
Economic Area.

Value: In addition to the
Gala~X Label level 1,
rity criteria have

been verified by impartial
third parties & data can be
processed exclusively in the
EEA.

Gaia-X Label level 3

Aservice or product
offeringis certified Gaia-X
Label level 3 if the offering

s Gaia~X Label level 2,
the consumer’s data are
processed and shared
exclusively in the European
Economic Area and the
headquarters and the main
establishments of the
service provider are located
in the European Economic
Area.

Value: On top of the Gaia-X
Label level 2, the datais
lusively in the

processed

EEA & cannot be accessed

by parties from outside the
EEA.

—

Signed digital attestation

Ecosystem Rulebook
(Registry)

Ecosystem
Policy Enforcement

(policy engine/PDP:
contract, conformity,
access rights, ...)

Catalogue #1

Catalogue #2

Catalogue #3

Publication & Search
(Credential Event

Signed digital attestation e————fp- Service)
ﬁ

PDF



GXDCH General workflow

Criteria

OWL / JSON-LD Catalogue #1

W3C SHACL Ecosystem Rulebook
W3C SPARQL (Registry)

Catalogue #2

*
n

* DNS (TRAIN), IPFS,... -
.IIIIIIIIIIIIIIIIIII. Catalogue#3

ETSITS 119 612,
DID, ...

Trust
Anchors

EBSI Trusted Issuer API
NGSI-LD

)y W

Ecosystem OIDCAVP
Policy Enforcement ] Wallet, Agent, ... E : Publlcatlor? & Search
. = | Presentation Exchange (Credential Event
OIDC4VCI ] . .
1 — : : S EEEEEEEEEEEREERDP
contract, conformity, . R—@ : fe i .
accessrightsl“‘) :IIIIIIIIIIIIIII IIIIIIIIIIIIII: :Ilolr]ItIeIxEIIr?I?r;l:
-IIIIIIIIIIIIIIIIIIII’
= SHACL/ODRL/Prolog/... =
LR N RN NENNENRENRNERNERNERNERHNERSERMRHNERHERHERMRH..] OIDC4VP PDF
Wallet, Agent. ... Presentation Exchange e ———

PDF/A-3a / XMP

Signed digital attestation
W3C VC R=



https://www.etsi.org/deliver/etsi_ts/119600_119699/119612/02.01.01_60/ts_119612v020101p.pdf

GXDCH packaging & deployment

Ecosystem Rulebook
(Registry)

Ecosystem
Policy Enforcement

(policy engine/PDP:
contract, conformity,
access rights, ...)

Publication & Search
(Credential Event

IIIIIIIIIIII>

Service)

Open source softwares packaged by Gaia-X AISBL
(Elbe, Tagus, Loire, Danube, ... releases)

GXDCH core services




GXDCH packaging & deployment

marketplaces O] wallets IIQH APIs

catalogues claims and evidence

H management
)

(%]
)
=
>
S
)
wn
(4°)
| -
)
x
)

/>

S S

g

)
)

Core services

GXDCH core services GXDCH core services GXDCH core services GXDCH core services
deployed by T-Systems deployed by Aruba deployed by Aire Networks deployed by Gaia-X AISBL




Gaia-X Membership credential portail

= OpenlD Connect Verifiable Credential Issuance — draft 13

Get your Gaia-X
Membership credential!

Use this link to get your Gaia-X
Membership Credential through the
wizard and save it in your wallet

20



Thank you!

Pierre Gronlier
- Chief technology Officer

pierre.gronlier@gaia-x.eu




Gaia-X 101 - workshop
10:00 - 10:30

Ewann Gavard, Gaia-X
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Summary

TECHNOLOGIES AND GAIA-X CURRENT STATE OF
STANDARD USED IN SPECIFICATIONS & THE
GAIA-X DOCUMENTS IMPLEMENTATION
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Let's start outside of Gaia-X

Verifiable Credentials
JSON-LD
JsonWebSignature
DID/DID Web

SHACL
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Verifiable Credentials

Represents any form of credential, permits, license
Used in Gaia-X to represent everything, companies, people, services
VCs are cryptographically signed by the issuer, allowing to check data tampering and issuer's legitimacy

VCs are written using JSON-LD, allowing to intricate and bind credentials and claims
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Ver "@context": [
"https://www.w3.0rg/2018/credentials/v1",

"https://w3id.org/security/suites/jws-2020/v1",
4 F

"https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vil/shapes/jsonld/trust

il

ramewor k#"

]

[
ype":
"VerifiableCredential"

1,
"id": "https://mycompany.com/vc?vcid=brown-horse",
"issuer": "did:web:myco C
"issuanceDate": "2023-07-12T08:58:
"credentialSubject": {

"type": "gx:LegalParticipant",

"gx:legalName": "Gaia-X European Association for Data and Cloud AISBL",

"gx:legalRegistrationNumber":
"id": "https://gala-x.eu/legalRegistrationNumberVC.json"

:headquarterAddress":
"gx:countrySubdivisionCode": "BE-BRU'

:legalAddress":
"gx:countrySubdivisionCode": "BE-BRU'

r
"id": "https://mycompany.com/vc#9894e9hb0a3B8aal@Sh50bb9f4e7d0975641273416e70T166T4bd9fd1boodfe81d"

Jr
"proof": {
"type": "JsonWebSignaturez@ze",
"created": "2023-07-12T08:58:08.438Z",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:web:mycompany.com#lJwWK2820",
"jws": "eyJhbGci0iJQUzIINIISImIZNCI6ZmFsc2UsImNyaXQi0lsiYjYeIl19. . hu3kvfqGFeQGMJ1GvdaSiNmkb2hIk79my6SCWOUiLS-0g43UiWroi

n ~ I
=]
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JSON Linked Data

Contexts
Same as XML contexts, allow to target attributes without name collisions

Links
Each JSON-LD file is a graph, allowing to target other nodes

Representation
JSON-LD is just one representation of RDF
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JS( "@context": [
"https://www.w3.org/2018/credentials/v1",

"https://w3id.org/security/suites/jws-2020/v1",

"https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vli/shapes/

sonld/trustframework#"

]

[
ype":
"WerifiableCredential"

1,
"id": "https://mycompany.com/vc?vcid=brown-horse",
"issuer": "did:web:myco C
"issuanceDate": "2023-07-12T08:58:
"credentialSubject": {

"type": "gx:LegalParticipant",

"gx:legalName": "Gaia-X European Association for Data and Cloud AISBL",

"gx:legalRegistrationNumber" :
"id": "https://gala-x.eu/legalRegistrationNumberVcC.json"

rheadguarterAddress":
"gx:countrySubdivisionCode": "BE-BRU

:legalAddress":
"gx:countrySubdivisionCode": "BE-BRU

r
"id": "https://mycompany.com/vc#9894e9b0a38aal@Sh50bb9f4e7d0975641273416e70f166F4bd9fd1boodfes81d"

Jr
"proof": {
"type": "JsonWebSignature2@2e",
"created": "2023-07-12T08:58:08.438Z",
"proofPurpose": "assertionMethod",
"verificationMethod": "did:web:mycompany.com#lWK2020",
"jws": "eyJhbGci0iJQUzIANIIsImIZNCIGZmFsc2UsImNyaXQi0lsiYjYeIlig. . hu3kvfqGFeQGMI1GvdaSiNmkbZhIk79my6SCWOULS-0g43UiWral

n ~ 11
v




_5090318

credentialSubject

proof

id: https://mycompany.comvcv...

issuer: did:web:mycompany.com

issuanceDate; 2023-07-12T08:58:07.8597

_1975854
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type: gxilegalParticipant

gx:legalMame: Gaia-X European Association

gx:legalRegistrationNumber

gxheadquarterAddress

oi:legalAddress

id: https://mycompany.com/vc#98...

27 1\ \ N
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"hitps://www.w3.0org/2018/credentials#credentialSubject”: [
Co “h%tps:ffregistry.1ab.gaia—x.eufdevelﬂpmentfapiftrusted-Shape—registryﬁvlfshapeafjsonldftrustframewark#headquarterhddress"

ESEi "https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vl/shapes/jsonld/
trustframework#countrySubdivisionCode":

. "@value": "BE-BRU"

Lin }

Ea !}
“ﬁttpa:ffregiﬁtry.1ah.gaia—x.eufdevelﬂpmentfapiftrusted-&hape—registry!vlfshape&fj50n1dftru5tframework#legalﬂddres&“: [

Re "https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vl/shapes/jsonld/
—_trustframework#countrysubdivisionCode":

1
JS "@value": "BE-BRU"
}
]
] }
“ﬁ%tps:ffregistry.1ab.gaia—x.eufdevelﬂpmentfapiftrusted-shape—regiEtryfvlfshapesfj50n1d£tru5tframewurk#legalﬂame": [

"@value": "Gala-X European Association for Data and Cloud AISBL"
1,
"https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vl/shapes/jsonld/trustframework#legalRegistrationNur

"@id": "https://galia-x.eu/legalRegistrationNumberVcC. json"

}
],
"@id": "https://mycompany.com/vc#9894e9b0a38aalo5b50bb9T4e7d0975641273416e78T166T4bdoTdlboodfe81d",

"@type": [
W :
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httpS:HHmﬁcnmpany.cﬂmfvC#QEQdegbﬂa38aalESb5ﬂbb9f4€?dﬂ9?5ﬁ412?34lﬁe?ﬂf155f4bd9fd1bﬂﬂdfeald> <http://www.w3.0rg/1999/02/22-rdf-syntax-

ns#type= <https://registry.lab. aia—x.eufdevelﬂgmentfa i/trusted-shape-registry/vl/shapes/jsonld/trustframework#LegalParticipant> .

<https://mycompany.com/vc#9894e9b0a38aala5b50bb9f4e7d0975641273416e70T166T4bd9Td1b08dfe81d> <https://registry.lab.gaia-x.eu/development/

aﬁiftruated-5hape-regi5tr fvlfshageafj5nn1d£tru5tframew0rk#head uarterAddress> :b2 . _ )

ngc ttps://mycompany.com/vc#9894e9b0a38aa105b50bb9f4e7d0975641273416e70f166T4bd9fd1lbo0dfe8ld> <https://registry.lab.gaia-x.eu/development/
aﬁiftru5ted—5hape-reg15tr fvlf5hagea£j5nnldftru5tframework#legalhddreg5} :b3 . _ )

E;Eq ttps://mycompany.com/vc#3894e9bB0a3833185b50bb9T4e7d8975641273416e70T166T4bd9Td1b00dfeBld> <https://registry.lab.gaia-x.eu/development/
aﬁiftru5ted—5hape-reg15tr IvIJShaEESfj5nnldftru5tframew0rk#legalﬂam9} "Gala-X EJroEeaw Assoclation for Data and Cloud AISBL" .
=https://mycompany.com/vc#9894e9b0a3833105b50bb9T4e7d0975641273416e70T166T4bdafdlboadfelld= {httpg:ffre%lﬁtry.lab.gala—x.eufdeuelupmentf

. aﬁiftruated-5hape-regiatryfvlfshapeafESnnldftru5tframewurk#legalﬁegi5trationNumberb <https://gaia-x.eu/legalRegistrationNumberVC.json> .

Ljr<https://mycompany.com/vc?vcid=brown-horse> <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type>" <https://www.w3.0rg/2018/

———credentials#VerifiableCredential> .

EEndhttpS:ffmycnmpany.camfvc?vcid=bruwn-hur59} =https://w3id.org/security#proof= :b0 . ) _

C<https://mycompany.com/vc?vcid=brown-horses <https://www.w3.0rg/2018/credentials#credentialSubject> <https://mycompany.com/
vc#9894e9b0a382a105b50bb9f4e7d0975641273416e70f166f4bd9fd1lbo0dTe81d> . ) ]
<https://mycompany.com/vc?vcid=brown-horse> <https://www.w3.0rg/2018/credentials#issuanceDate> "2023-07-12T08:58:07.8592" " <http://
R Ww w3 .0rg/2001/XMLSchema#dateTime> . _ _ _
__gdhttpS:ffmycnmpany.cam!vc?vc1d=br0wn—hur59} <https://www.w3.0rg/2018/credentials#issuer> <did:web:mycompany.com= .
_:bl <http://purl.org/dc/terms/created> "2023-07-12T08:58:08.43BZ" " <http://www.w3.0rg/2001/XMLSchema#dateTime> :b0 .
JES_:bl <http://www.w3.0rg/1999,/02/22-rdf-syntax-ns#type> <https://w3id.org/security#lsonwWebSignature2020> :bo .
tbl ﬁhttpﬁ:ffw3id.DFEESEEUFitE#%WS? "eyJhbGc101JQUzIINIIsImIZNCI6ZmFsc2UsImNyaX0101ls1iYjY@IL19. . hu3kvfqGFeQGMI1GvdaS1lNmkb2ZhIk79my65CWoul
Og43UiWr9iHh96e7acYChLVopEF AlZ2abKA]T9BnkbTGLXCGQAAKYSEX22bVIEUX5B-NHIhmGRC55cgC) fivU4yEzEdpoSrFiEAMEY -
NoMB704qvWPPT4ogBIRVyUANSpBXWxndpfc- Rl 1k6usBDhklOyLgVFTQ562P1E7E0rSHLZh73C2chV50YwYpH7DTmiLAGDL j55C5X7ayWHaBLuPz3dRHLTAr] -
sdFyIjEockGeq9Mmzcc2N6Q]jTi2hYaA493105doglhp3Agqz3AlfHbKkdRHEG2ZNALERFFHDeg" _:b@ .
_:bl =https://w3id.org/Security#proofPurpose> <https://w3id.org/security#assertionMethod> :ho .
_:bl <https://w3id.org/security#verificationMethod> <did:web:mycompany.com#IWK2028> :b0O . o
“tb2 =https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/vl/shapes/jsonld/trustframework#countrySubdivisionCode= "BE-
BRU"

_:b3 %httpﬁ:ffregiEtry.lab.gaia—x.eufdevelupmentfapiftrUSted—Shape—regi5try£ulf5hape5fj50n1dftru5tframework#countryEubdiuiEiunCudE} "BE-
BRU™ .
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JWS: JsonWebSignature

Allow to ensure data consistency

References issuer's DID (publicly available), allowing to check issuer's
trustworthiness

Gaia-X uses "compact sign" to limit payloads size

Two marshalling co-existing in Tagus. Specification unclear & misinterpreted
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JWS: JsonWebSignature

Allow to ensure data consistency

References issuer's DID (publicly available), allowing to check issuer's

trustwi ?

Gaia') | Prepare |SONLD credential.\] size
Two nr —— ‘l’ ication unclear & misinterpreted
|_ Canonicalize using URDNAZ2015 _

| Hash SHA256 |
| Compact sign with key (unencoded payload, b64=false] '

v

P
| Append proof to JSON-LD credential |

&




JWS: JsonWebSignature

O
Q
S
X

?

|f Prepare |SONLD credential |

References issuer's DID (publicly available), allowing to chec o ‘l'
|_ Canonicalize using URDNAZ015 _

trustwi ? B y

Gaia-) |'" S— credential.\] Size |: Canonicalize proof fields (except jws)

; ;

Allow to ensure data consistency

Two — cation unclear &  Hash SHA256 normalized cred |
|_ Canonicalize using URDNAZ2015 * 4
|--"H H SHAZE&IH' | Hash SHAZ56 normalized proof -
dSs M
4 Concatenate them ]
|_ Compact sign with key (unencoded payload, b64=false] l-\, /

v

| Compact sign with key (unencoded payload, b64=false) '

v

P
| Append proof to JSON-LD credential |

P
é | Append proof to JSON-LD credential |

%
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JWS: JsonWebSignature

O
Q
S
X

Allow to ensure d °
@gaia-x/json-web-signature-2020 H

2.8.1 « Public +« Published 5 days ago

References issue
trustw

Gaia-) lf" [5] Readme B code (Beta) & 4 Dependencies = UDependergjj

Two nr

'« Gaia-X JSON Web Signature 2020 |

C?

| Compact sign \

.

# A lightweight JsonWebSignature2020 signing and verification Typescript library by Gaia-

™,

| Appe  XAISBL

bed=false)

A

al |
.

b
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DID: Decentralized Identifiers

Self-declared and self-hosted identity
Contains cryptographic material allowing to ensure trust

One specification used in Gaia-X at the moment : did:web

Examples:

did:web:compliance.lab.gaia-x.eu:v1 resolves to https://compliance.lab.gaia-
x.eu/v1/did.json

did:web:bakeup.io resolves to https://bakeup.io/.well-known/did.json
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Self-declared and self-hosted ic
Contains cryptographic materia

One specification used in Gaia-

Examples:

did:web:compliance.lab.gaia-x. "" AT
x.eu/v1/did.json  ~soviceEndpointe: "https://bakeup. lo/participant. json

did:web:bakeup.io resolves to

ig/tsandcs. json"

vice.json"
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Self-declared and self-hosted ic
Contains cryptographic materia

One specification used in Gaia-

Examples:

did:web:compliance.lab.gaia-x. "" AT
x.eu/v1/did.json  ~soviceEndpointe: "https://bakeup. lo/participant. json

did:web:bakeup.io resolves to

ig/tsandcs. json"

vice.json"
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I3.org/ns/d
“http orgfsecurity
1.
"id": "did:web:bakeup.io",
"wverificationMethod": [
{

Self-declared and self-hosted ic oo ot TooneE

Contains cryptographic materia

One specification used in Gaia-

Examples:

did:web:compliance.lab.gaia-x. ke
XeU/V1/dIdjSOH -. ::I ndpo i ":.:'.'15I.Ir-' participant.json

did:web:bakeup.io resolves to
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DID: Decentralized Ic’

http i.DrgfSEEJFiTnyUitEifjHS-EﬂEEﬁU]"
@gaia-x/did-web-generator [H

1.8.1 « Public + Published a month ago
Self-declared anc

Contains Cryptog\ R [ code EE} & 2Dependencies & 0 Dependent

One specificalion Gaja-X AISBL DID Generator Library

This library allows you to generate a ready to use DID.
Examples:

did:web:complial It uses your certificate to generate it, and thus relies on several x509/crypto libraries to work.

x.eu/v1/did.json Usage
did:web:bakeup.

import {createDidDocument} from '@gaia-x/did-web-generator’
/..
function getDid(){
return createDidDocument("https://mycompanydomain.com", "x509Certifica

tps://bakeup.io/service. json"
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SHACL A4

Know as shapes in our ecosystem, and written in Turtle
Validates RDF structure of documents

Similar to XSD for XML

Not all constraints can be expressed in SHACL, hence some "business rules"
implemented in code



gx:LegalParticipantShape

a sh:NodeShape ; :: : : ;:
sh:targetClass gx:LegalParticipant -~ P -
sh:property - ®NS-~
[ cr 1NN
. : P2 2 B T WA N
sh:path gx:legalRegistrationNumber ; s
sh:node gx:legalRegistrationNumberShape ; g O | O_X
sh:minCount 1 ;
:|r
. [
KnOW as Shapes | sh:path gx:parentOrganization ;
sh:node gx:LegalParticipantShape ;
. 1.
Validates RDF str i
sh:path gx:subOrganization ;
: H sh:node gx:LegalParticipantShape ;
Similar to XSD for ] e panEena
|

Not all constraints sh:path gx:headquarterAddress ;
implemented in coq

sh:minCount 1 ;
sh:node gx:PostalAddressShape ;

1:
[
sh:path gx:legalAddress ;
sh:minCount 1 ;
sh:node gx:PostalAddressShape ;
1

gx:legalRegistrationNumberShape
a sh:NodeShape ;
sh:targetClass gx:legalRegistrationNumber ;
sh:message "At least one of taxID, vatID, EUID, EORI or leiCode must be defined." ;
sh:property

[
sh:path gx:taxID ;
sh:datatype xsd:string ;
sh:minlLength 3 ;

|

sh:property

[
sh:path gx:EUID ;
sh:datatype xsd:string ;
sh:minlLength 3 ;

|

sh:property
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Gaia-X specifications

|dentity & Credentials Access Management Document
Policy Rules & Labelling Document
Architecture Document

Data Exchange Document

For Tagus: Trust Framework (merged in PRLD & Architecture Document since)

All available on docs.gaia-x.eu




Gaia-

|dentity &
Policy Rul
Architectu
Data Excl

For Tagus

All availat

Gaia-X Trust Framework - 22.10
Release

Editorial Information
Gaia-X Trust Framework
Technical Prelude

Trust Anchors
Participant

Service & Subclasses
Resource & Subclasses

Changelog

e d R A AR R e

ions

;;;;;; ~rERERS B AT

B e e e e R e B e e

Ecosystem as defined below

‘ o Example of T&C signed by the issuer

5.2 Legal person

For legal person the attributes are

Attribute Cardinality
registrationNumbe 1

-

headquartersaAddre 1

55 . countryCode

legalAddress . coun 1

tryCode

parentOrganizatio 0.*

n[]

subOrganization[] 0.*

Trust Anchor

registrationhumberlssuer

State

State

State

State

Comment

Country's registration number, which

identifies one specific entity.

Physical location of the headquarters in
IS0 3166-2 alphaz2, alpha-3 or numeric

format.

Physical location of legal registration in
IS0 3166-2 alpha2, alpha-3 or numeric

format.

A list of direct participant that this
entity is a subOrganization of, if any.

A list of direct participant with alegal
mandate on this entity, e.g, as a

subsidiary.

\
S
-
-
' d
4

D Y
PR A B
27 1 \N\NS
VAN 2N BB T YA N

S\N\N/} 72




\
S
-
-
' d
4

S\N\/}) 7z
D Y
PR A B
2201\ NS
VAN 2N BB T YA N

Gaia-X TAGUS specifications in a slide

Everything is described using VerifiableCredentials in JSON-LD

Each issuer has to provide signed terms and conditions (TL;DR be nice)

Participant has to provide a Legal Registration Number issued by an accredited notary

On production, participant must use an EV-SSL or eIDAS certificate to sign their credentials
Few providers are accredited Gaia-X compliance issuers, more to come.

Having your credentials validated by the engine will result in a Gaia-X compliance VerifiableCredential
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TAGUS state of the implementation

1st production-ready release: Tagus (v1)
o Trust framework 22.10 fully implemented (Participants, ServiceOfferings, Resources)
o PRLD 22.11 partially implementated: Service Offering Labels level 1

A bit of tooling provided:
o Wizard
o DID Library
o Signature Library
o DID Validator Library

Running endpoints:
o https://docs.gaia-x.eu/framework/?tab=clearing-house



https://docs.gaia-x.eu/framework/?tab=clearing-house
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TAGUS state of the implementation

Some mistakes exist:
o JSON-LD namespace complicated and referring to development in the URL
o Shapes are not perfectly aligned with specs (LegalParticipant != LegalPerson)
o Types need to be in credentialSubject to be valid (155)



TAGUS GXDCH Software architecture

wsystems
European Commission

VAT API

AP allowing to check
whether a european VAT ID
is valid

Describes itself an
/ services using

[System]
."; ¥

«containers
Wizard
[webApp]

GUI allowing to visualize

|
Gets

LegalRegistrationNumber
VerifiableCredential
using \
https]

«containers

Notary
[Nest/S and Typescript]

Issues
LegalRegistrationNumber
credentials relying on 3rd

party trusted anchors

-~ / X
P + A v hY -
" Validates company /Validates company ‘ Validates company
existence using ,/ existence using \ existence using

I

wsystoms

EORI API asystem»

GLEIF API
AP| allowing to check

whether an ECRI number is
valid

APl allowing to check
whether a lelcode is valid

d Walidat

Gaia-X ecosystem

«containers

Compliance engine
[Nest/s and Typescript]

Checks descriptions
conformity and issues
compliance credentials

A
| Retrieves SHACL \ Validates certificate
| using
pi {x509-pem/http]

shapes from X
Fr A

b
es compliance % Offers its credentials
: ;
using

fid+ison/httos]
fld+json/nttps]

to the world using

lisonshttps]

«containers
Credentials Events

Service
[Quarkus and kKotlinf

Recelves and shares
credentials to the world

hY

«containers
Registry
[Nestys and Typescript]

Source of truth for trusted
anchaors, shapes

Retrieves trusted CA ™ Retrieves trusted
from \&IDAS issuers from

wgyshems
Mozilla CA Certificate
List «systems
elDAS Trust Service
Providers

Authorities
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Useful links & info

 Workshop Gaia-X 101 : https://qgitlab.com/gaia-x/lab/workshops/gaia-x-101/-/blob/master/gaia-x-101.ipynb

« The community welcomes you : https://gitlab.com/gaia-x/gaia-x-community/open-source-community/

» Ask the Gaia-X Lab team for demonstrations and explanations in the hackathon room


https://gitlab.com/gaia-x/lab/workshops/gaia-x-101/-/blob/master/gaia-x-101.ipynb
https://gitlab.com/gaia-x/gaia-x-community/open-source-community/

IR, g \
NN \\\\\\\\\\ {

Thank you!

Ewann Gavard
Technical leader Gaia-X AISBL
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- Navigating Gaia-X complianceand app
-~ prototyping: Your path to app development
I within trusted dataspaces

11:00 - 11:15

N

Aleksandar Kelecevic, T-Systems International




Application prototyping in a
dataspace environment
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Domain Dataspace Driven Design

\nfrastructure

Phase 1: Understand
Dataspaces are only a part of the puzzle

Phase 2: Enable
Dataspace technology, protocols and infrastructure are there
to support, not the end goal

Phase 3: Create Value
Bring Business Applications and Use Cases into the spotlight




Application Prototyping Environment - Living Lab

T-Systems Living Lab

Application Layer Dev Toolkit Dataspace as a Service
Fully functional, hassle-free dataspace,

) ) ) for your company and partner network
Business App #1 Business App #2 Business App #3 Dev Tool #1

T Prototyping-ready
Everything you need for
Managed by T Systems Dataspace Layer Dev Tool #3 App|icati0n development at your
fingertips

Core Service #1 Core Service #2 Core Service #3
Participant #1 Participant #2 Participant #3

Managed by ‘I Systems

Infrastructure Layer

Storage system Compute cluster
Managed by T Systems




Application Prototyping Environment - Living Lab

T-Systems Living Lab

Application Layer

Business App #1 Business App #2 Business App #3

Managed by I Systems

Managed by -I! Systems

Dev Toolkit

Dev Tool #1

Dev Tool #2

Dev Tool #3

Managed by T Systems

Dataspace as a Service
Fully functional, hassle-free dataspace,
for your company and partner network

Prototyping-ready
Everything you need for Application
development at your fingertips

As simple as you want it
Peek under the hood and see how it
works, or just build on top of it

Focus on what matters
Feel enabled to create value




Interoperability through
Gaia-X Compliance
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Gaia-X Compliance

Dataspace := Participants + Services/Apps + Data +
Standards l

Compliant[Dataspace] := Compliant[Participants] +
Compliant[Services/Apps] +
Compliant[Data] +

Compliant[Standards] | Pparticipant
| Credential

Service Offering

| @ Credential

v

gt LI

Conformance Gaia-X Digital Data Resource
Assessment Bodies Clearing House Credential




Gaia-X Compliant Application Prototyping Environment

Application Layer Dev Toolkit
-O-
Gaia-X Clearing R | | ‘ | | |
House Agent g
Gaia-X Digital
Managed by T Systems Clearing House

Managed by T Systems Operated by T Systems

Dataspace
Participant
Credential

L
Core Service #1 Core Service #2 Core Service #3

Participant #1 Service Offering

Credential

M d by T Syst
LU BSLY |nfrastructure Layer

Data Resource
Credential

SN

Storage system Compute cluster




Why stop there?

Application Layer

Business App #1 Business App #2 Business App #3

Managed by T Systems Dataspace Layer

Core Service #1 Core Service #2 fes CiElas
D D
Participant #1 Participant #2 D D

Managed by T Systems

Infrastructure Layer

Storage system Compute cluster

Dev Toolkit

Gaia-X Clearing

House Agent

Managed by T Systems

A

SN

-O-

Gaia-X Digital
Clearing House
Operated by T Systems

Participant
Credential

Service Offering
Credential

Data Resource
Credential




Thank you!

Aleksandar Kelecevic

Product and Technology Lead - Data
Economy T-Systems International
GmbH Aleksandar.Kelecevic@t-systems.com
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N New data economy approaches for the GIS market — o
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Alberto Berreteaga, TECNALIA
- Jose A. Chica, TECNALIA
Markus Spiekermann, HUAWE|




Alberto Berreteaga

IDSA Ambassador
Senior Researcher at DIGITAL/CORES

alberto.berreteaga@tecnalia.com

tecnal:a

MEMBER OF BASQUE RESEARCH
& TECHNOLOGY ALLIANCE

Jose A. Chica

Head of Digital Transformation at the
Energy, Climatic and Urban Transition Unit

joseantonio.chica@tecnalia.com

tecnal:a

MEMBER OF BASQUE RESEARCH
& TECHNOLOGY ALLIANCE

Markus Spiekermann

Lead Architect
Data Ecosystems

markus.spiekermann@huawei.com

HUAWEI
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Boot-X Overview IR

llllll

= Huawei’s Exchange Data Space (EDS) main focus is to build global dataspace
environments enabling cross-border data exchange, e.g. following international
standards for data exchange between Chinese and European industries.

= The Boot-X project is a part of EDS and the underlying infrastructure and

technology stack for setting up either a complete dataspace environmentorall WWW. bOOt-X. eu
necessary components to participate in an existing dataspace.

= Boot-X’s identity management fosters the Gaia-X Trust Framework and provides
interfaces for the GXDCH while onboarding new participants or services

= The Boot-X stack follows the EDC framework and implements its capabilities for
data transfer, cataloging, identity management, etc. It enhances those with an a
extended identity management, policy management, and monitoring in a @@ HUAWEI
production-ready environment.

= Boot-X thereby is the technical enabler to implement real world use cases and
applications on top of dataspace technologies. One of these cases presents the
pilot with Tecnalia and Inkolan at hand.

New data economy approaches for the GIS market — leveraging Boot-X
and the Gaia-X Trust Framework - TECNALIA 23 May 2024 o4


http://www.boot-x.eu/

SNV
SN\ e

Boot-X Architecture s
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gaia-x

= Boot-X provides a portal for users as a landing page The "portal”

= Users can create a new dataspace environment oseoak
_
- . . The " licati )" The "stack"
= Users can join an existing dataspace The 2ppleation(s) e e -

Metrics @
Server
Logging
Server

Compliance Layer

= While joining a dataspace, Boot-X provisions a
preconfigured set of components for the participant

= Highly scalable through leveraging cloud-native

technologies (Kubernetes, Traefik, Helm) "
= Leveraging the EDC framework for our derivates J L |

enable compliance with DSP out-of-the-box . |
= Adding (open source) extensions for Huawei Cloud naviun G

on top of existing set (e.g. Azure, AWS, GCP)

Connectors

CIoudlUny

= Adding as much applications on top of the stack

= one example...

New data economy approaches for the GIS market — leveraging Boot-X and the Gaia-X Trust Framework - TECNALIA 23 May 2024 65
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Connected Urban Futures: Data Space + Al + Business -
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Data for the City of Tomorrow

= Let’s create a Data Space to share ot Al for utility networks, construction w
ensuring secure and trusted data sharing prediction. Let’s do magic! \ﬁB
mechanisms, maintaining control and
data ownership (data sovereignty),
enabling seamless data sharing across
geographical and organizational

Data Space will share data and create new
roles:

= Data Space Authority — To rule them all

boundaries, fostering innovation and = Data Space Operator — To run them all
new smart services across companies and = Data Provider — To feed and enrich the
industries. ecosystem
= Let’s apply Al there, let’s do magic! - Data Consumer — To grow angl)create
= Let’s do business! new products and servi
e . O
inkolan 25 &2 Huawel tecnaka G

RRRRRRRRRRRRRRRRRRRRRRR & TECHNOLOGY ALLIANCE Q

New data economy approaches for the GIS market — leveraging Boot-X

and the Gaia-X Trust Framework - TECNALIA 23 May 2024 66



TABLE 1

Data for the City of
Tomorrow by WEF.

Problem and need

The problem
In collaboration with Connected Places WORLD
Gataput and The Business of Cities ECONOMIC
FORUM
Gilobal Future Council on Cities of Tomarow St
Data for the City of Tomorrow:
Developing the Capabilities What cities need
and Capacity to Guide Better
Urban Futures
INSIGHT REPORT
JUNE 2023
A 24 \‘}'ﬁ_{;}/, ?_/"" ’J""{, i S The problem
==y ?////':g/ of
& %502 e 2 58 ¥
&7 “4,;"4'//// f// e\
i’,//’//’\/ / A g “ =
PN v A
TN N €1 “Hi What cities need
0, 07 / 3 ,.-/ /
= /// o2\ = AL
ff///‘#-"gﬁ_ l: 4% 0 ','
awh B ol i

New data economy approaches for the GIS market — leveraging Boot-X
and the Gaia-X Trust Framework - TECNALIA

The challenges holding back the application of data to city-making and management'

Limited data availability

In many parts of the world,
especially in lower-income cities
and regions, the reservoir of
public, private and civic data from
which to draw is still modest.

Better data planning
— Stronger digital infrastructure

— More reliable or pooled
resources

— Incentives for data to spread
to new places

Lack of skills and capacity

The collection of data, the
development of accurate models
and the preparation of information
for decision-makers and residents
rely on strong local capability and
a culture of valuing this activity.

— Funds and structures to recruit
the skills required

— Strong technical and
communication systems to
maximize the value of data

Definitions and
coherence issues

No accepted universal definition yet
exists for what constitutes a city,
where cities stop, or what defines
liveability, smartness or prosperity.

— More clarity on “what success
looks like”

— More “like-for-like” data across
diverse cities or contexts

Governance and
processes issues

Only some cities have data
strategies, chief data or technology
officers, or enjoy strategic
partnerships with data service
providers.

— Credible governance and
systems to organize data
around problems

— Tools to combine public- and
private-sector information

— Tried-and-tested arrangements
for durable partnerships and
responsible co-ownership

Few agreed standards

Efforts to standardize city indicators
and data-collection processes'' are
still at an early stage and are not
uncontested. Data is also hard to
interpret in a vacuum and translate
into policy decisions.

— An agreed consensus on what
data matters, for what and for
whom

— Adbvice to navigate the many
data choices available

Lack of trust

Citizens do not always trust their
local government or city with

their data. They may also not fully
understand how data is being used,
especially with enhanced data sets
(like digital twins).

— Improved dialogue with citizens
about the security and use of
their data

— Clear data policies and
communication on the benefits
data use will deliver to people
and businesses and will
contribute to sustainability

— Local and international media to
popularize good data for cities

23 May 2024 67


https://www3.weforum.org/docs/WEF_Data_for_the_City_of_Tomorrow_2023.pdf
https://www3.weforum.org/docs/WEF_Data_for_the_City_of_Tomorrow_2023.pdf

Smart Cities Utilities Networks: INKOLAN case study.

New data economy approaches for the GIS market — leveraging Boot-X

and the Gaia-X Trust Framework - TECNALIA 23 May 2024 68
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Applied Al use cases for utility networks construction works RS
prediction:

1. ldentification of the urban context and relevant infrastructures in the INKOLAN reported location area. The data
about the urban context of the reported information will depend on information from the City Council and

O\
‘ third-party sources: land registry, cadastre, mobility infrastructure, singular elements (transformation centres,
pumping stations, manholes or access points for maintenance...).

= USE CASE | (Operators): IDENTIFICATION OF POTENTIAL AFFECTIONS BY ACTIONS OF THIRD PARTIES (e.g.
power cut would disable pumping, communication nodes...).

= USE CASES Il (City Council): EVALUATION OF EFFECTS ON CITIZENS AND COMMERCE DUE TO OCCUPATION
OF PUBLIC ROADS.

2. Algorithm for predicting the probability of conversion of INKOLAN reported data into finished works with an
indication of the probability or time window in which it will materialise.

= USE CASE | (Operators): IDENTIFICATION OF WINDOWS OF OPPORTUNITY (licences in progress) AND
E!E TIMELINES FOR THE EXECUTION OF WORKS TO REDUCE THE RISK OF ESTIMATING INVESTMENTS.

= USE CASE Il (City Councils): OPTIMISATION OF CONSTRUCTION LICENSING PROCESSES AND ANTICIPATION
OF ECONOMIC IMPACTS, MOBILITY, SMALL COMMERCE, ACCESS TO SERVICES (schools, health centres...)
ASSOCIATED WITH INTERVENTIONS IN PUBLIC SPACE.

New data economy approaches for the GIS market — leveraging Boot-X
and the Gaia-X Trust Framework - TECNALIA 23 May 2024 70



Have you ever seen a Data Space?
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Business case scenario with Boot-X
. 20 01 VNN
ﬁ Registration Service
== Central Dataspace Authority I n ko I a n
@ Identity Hub
\geriﬁf"‘ble Cr?je"tia_ls and \web Dataspace Connector |D Catalog
dentity Provider using DID:we Contract negotiation, data Data advertising, filtering
transfer initialization, monitor
/@ Identity Hub User Interface
S Verifiable Credentials and Convenient access and resource
Identity Provider using DID:web management
- Communication
Utility Townhall
and its specification
for catalog requests,
contract negotiation,
Dataspace Connector |D Catalog and transfer handling (observation) Dataspace Connector |D Catalog
Contract negotiation, data Data advertising, filtering Contract negotiation, data Data advertising, filtering
transfer initialization, monitor transfer initialization, monitor
/@ Identity Hub User Interface /@\ Identity Hub User Interface
\ Verifiable Credentials and Convenient access and resource & Verifiable Credentials and Convenient access and resource
Identity Provider using DID:web management Identity Provider using DID:web management
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yapp ging 23 May 2024 72

and the Gaia-X Trust Framework - TECNALIA



It really might looK Tor the participan

Business case scenario with Boot-X

inkolan

11 Registration Service

Central Dataspace Authority I N KO LAN

Identity Hub * Provides the web application

D |

Verifiable Credentials and « Application processes updated to trigger dataspace backend .

Identity Provider using DID:web Starts the application as always

* Defines the policies for data set (bundles) * Authenticates with dataspace identity (different VC than
* Persist contract agreements Utility)
* Logging and monitoring .

Data request (e.g. select range, add layer) triggers request via
dataspace connector
* If access granted and policies agreed data is shown as usual

\ * If no complex policies involved (e.g. manual
background-check), user won’t recognize the

changes
* Contracts persisted as evidence

inkolan \

Utility Townhall

* Starts the application as always : == —

* Authenticates with dataspace identity (VC) UX is provided in the same GIS platform where other o] | !
* Data request (e.g. select range, add layer) triggers request via spatial data (e.g. Open (Government Data: What is
dataspace connector open data | data.europa.eu) are managed to

* If access granted and policies agreed data is shown as usual provide context to the information offered by
* If no complex policies involved (e.g. manual background- INKOLAN (private and secured, related to critical
check), user won’t recognize the changes infrastructure...) and are dealt together as a
* Contracts persisted as evidence Common European Data Spaces | Shaping Europe’s
digital future (europa.eu) ,
New data economy approaches for the GIS market — leveraging Boot-X 23 May 2024 73
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https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigital-strategy.ec.europa.eu%2Fen%2Fpolicies%2Fdata-spaces&data=05%7C02%7Cjoseantonio.chica%40tecnalia.com%7Ca4716178147a4dfee59408dc78a72a66%7Cb235b67cbf484671b1a1da444c1bef66%7C0%7C0%7C638517906574483696%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=iwZ7v77geMYN%2FEOOHGK5Kl9LNnL7%2BuXE2M6IoBmR%2FLQ%3D&reserved=0
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https://geoportal.madrid.es/IDEAM_WBGEOPORTAL/visor_din.iam?clave=VISOR_IDE
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Connected Urban Futures: Data Space + Al + Business Rt

llllll
;:

: Qia-x
Data Space will share data and creaté new

roles: ni;gf:?
= Data Space Authority — To rule the §CC§3

INKOLAN, TECNALIA

= Data Space Operator — To run them all -

HUAWEI

= Data Provider — To feed and enrich the

ecosystem - INKOLAN, INKOLAN data
provider partner

Data for the City of Tomorrow

= Let’s create a Data Space to share d

= Let’s apply Al there, let’s do magic!

= Let’s do business!

Al for utility networks, construction works
prediction. Let’s do magic!

, = Data Consumer — To grow and create new
inkolan 25 &2 el tecnaka | .
RRRRRRRRRRRRRRRRRRRRRRR > Yo HUAW RS products and services - Aguntamiento de

Madrid, INKOLAN  _ 5
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f Thank youl!

Alberto Berreteaga (TECNALIA)
Jose A. Chica (TECNALIA)
Markus Spiekermann (HUAWEI)

alberto.berreteaga@tecnalia.com
joseantonio.chica@tecnalia.com
markus.spiekermann@huawei.com
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Dawex at a glance: a European scale-up recognized worldwide
for its expertise and achievements in data exchange

\
Y
-
-
L4
’

S\N\N/ 2
LR Y XX
- G o
22 1 N\ NS
24 0 VNN

Company profile Recognized as a pioneer Customer references

and innovator )
in more than

Founded in 2015 {zp 1lawards & 15 strategic sectors
y(  recognitions
Offices: Paris, Lyon, ~— US, EU, ME ,L? %
Montreal, Tokyo worto Tech Pi e 00 &, - %
Ecqﬁlomm €c ioneer a. € Retail Airports  Infrastructure Geospatial
ForRUM  World Economic Forum
- = @ O W
Ciobal reach Speaker in Davos @é
GT Automotive Mobility Real Estate Trading

~_ . Speaker at G7 Summit
I I France & Europe L 2~ and other global events &=

® Japan | = [—_42] @

o e e “ »”w[ w a:?tfeipaetr:hgral[:]p Culture ~ Energy  Agriculture  Food
= North America I+l

- 0
= Middle East = i Leads Gaia-X Data ﬁ
gaiax"""" Exchange Working GI’OUp Tourism Manufacturing CEEZ:: Banking
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Regulations, reference architectures and standards have emerged
quickly in the 2020’s, paving the way for generalized data
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Data Regulations Three powerful levers to:
GDPR, APPI,
PDPL, PIPL, CCPA e Create trust in data ecosystems
. Data Governance — - ] o
Act e Facilitate interoperability
Data Act

e Ensure the highest level of security and
privacy as well as sovereignty to all
stakeholders

Al Act

Reference Norms & standards
Architectures
W
(de facto standards) 3C

CEN-CENELEC

GRIRX IEEE, ISO
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Regulations, reference architectures and standards have emerged
quickly in the 2020’s, paving the way for generalized data exchanges tpoch-x
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~ata Three powerful levers to:
GDPR, APPI,
PDPL, PIPL, CCPA e Create trust in data ecosystems
., Data Governance - . ] .
Act e Facilitate interoperability
Data Act

e Ensure the highest level of security and

privacy as well as sovereignty to all
stakeholders

Al Act

Reference Norms & standards
Architectures

(de facto standards) s v Dawex is strongly involved in the three
CEN-CENELEC pillars that structure data exchanges
Gala-X IEEE, ISO
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Regulations, reference architectures and standards have emerged
quickly in the 2020’s, paving the way for generalized data exchanges tpoch-x
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Data Regulations Three powerful levers to:
GDPR, APPI,
PDPL, PIPL, e Create trust in data ecosystems
. Data Governance -
Act e Facilitate interoperability
Data Act

e Ensure the highest level of security and

Al Act privacy as well as sovereignty to all
stakeholders
Reference Norms & standards
Architectures W3C NPT
(de facto standards) v Dawex at the initiative of the
CEN-CENELEC standardization process of
Gaia-X IEEE, 1SO Trusted Data Transaction
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CEN pre-standardisation of Trusted Data Transaction
due end of 2024, will align market players beyond regulations

SNV )72
S\N\} 2z
LR Y XX
- G o
22 0 VNS
24 0 VNN

Pre-Standardization workshop

~ Fraunhofer <) FI
ISST m 9 FOUNDATION

BS Microsoft  $3 DAWEX

ag ©HubOne

\

Digital Technologies

INTERNATIONAL DATA ST
SPACES ASSOCIATION 30 @O il
XA AR S Onn
AR INN o “_

Q
Q
Q
X

Deliverable: CEN Workshop Agreement (CWA)

e Part 1: Standard terminology and concepts
e Part 2: Identification of the key characteristics
of Trust and criteria to measure it

Presented by Frederic Bellaiche 83 DAWEX




CEN pre-standardisation of Trusted Data Transaction
due end of 2024, will align market players beyond regulations
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Pre-Standardization workshop Objectives

~Z Fraunhofer &) F e Prepare for and accelerate the creation of a
ISsT m & ounoamon Harmonized standard on Trusted Data

Transaction

B Microsoft  $3 DAWEX

data exchange technology

e Harmonized standard:

o European standard developed by a
ag @ I:!prne recognised European Standards
P e Organisation: CEN, CENELEC, or ETSI
SPACES ASSOCIATION 4 @oonn sl o Created following a request from the
— gaiax""" —IA— European Commission

o Can be used to derive a presumption of
conformity to a European legislation, e.g.

Deliverable: CEN Workshop Agreement (CWA)

e Part 1: Standard terminology and concepts Data Act
e Part 2: Identification of the key characteristics _
of Trust and criteria to measure it e Global reach (worldwide)

Presented by Frederic Bellaiche 83 DAWEX




CEN pre-standardisation of Trusted Data Transaction
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due end of 2024, will align market players beyond regulations tech-x

CEN Workshop Agreement (CWA) - Part 1 CWA - Part 2

- e e Scope, terminology, concepts & e Characteristics of trust

jﬁ} . I(;r:::-;::\fgu’ilg;e[g:jmLudl%)g,butl\otlin.nitetlto,lhedura.[ior-n,ltermsantlcomlitlons,terr]mryandsub- meChanisms ° Criteria to measure trust
s 9% et e Started mid 2023 _
o A:;i - “L :[L A— e Collaborative and consensus-based ¢ Increased interest of

s e e process (monthly work sessions) organizations to
it e Draft CWA produced & accepted participate -> several
S S large corporations

260 TheLuncEPtUl’Dat.,:Trans.iLtlonL.mbed bdwwthth ual model hereafter: [ J 150+ com ments recelved currently onboarding for
during “public review process” Part 2
e Strong support from
= | : 2024
» )(353(?Q ) e Comments resolution proposals

L I | produced by Editor (Dawex) o Final deliverable
262 Figure 1: Conceptual model of the scape of data transaction® expected end of 2024

! Source: Gaia-X European Association for Data and Cloud AISBL - Data Exchange documents 23,11 (with simplification)
and based on DSSC inputs.

T containing more than just the data, e

COMTAININE MoTe Wan Just the uara, 18.
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Part 1 focused on the key definitions relevant to describe a Data
Transaction and needed to address Trust in Part 2
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106
107
108

109

110

112
113

114
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116

117

118
119
120
121
122
123
124
125
126

127
128

129

4. Terms and definitions

For the purposes of this document, the following t

ISO and IEC maintain terminological databases fo1

e [EC Electropedi; 130

s SO Online brow 131

4.1
132

133
134

data

re-interpretable re

interpretation, or pi
135

[SOURCE : ISO/IEC!
136
4.2
137

138
139

person or organizat 140
p 141

data consumer

data user

Note 1 to entry: da

[SOURCE: ISO 5127

to “data user”] 143

4.3 144

data exchange
145

data sharing

4.4
data license

agreement which d

Note 1 to entry: col
rights and territory

4.5
data product

standardised data

Note 1 to entry: da
data licenses and te

Note 2 to entry: dat

146

147

148

149

150
151

152

153
154
155

156

157
158
159

4.7

data provider

data product provider

natural or legal person thal

Note 1 to entry: data provi

Act

Note 2 to entry: data provi

- non-technical, on bt
data licenses and
conclusion of contr

- technical 161

162
163

Note 3 toentry: 1
pursuant to the :
General Data Pro

1164
Note 3 to entry: data product is typically publ {4c

users
4.6

data producer

166
167

168

natural person, legal person,, device or any s¢ 169

1170

process by which a data provider grants a data user access to a data prod 171

technical, financial, legal, or organisational use requirements.

172

Note 1 to entry: the term refers to a full spectrum of practices related to shari 173
of data, including open data and the many forms of non-open data.

174

Note 2 to entry: data sharing may or may not require transfer of data.
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175 410
176  data transaction
177  immutable outcome of an agreement for data access or exchange
178  Note 1 to entry: data transaction requires a data provider, a data user, a clear definition of the data
179  product being transacted, data licensing mechanisms, the secure technical transfer of - or access to- the
180 data, and traceability of the data transaction.
181 Note 2 to entry: “data exchange” and “data access” terms are used in order to describe different
182 mechanisms, like actual transfer of data or situations where data does not move but where access is
183 provided to different stakeholders
184  Note 3 to entry: Data transactions do not necessarily imply a commercial relationship

data rights holder endently of other data

party that has legal rights and/or obligations to use, grant access to or share certain personal or non-
personal data, and to transfer such rights to others

Note 1 to entry: data rights holder and data provider represent different roles, that can be carried out by
the same entity or by different entities

Note 2 to entry: data rights holder’s role is focused on managing authorizations and consents to use

certain data, required before the provision of the data , and data about data

4.9
data space
distributed system defined by a governance framework that enables secure and trustworthy data
transactions between participants while supporting trust and data sovereignty

Note 1 to entry: data space is implemented by one or more infrastructures and enables one or more use
cases

[SOURCE: DSSC Glossary | Version 2.0 | September 2023]
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Part 1 focused on the key definitions relevant to describe a Data
Transaction and needed to address Trust in Part 2
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) Holds Rights Of |“’

’-L Data Producer J
-

{ Data Rights Holder

Links To
a Specifies Usage Rights Of (runtime) .
Authnri:abtiz:'l f consent L Key te I'mS defl ned

includes o Key StakehOIders
Stakeholders / roles | fi
Functional com et S includes Specifies Usage Terms Of an d roles de Ined
ﬂCﬁVItIES Data Product - Data License :

T e Key activities
f/” " defined
Is Published I:,, Is Referenced In \\\Is\Used In
7 I £

Data Usage
Contract

Data Transaction

o _ s - 5 =
- . B T L S
" ; - - \ j - '\__\\ /--’ Data .__\ 7 ..I i
Data Provider =2l Grant Rights Publication Discovery ) ( Megotiation :I f exchange/ Ji Access and I | Data User
| . f_,/ h #_,/" > sharing /4 N . f L
i _T_

il 1T

Data Catalogue
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Need for observability

e Trusted Data Transactions imply the necessity to make the data exchange process observable.

® Thiscan be done for legal reasons to prove that data has been acquired only by authorized entities and, if
necessary, with proper consent

® This can be done for business reasons, for example to provide a marketplace with billing function through a trusted
third party

® In this context, an auditor would request logs of data transaction with an access policy which restricts access to
the auditor.

e To verify the validity of those log entries, digital signing mechanism can be used. This would limit access to
sensitive observation data to auditors that are participants of the data space, have special credentials which qualify
them as trusted auditors and are bound to the policies of those contracts due to the contracts on the collected log
data.
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SNV

Need for observability

® Observer actions are automatically logged by the system and can be tracked and monitored. This would enable a
trust relationship in which auditors can be audited by participants.

e To simplify the auditability of a data space, the data space can mandate that participants make their audit data
available. Then auditors would not need to request publication but could simply negotiate the relevant contracts,
which are only accessible to participants with valid auditing and monitoring credentials.

e Following the same pattern, additional optional functional roles can be implemented: a payment clearance service,
notary services, regulatory reporting, and the like.

Presented by Frederic Bellaiche 83 DAWEX



Gaia-X and observability

Data Products and Data Exchange Services

f et 2 2
cmmmmassasaaaa- L Tat-Anchor !

Data Usage Agreement

i
i
Jommmmmmmmme - —

- N Basauuca ey s
E Data Producer |

legallyEnables
DatalUsage

Trust Anchor !
___________ g
R i
i DataLicensor bessesecmmmm-mo-oan? 3
| ) ‘ LR
isSignedBy
isMotarizedby

Data Product Provider

& me_de:__ _J

Data Usage Agreement |

..................... o
"
1
|

Outside Gaia-X Scope

1
i
'
Leccccsssssmss s mmm==

Federation Service

Data Consumer
Consumer

 ———sincludedin_____ . .l pata Product Usage Conlract

Data Product

[ SpceDttering

Data Product Catalogue

isPublishedin

izDescribedBy
provides [
License rights
o contains R _‘j
Data Product Description Data License
isinstantiatedTo isSub-licensedBy
isCoSigneaBy |
i
i
i ' v
' containg
; —1 Terms of Usage
] 1
' i | Terms & Conditions
isCoSignedBy : - e
] 1
i |
! isNotanzedBy [optional)
! isRealizedBy i
: i Data Product Usage Contract Store
[ ! (optional)
H |
i i
Consumes E
i
3 |
isRecordedin (optional) Data Usage Logging
Data Usage L ] Service (optional)

| oeivICE INSEanc

Data Transaction {as per DSSC)
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Gaia-X and observability

Operational model
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Data Product . Data Usage

Data Consumer Data Product etlsy ¥ Toell et Usage Contract | Agreement Trust | ' Data Producer * ' Data Licensor
Provider Catalogue ; ' i i i :
: : store SR Anchor_____! LA ST aEtpgaa F A :
s : ; : ; : :
! Query Catalogue for appropriate Data Products o ; ) ] ;
e T Lol ! : i [
E"= """""""""""""""""""""" Data Product Seff Deseription (DPD)™"""""""""""""""7" " : ;
; Review DPD E ; ; ; ' ;
i | : : : : ' ;
: define configuration, start negotiation ' ; ' : (if needed)
i < 1 g ;" Request Data Usage Ag;raameni Request Data Usage Agresment
i i i Lai®
| : : ; -t . notarise ——
E ; ; ' ' ':“:':- Signed Agreement------- 1
close negotiation, _ : ot nolarise
. sign Data Product Usage Contract (DPUC) .:E __________________________________ Signed Data: Usage Agreement -« - === ---- B T e e S 7 S S H :
i : notarise DPUC (optional) ; i i : :
: . ) - -
H H notarise signed DPUC (optional) | = 5 . :
-;— Activate Data Usage i:- ' ' : : '
: . Check Usage Agreement validity : i ] :
oy e H : : s : :
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Gaia-X and observability

Data Products and Data Exchange Services

® Attributes available to logging purposes in the Gaia-X Data Transaction model (23.11.1)

Signature Check Type

Attribute

gx:participantRole

gx:mandatory

gx:legalValidity

Type.Value/Voc

String

String

String

Data Product Usage Contract

Attribute

gx:providedBy

*

gx:consumedBy

gx:dataProduct

gx:signers

gx:termOflUsage

gx:notarizedIn

gx:datalsage

Type.Value/Voc
URI
URI

URI

SignatureCheckType(]
URI
URI

URI

Mandatory

Yes

Yes

Yes

Mandatory

Yes

Yes

Yes

Yes

Yes

Yes

Comment
Establish a unique way to identify the participant that has to
Sign (e.g. gx:providedBy is identified by Provider ). Possible

values are Provider, Consumer, Licensor, Producer.

Establish if a Signature is mandatory or Optional. Possible
values are Yes/No.

Establish if the legal validity check needs to be enforced to the
Signature. Possible values are Yes/MNo.

Comment
Aresolvable link to the Data Product Provider .
Aresolvable link to the Data Consumer .

Aresolvable link to the Data Product Description (after
negotiation).

The array identifying all required Participant signatures.
A resolvable link to the Term of Usage.
A resolvable link to the Notarization service.

Aresolvable link to Data Usage.

Data Usage

Attribute Type.Value/Voc

gx:loggingService URI

Data Usage Agreement

Attribute

gx:producedBy

gx:providedBy

gx:licensedBy

gx:datalsageAgreementTrustAnchor

gx:dataProduct

gx:signers

Mandatory

No

Comment

\
N\
-
-
&
’
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Link to the Logging Service.

Type.Value/Voc Mandatory
URI Yes
URI Yes
URI[] No
URI Yes
URI Yes
SignatureCheckTypel] Yes

Presented by Frederic Bellaiche

Comment
A resolvable link to the Data Producer .

A resolvable link to the Data Product
Provider .

A list of resolvable links to Data
Licensors .

A resolvable link to the Data Usage
Agreement Trust Anchor .

A resolvable link to the Data Product
Description.

The array identifying all required
Participant signatures.
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Gaia-X and observabilit
GXFS-FR observability component
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Audit Trail
Observed (Cloud)Events

Data Transaction Audit store and search data transaction events ~

/audit search for events e

e Participant OnBoarding events | arameters o[ [ et |

o Data Producer —

‘https://observability-api.abc-federation.dev.gaiax.ovh/audit"' \
'accept: application/json' \

-H 'Content-Type: application/json' \
i

D m :
O ata Co n S u e r "acquirerId”: "https://wizard.lab.gaia-x.eu/api/credentials/2d37wbGvQzbAQB4yRouh2m2vBKkN8sSAfHIQ7SHZRCUQMIWT yAVSNKZ]Jj6gcjE2ZmDNDUHCichXWdMH3S2cBAaDLm3kXmf5R8AriEcE j9GBN3CgYV2qLgybAgL5hgRY Y
"dataProducerId https://wizard.lab.gaia-x.eu/api/credentials/2d37wb6vQzbAQ8dyRouh2m2vBKkNEs5ATHIQ75HZRCUONIWTYAVSNKZjJj6gcjE2mDNDUHCichXWdMH3S2cBAaDLm3kXmf5SR8AriEC6j96BN3CaYV2qLgybAgLSh

"dataProductId’ i . .gai . i/credentials/2d37wbGvQzbAQ84yRouh2m2vBKkNEs5ATHIQ75HZRCUQMIWT yAVSNKzZ j1j6gcj E2mDNDUHCL chXWdMH3S2cBAaDLm3kXmFSRBAriEc6 j9GBN3CgYV2qLgybAglshy

5h

e Contractualisation Events itakoirac

® Data Access Events

Server response

Code Details

el Response body

{

"content": [

"529fd8d3-7f5f-ded1-9f3f-3ca5377340ch",

imestamp": "2023-12-15T13:02:06.6751572",
s : “type": "ONBOARDING",
= /unboa rd Stores the participant Olwboardmg ' "acquirerId”: "https://wizard.lab.gaia-x.eu/api/credentials/2d37wbGvQzbAQ8ayRouh2n2vBKkNEs5ATHIQ7 SHZRCUQMIWTYAVSNKZ 3 6gcj E2mDNDUHCichXWdMH3S2 cBAaDLN3kXmFSREAriECE] 9GBN3CY

YV2qLgybAgL5hqRYuZzk184Zq7 fziQdcaRSd7qrAIDXdf9ThoMhdCeljBan6LKmknDbufGTI5P | cSLAZHRS5 riQal6iLxS1q65WDoRT YheX1Cq7vwXteALZRTIBT1Zr jGUky] 153K3BTRBypT rDTCrEbKDrFmofKpVGELUSZXGNE2HPL]
dEAJXsvDUUSDydzbHzHBM1az3ewTulDHCk3gsVuTdzuLXAvWEVZB3QinEySs1tqaHaiAFrdqhiZKkxrZ159zLtd9LwshLabLz7 zsAumM fTWalu61lv4lztFImeALkbDNijigMSrkazulwCBMumLHDnSNGFDE7RYZnt JcAmxRFyAk4FOKzd
4jwHivexiinXKPaW44pPfBbryC8twdUWREKTUF sqKFMRPROXeanEUBS8BmROMX1PKp64J9tvKej 4NQVUIWPWQARXeGCH3YpEZuet TRErdRKz3sa6aZAKTxdyn5skBkd24ERh4zcGtItAvsbmlcNe jUp#bEs46ace72c1d7233dd68T3ed
a85fdbaad4792f1e786b509bb38afee05c54af",
S "dataProducerl null,
"dataProductId null,
"dataContractl null

/Jcontract stores a contract between a data producer and an acquirer

i
£

. 419885ec-dbf6-47hc-88a5-cf8667117d11",
/access Stores an access to a data product by an acquirer Mt “timestamp": "2023-12-15T13:02:17.8199362",
"type": "ONBOARDING"
“acquirerId”: null,
"dataProducerId": "https://wizard.lab.gaia-x.eu/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKkNSs5AFHIQTSHZRCUQMIWTyAVSNKz ] j6gcjE2mDNDUHCLchXWdMH352cB8AaDLm3kXmfSREBAriEc6j9GB
N3CgYV2qLgybAgL5hqRYuZzk184Zq7 fziQdcaRSd7qrA9DXdfoThbQMhdCel jBam6LKmknDbwfGT95PjcSLdZHRS5 riQal6ilxS1q65WDoR7YheX1Cq7vwXteA1ZRTIBT1Zr jGUky ji53K3BTBypT rDTCrEbkDrFmofKpVqkELUSZXGHE2
HpLOdEAJXsvDUUSDydzbHzHBM1az3ewTuJDHCk3gsVuTdzul XAVWBYzB3QinEySs1tqaHaiAFrdqhiZKkxrzJ59zL td9LwshLabLz7zsAumMfTWalu61lv4IztFImeALKbDN1 jigMSrkazuJwCBMumLHDNSNGFDETRYZnt] cAmxRFyAk4F
0Kzd4jwHivexiinXKPaWd4P fBbryC8 twdUNREKTuF sqKFMRPROxeanEUB58BmROMX1PKp64J9tvKej 4NQVUIWpWOARXeGcH3YpEZuet TRErdRKz3sa6aZAKT xdyn5skBkd24ERh4zcGt9tAvsbmlcNe jUp#489cfeflcf223377c5£226
abcbl4484ed23ac7433d9382acasl0chfeedadascc™, g Download
"dataProductId”: null,

Presented by Frederic Bellaiche 83 DAWEX
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= Thank you!

Fréedéric BELLAICHE
VP Technology & Research

\frederic.beIIaiche@dawex.com
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SOLID protocol: A solid foundation for Data

SNNSSES spaces

SN :? — 12:00-12:30

Guillaume Rouyer
RS Co-founder of Virtual Assembly and PhD student
Sylvain le Bon
Co-founder of Startin’blox
R o Frederic Lé
. - Président Youragileway, expert AFNeT
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A brief history of SOLID

W3C

former director
of

to ov
e« PR s

Semantic
% Ny

Web

to overcome
the limits of

Tim Berners Lee et al




What is SOLID?

®
Standardisation
work at s

Solid is a specification that
lets individuals and groups
store their data securely in
decentralized data stores
called Pods

Pods are like secure web
servers for data. VWhen
data is stored in a Pod, its
owners control which
people and applications can
access It.



Your Pod: All your data, under your control

4 Any kind of data can be stored in
4 a Solid Pod, from structured data
e to regular files that you might
/ store in a Google Drive or
Dropbox folder.

Individuals and groups can grant
or revoke access to any slice of
their data as needed.



Deployment of Solid by Athumi and the Flemish government

MyDiploma & MyCitizenProfile

i ;
GHENT E
UNIVERSITY
v
Data Producer - '9' —
Control
Access

Other use cases : Health, Energy, Banking

Control
Access

>

tech-x

e

randstad

Data User
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Enabling the interoperability of local producers’ catalogs TAARN
Open Food Sell
N etWO r k registers
use-case ma”ageSl % cogettenet

products iR

<R

Open Food Network

Use case

DL fosted b )
osted by e

S « w :

N2 4D

- I ’®  hosted by w

registers
manages
products

Producers can sell via
multiple platforms.
They have full control
over the management
of their stocks

|

marketplace.com



Standards to enable interoperability

All data in a Solid Pod is stored and Solid uses a common way of
accessed using standard, open, and describing things and their
interoperable data formats and relationships that different

protocols. applications can understand.
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SOLID standards’ stack 2238t

Far N A WYY

Layer Interoperability Agreements on standards and technologies
Dataspace Application * Additional agreements between participants of a specific
dataspace

* Services for easier data sharing, e.g. data catalog

* Trusted third-parties that supervise the data sharing
DIOCESSES

Decentralized identity (WebID, Solid-OIDC) . .
Solid Data Space on top of Solid

A trol (WAC
ceess control (WAC) and Web layers, Sascha Meckler,

Read-write Linked Data API (LDP) Fraunhofer ||S’ 2023
Linked Data * Uniform data format (RDF in different serializations, e.g.
Data Turtle, JSON-LD, N-Triples) https://dl.acm.org/doi/fullHtml/10.1
» Human- and machine-understandable data with semantics 145/3543873.3587616#fn5

* Knowledge representation via ontologies and shared
vocabularies (RDFS, OWL)

* Linked Data concepts (LD principles and 5-star LD)

Web Communication ¢ Uniform communication protocol (HTTE HTTPS)

* Communication security and certificate authorities (TLS)

* Common data formats (XML, JSON, HTML)



https://orcid.org/0000-0003-4846-1626
https://dl.acm.org/doi/fullHtml/10.1145/3543873.3587616#fn5
https://dl.acm.org/doi/fullHtml/10.1145/3543873.3587616#fn5
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SOLID Architecture RS

identifies

(1d provider\ Solid POD

REST Service

Containers

Non-
RDF

Resource
Storage

=7

Webld /
DID (wip)

I o A
identifieg | D brerresrr
RDF / Non-RDF

Resources

\_(RUD, ACL, Notif._J

)
4
%
O,
%
39900\4
s

RDF

Notification
Support

RDF / Non-RDF
Resources
CRUD, ACL, Notif.

Delivers




Positioning of Solid vis-a-vis the DSSC’s Technology Building

Blocks

tech-x

Data Interoperability Data Sovereignty & Data Value Creation

Trust

Data models

Identity & attestation
management  (§)

Data exchange @

Provenance &

Publication & discovery

Enablers

Access & usage policies Data, services &
@ and enforcement @ offerings descriptions

(s

Trust framework Value added services

traceability

Technical Building Blocks

DSSC Blueprint 1.0 - Technical Building Blocks - Blueprint v1.0 - Data Spaces Su

ort Centre (dssc.eu
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s“sN\N}) 72
LA Y K
72l VA
27 01\ AN



https://dssc.eu/space/BVE/357074917/Technical+Building+Blocks
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Integrating SOLID with IDS and Gaia-X ecosystems 1/4 AR

Solid Application

Integration scenario (Work
In Progress)

"
'\\,k)_ 0= DSP
0= Connector
_,D- \ ) J
Federated catalogues /
indexes
Trust Anchor @ Onboarding
\_ [g—— DSP
ol connector
(L

Using Solid for data discoverability and
integration in the IDS & Gaia-X ecosystems
via an indexing engine based on SOLID and

Communica, with data retrieval by LDP in & i
. . // o — VC distribution
SOLID-based applications. gt ——> AP call




Integrating SOLID with IDS and Gaia-X ecosystems 2/4

Innovations

 LDP-based APIs as data plane allowing for direct access to data in a unified
way

 Automatic management of permissions on the POD by the connector for
efficiency but user still have the upper hand on it

* Proposed standardization of index format to unify data discovery and
guerying, and introduce a distributed search engine operating at the data
level



Integrating SOLID with IDS and Gaia-X ecosystems 3/4

Limits

* WebACL are limited to simple identity-based access management schemes
when the DSP handles delegation and more complex role-based schemes.

* Convergence between the WeblID and did:web/did:jwt standards are
explored

e Support for EIDAS-based identities should be investigated for broader
adoption based on governmental use-cases



Integrating SOLID with IDS and Gaia-X ecosystems 4/4

Next step

e StartinBlox, Imec and PTX are joining forces to integrate SOLID open-
source components with other open-source data space components

 PTX has established a consent driven data exchange protocol on top of the
IDSA dataspace protocol, the GAIA-X trust model, as well as a connector to

verify consent before starting data exchange
e Startin'Blox and Imec are now working with PTX to connect solid pods to

this protocol and connector
e This will approach will be deployed in other data space opportunities, for

example the skills and media ones
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Thank you!

Guillaume Rouyer

"fi.;iFounder of Virtual Assembly & PhD student, guillaume-rouyer(@protonmail.com

| Sylvain le Bon
Co-founder of Startin'blox, sylvain(@startinblox.com
| Fréedéric Lé
~ Président YOk{agiIeway, expert AFNeT, fle@youragileway.com

N
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rust Indexes beyond conformity
12:30 - 13:00

Pierre Gronlier, Gaila-X
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Lunch Break

13:00 - 14:00

Hemicycle Bar
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Policy reasoning
14:00 - 14:30
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Yassir Sellami, Gaia-X




Safeguarding Financial Well-being: Leveragiﬁg
-~ Data Analytics to Combat SMS-based Fraud for

TS Vulnerable Populations

14:30 - 15:00

Fawad Qureshi, Snowflake
Damion Rose, BICS
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Global Field CTO = Strategic Partnerships Lead
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How does SMISHING work?

2. Victim clicks the URL
without scrutinizing

1. An attacker, pretending to be a
legitimate sender, sends an SMS

3. URL takes the victim to a
malicious site.

5. The victim is usually also
added to a "suckers list"

Victim Tricked

4. The victim is tricked into
sharing sensitive information
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DICS




BICS — Connecting Everything

Connecting communities and creating opportunities

&

BICS’ mission is to connect
communities and create
opportunities.

N

“h

BICS puts the ‘internet’ in the Internet
of Things, enabling devices to be
easily connected, whether it's private
network, mobile, or even satellite
networks - BICS makes it happen.

He

People, machines and businesses are
all being connected to bridge the digital
divide and drive digital transformation
worldwide.

@

It's also helping bridge the digital divide
through roaming enablement and
VOLTE - ensuring no one is left behind
even as we develop newer 5G
networks.
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BICS at a glance

Connecting everyone, everything, everywhere

5 g G %

€1 billion+ revenues

6.8 billion SMS 2.3 billion text 4.5 billion text messages
20 billion voice minutes messages between between applications and
people people %5

900+ employees

around the world

@ a9

Carrying half of Connecting BICS blocks Headquarters in Brussels,

the world’s 150 million+ 617 million fraudulent call attempts offices globally serving

data roaming traffic loT devices 473 million smishing attacks customers all over the world
507 million robocalls

Figures based on 2023 reporting




What is Snowflake?
Sk
1

snowflake’




The Snowflake Data Cloud

Snowflake Data Cloud

A global network connecting you
to the most relevant content,
powered by a single platform

>9 4K >2.4K

Customers Marketplace Listings

Figures as of Jan. 31 2024

aVe

,‘? © 2024 Snowflake Inc. All Rights Reserved

MARKETPLACE

OATA & APPLICATION S

WORKLOAp¢

@ <> @

Al /ML APPLICATIONS CYBERSECURITY

=/
DATA
ENGINEERING
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UNISTORE

DATA
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THOUSANDS OF
ORGANIZATIONS
COLLABORATING
WITH THEIR
ECOSYSTEM

THE DATA CLOUD

Above visual illustrates collaboration between Snowflake accounts and is not based on actual customer adoption

The Network Effect
of the
Data Cloud
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What are Data Clean Rooms? gaiax

Data Clean Room
Data Sharing | Double-blind Joins | Restricted

Queries
Product(s) Location
Basket(s) Roaming
Price(s) m ((fA?) Mobility
Promotions ——— Social Influence
Bank CSP
CLTV e Device
RFM Data needs ad:raelss Data needs Software
to stay secret to stay secret
Home Store from Party B from Party A Credit Score
Other Stores CLTValue
Address(es) _ Wallet Share

Phone Number Is a Global Identifier
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SMISHING Prevention using Data Clean Rooms A
gaila-x
How IPX Provider can help: Banking / Utilities / Proactive event monitoring for
Government suspicious account activity
Customer
oo = [T
IPX § g Customer Loyalty Database
IPX network SMS hub @ =
data network [j SMISHING Target = True

| data SRR F---1---
) i

. Customer Mobile
Log files Number Cache

Log files i o ———— - r————— -_— -]
\% Detected 1 |px Data lake

Data capture

N
I
SMISHING I I :
events ! I
I
IS e
o0 | I g > I
Enriched W I - : ‘ I
Data transformation & files ML models ; SMISHING l ;‘0‘2 Data Clean !
enrichment I detection | ae Room I






Thank you!

Fawad Qureshi | Damion Rose
Global Field CTO | Strategic Partnerships Lead
Snowflake | BICS




Cybersecurity - Banking Fraud Note:

SMISHING with Social Engineering Risk Signals This is not just limited to the Banking Sector (any

Background: critical infrastructure could be targeted).

* SMS is a key channel to interact with brands and service providers.

» Bad actors know this and use SMS to defraud money and personal information.

« Americans lost over $330 million to text message scams in 2022 — with fake bank text messages being the most
common scheme

» |IPX Provider could play a role in helping banks prevent these kinds of fraud with early warnings social engineering

8y, September 12

Idea:
Provide risk signals to private banks when a mobile subscriber receives a SMS related to unsolicited payments / R

transactions / banking information. This includes the CLI seen by the user.
Alert! Someone tried to log

. . .. . into your bank account. Click
. payments fraud via international come is increasing on this link to login and

o vulnerable groups and increasingly targeted (senior citizens) check.

o these group tend to not talk about their attacks to avoid criticism or losing agency (children taking over their
money management)

e the vulnerable groups tend to not be digitalized (don’t read SMS properly, are likely to engage, if on they get into

a voice conversation are likely to keep talking on a call, prefer printed information, etc.)

SMISHING is often a first step for targets, then once engaged it escalates.

targets are normally on a traded “suckers” list, so they will be targeted again

banks can monitor for unusual activities on the user's bank account following an early threat signal

bank can check if customer is in “vulnerable” category (senior citizens, surviving spouses of deceased, etc.).

banks are facing legislation to better protect customers against fraud

There is also the possibility to augment this with a line-busy check ad-on if there is suspicious activity on the
customers account (e.g., large payment or transfer of funds) to detect if customer is being socially engineered.



Cybersecurity - Banking Fraud
SMISHING with Social Engineering Risk Signals

Why banks need a solution:

» Direct monetary losses linked to writing off fraudulent payments / transactions
for customers

* Mistrust of SMS by consumers will lead them to abandon SMS as a channel
and require banks to pump additional investment into other channels

+ Cost of additional security measures and the impact on the experience of

customers, for example through additional authentication steps
increase in fraud from

2020 to 2021

Americans lost over $330 million to text
message scams in 2022 — with fake bank
text messages being the most common

scheme. 200% increase in smishing
0 attacks in the UK in the

first half of 2021

Consumers lost $330 million to SMS scams in US in
2022, says report | World News - Business Standard
(business-standard.com)



https://www.business-standard.com/world-news/consumers-lost-330-million-to-sms-scams-in-us-in-2022-says-report-123061200885_1.html
https://www.business-standard.com/world-news/consumers-lost-330-million-to-sms-scams-in-us-in-2022-says-report-123061200885_1.html
https://www.business-standard.com/world-news/consumers-lost-330-million-to-sms-scams-in-us-in-2022-says-report-123061200885_1.html
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Interoperable Trust models
15:00 — 15:45

Pierre Gronlier, Gaila-X




Dataspaces and Federations

O - Dataspace: business point of view
H H H = Similar to a Domain Ownership from Data Mesh

= The Dataspace Authority specifies and maintains governance rules

= Federations: technical point of view
= Composed of one or more data connectors / data warehouse / data lake

<[> = Defined by a set of service endpoints that will expose dataset according to the
dataspace rules.

=> A dataspace can span across several federations.
=> A federation can be used by several dataspaces.




Dataspaces and Federations

Shared governance
adopted across dataspaces,
operationalised by the
Gaia-X Digital Clearing
Houses




The scenario 2023

T

DUFOUR STORAGE

Dufour Storage is offering data storage services.

Currently it is trying to build a
competitive advantage based on Gaia-X standards.

I,

MONT BLANC loT

Mont Blanc loT provides loT Device Management

services.
They are currently looking for safe and trusted data

storage.

G

River Trail is a company specialised in loT market
analysis.

They are buying data for studies and researches.

1. Bob the farmer & has installed loT sensors from Mont
Blanc loT and the sensors are generating Data M.

2. Mont Blanc loT is looking for storage offering and found
cloud storage B from Dufour Storage.

d il
is looking for loT sensors data and found

Bob’s & Data M.




The scenario

il wants to process Bob the farmer & Data M from Mont
Blanc loT stored on a cloud storage B from Dufour Storage.

82— M

B
!
. N

Y MONT BLANC loT
“~.._  DUFOUR STORAGE




The scenario: a simple chainable and nested schema
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MONT BLANC loT




The scenario

il wants to process Bob the farmer & Data M from Mont
Blanc loT stored on a cloud storage B from Dufour Storage.
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The scenario: data spaces

&2 How many dataspaces do you count ?
L2 Can we have DataSpace “on the fly” ?

1
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= Trust: the “favourable response of a decision-making party who assesses the risk
concerning the target party’s ability to fulfil a promise”

@ ﬁ@”ﬂ assess X @ @@a

decision-making 3%b target
party g fjhl ade oY party

a promise

|:_@ Verifiable Credentials

if ok X Q@

alll
x |

if not ok > or start again




To onboard an ecosystem
m @@llﬂ il @I;llﬂ =
N/

— ©
J

To order a service for my domain

m @@ﬂ m ﬁﬁlfl

N2 S |

To access data for a specific purpose

m rQ\@llﬂ il ﬁl;llfl

I I
N/

Verifiable Credentials




Trust with consistent policies everywhere

Contract / legally binding agreement
Business «——» Business \ . Buying a house in a notarial’s office
. Buying a soda in a vending machine

Cloud Services Federations with
ABAC/RBAC

Customer «——» Business *  Access control / Usage control S
. Standard Read/Write/Execute access
. Data processing purpose negotiation and enforcement
Employer «——» Employee > C Consent management E%
e Rights delegation [ S
Natural «—  Process  To alegal representative
person * Toan employee ﬁ e ’

e To aworkload / service

Process «—»  Process
(Machine) (Machine) /

Supervised / Automated

*  The procedures to establish an agreement.
*  The policy rules reasoning to reach an agreement.




Example of integration

Federations

Used by

- Decentralized
partchpants architecture enabling
_ R4 mg“ many-to-many relations
i Data space interoperability
§|: E|,” = 11| DS Registry I
anains [Goverace — e I T T
L B s T I 4H

- | Dataspaces

s Adopted and extended by
dataspace authorities, Data
Intermediaries (DGA) as a
frame of reference

European Blockchain

@EbSl A common governance by Gaia-X[1]




Example of integration

Federations

Issue, rqugst, Issue, request,
present Ver.lflable present Verifiable
Credentials Credentials

Is federated with

Data Space
11
0.1 Eloa
1.1 Sprole 1.
maintains | Governance ole & Service [iri [t (1 [0
o L3 Authority [*F 1.0 SUrole 1.1fspecification

Dataspaces

is registered in (as @ member)

Issue, request, present
Verifiable Credentials

European Blockchain

@EbSl Gaia-X Digital Clearing Houses




There are 2 interoperability scheme

= Technical + partial semantic interoperability becauseadopting de facto standards
and information models.

= No stickiness to Gaia-X rules.
= No obligation to use GXDCH services.

= (Can use the GXDCH source code with non-Gaia-X rules.

= Organisational + partial semantic interoperability because based and optionally
extending Gaia-X Compliance.

= Must use GXDCH services.

Gaia-X Architecture
documents.

Q
o)

N

Those documents
are

rule agnostic.

Gaia-X Compliance
document.

This document is
technology agnostic.




Gaia-X added-values

= Unexpensive and scalable ~7 technology.

= Privacy-preserving with no lock-in nor lock-out for services and products

discovery £ with the Federated Catalogues & . Data Ecosystems

= Support multiple dataspaces governances, derived and elaborated &€& from the

DATA

common Gaia-X policy rules. EXCHANGE

FEDERATION

- Support multiple federations architectures [%. , with a minimal technical

footprint based on open-standards and open-source code.

= Cloud service SWItChabIIIty Infrastructure Ecosystems
= Smart legal contract (Ricardian contracts)

= Enable users to self-determine their level of technical, operational and legal

autonomies




Gaia-X Compliance adoption

[ Also known as Dataspace Authority

o,
M

Ecosystem Authority

B

N\o
S

Ecosystem A

Ecosystem
Terms & Conditions

The authority can require members,\
data products and services of its
ecosystem to be Gaia-X Compliant
on top of additional requirements,
because it increases the trust level
for fair, secure and interoperable

exchanges.

Gaia-X Compliance
document.

This document is
technology agnostic.

The Gaia-X AISBL is not involved in the
ecosystem setup / onboarding.

1

Gaia-X AISBL




Ecosystem onboarding 1/3 Gaia-X Compliance

document.

1
1
! Lists
| accepted

This document is
technology agnostic.

Ecosystem Authority

6|
e
=

A party interestedto  * Wallet

74
/0 join the ecosystem

<
<«

Ecosystem A

Ecosystem
Terms & Conditions

Gaia-X AISBL




Gaia-X Compliance

Ecosystem onboarding 2/3
document.

This document is
technology agnostic.

o,
M

Ecosystem Authority

a="_

Lo

A party interestedto ° aWallet
join the ecosystem

[[H?O
-3

I ' . ' Gaia-X Compliance or
Label credential

Ecosystem A
Ecosystem
Terms & Conditions

Gaia-XAISBL  —e—_——_————————— — — —




Ecosystem onboarding 3/3

% A party interested to
join the ecosystem

o,
M

Ecosystem Authority

The ecosystem authority can
decide to issue a
membership credential as a
proof of onboarding

""""""""""" - completion.

0 Ecosystem portail /API
E tem A
cosystem Ecosystem

Terms & Conditions

Gaia-X AISBL




Federating ecosystems

A party interested to join
multiple ecosystems

/DA :—

o R (%,
O Vg\glet I
M

Ecosystem Authority

Ecosystem Authority

= m———————

=, = 4

0 Ecosystem portail /API Ecosystem portail /API \ /
/ 0 Those ecosystems improve their interoperability because their share 0 . O ‘ O
‘ common procedures/rules and semantic. /
L I ' . ' ) The same flow can be used to describe services and products, including I ' . I I '
data products, with their policies. T&C CcoC

Ecosystem B

Ecosystem A

Ecosystem

Terms & Conditions Ecosystem

Terms & Conditions

Gaia-X provided a common ground for
interoperable Trust, extensible by the
market and per vertical.

Gaia-X AISBL

The authority can decide to accept
Ecosystem A membership credential
as valid onboarding proof.




Global workflow

~- 1) Conformity Schema 3) Conformity Assessment
: ) D
- ‘ i Validation & Verification
Is used by the party to know H .
what and how to gather claims i Conformity £ process
and evidence to demonstration i assessment criteria
criteria fulfilment i
E @ J Ecosystem
! Compliance
i engine
-—-» 2) Gather Claims & Evidences
Signed digital attestation of
Ecosystem > _
— i = _ conformit
® :6/ signed digital Registry ~ Y

declaration**

Is®

O
I’@lT
S
1| N\

v

Verifiable
Credential /
Digital
Attestation**

| ‘
I
3¢ party signed digital ol

—-=- impartial certification**
CAB**

\ 4

Verifiable
Presentation

]

]

]

*: legal person, natural person, process b —————— ------_'
PDF

**. terms defined in the 1ISO 17000:2020




Ecosystem Conformity scheme

— w criteria
S ¢ |
ﬁ 5 15t and 2" party assessment activities [ What is the desired I 3™ party assessment activity
o % v / assessment level ? | v
T o declaration certification
Signed digital
= attestation
~
No / Should we rely on existing Yes
‘ / assessment ?
\ 4
\ 4 . . .
List of attributes and per attribute : - -
"2 List of attributes and per attribute the format, the scope, the Identify e:;trl]réir[:jermlsyble
g the format, the scope, the cardinality —
cardinality and if possible, a list of
v i v Matrix of scope equivalence ;
< accepted evidence > pe eq Ecosystem Compliance
S Yes% Are there existing sources No between the scope of the existing Y ] P
il of information ? standard and the ecosystem engine
= criteria scope.
v Must be described in a separate .
>
@ process and includes Yes * Validates and/or
2 list of evidence, procedure, format Is there a gap ? / verifies the
(@) i .
3 _to perform the audit, requirements.
eligibility criteria of the CAB, ... No
T
v
2 Per attribute, the accepted signee List of ecosystem accepted Trusted List of ecosystem accredited “gap List of ecosystem accredited CAB.
_8 roles. Data Source used as evidence. CAB”.
8 v
< Per role, list of ecosystem accepted * v
+ Trust Service Providers (TSP) i e
(%] 1 . [ B “ . ”
3 providing certificates for signing. 1 List of ecosystem accepted Notary | List of ecosystem “equivalence CAB”.
- : services :
Q= ' { {4 Signed digital attestation |} {
@ Signed digital declaration J Signed digital certification J Signed digital certification J Signed digital certification J




Conformity scheme

— = criteria
g § I
V=S s n PR rd v
= = 1%t and 2" party assessment activities / What is the desired . 3" party assessment activity
o % v / assessment level ? | v
L o declaration certification
Q= ' { Signed digital attestation ] Signed digital
~ Signed digital declaration J Signed digital certification J :_\/ attestation

Gaia-X Compliance engine

Verify the cryptographic chain used to sign the claim v v

Verify the issuer of the claim L4 (role + TSP) L4 (accredited/equivalence/gap CAB + Notary)

Verify the claim itself X X (done by the CABs)

Validate the claim L4 (when a format has been specified) L4 (when a format has been specified)




GXDCH General workflow

CONFORMITY

Gaia-X Conformity

Aservice or product
offeringis certified Gaia-X
Conformant upon the
successful assessment of
all the mandatory criteria
related to transparency,
security, interoperability,
portability and
sustainability. Not bound
to a specific jurisdiction or
industry domain,

Value: The provider &
consumer can make

information gathered to
demonstrate European
values

Gala-X
LABEL

Gaia-X Label level 1

Aservice or product
offering is certified Gaia-X
Label level 1 if the offering
is Gaia-X Conformant and
fulfils additional European
rules related to personal
data protection.

Value: In addition to the
GaiaX Conformity, the
provider & consumer
canrely on mutual
declaration of adherence
to the European data
protection rules,

Gaia-X Label level 2

Aservice or product
offeringis certified Gaia-X
Label level 2 if the offering
is Gaia-X Label level 1 and
fulfils additional criteria
related to cybersecurity
and the service offering
needs to have an option
for the customer's data to
be processed and shared
exclusively in the Europe
Economic Area.

Value: In addition to the
Gala~X Label level 1,
rity criteria have

been verified by impartial
third parties & data can be
processed exclusively in the
EEA.

Gaia-X Label level 3

Aservice or product
offeringis certified Gaia-X
Label level 3 if the offering

s Gaia~X Label level 2,
the consumer’s data are
processed and shared
exclusively in the European
Economic Area and the
headquarters and the main
establishments of the
service provider are located
in the European Economic
Area.

Value: On top of the Gaia-X
Label level 2, the datais
lusively in the

processed

EEA & cannot be accessed

by parties from outside the
EEA.

—

Signed digital attestation

Ecosystem Rulebook
(Registry)

Ecosystem
Policy Enforcement

(policy engine/PDP:
contract, conformity,
access rights, ...)

Catalogue #1

Catalogue #2

Catalogue #3

Publication & Search
(Credential Event

Signed digital attestation e————fp- Service)
ﬁ

PDF



GXDCH General workflow

Criteria

OWL / JSON-LD Catalogue #1

W3C SHACL Ecosystem Rulebook
W3C SPARQL (Registry)

Catalogue #2

*
n

* DNS (TRAIN), IPFS,... -
.IIIIIIIIIIIIIIIIIII. Catalogue#3

ETSITS 119 612,
DID, ...

Trust
Anchors

EBSI Trusted Issuer API
NGSI-LD

)y W

Ecosystem OIDCAVP
Policy Enforcement ] Wallet, Agent, ... E : Publlcatlor? & Search
. = | Presentation Exchange (Credential Event
OIDC4VCI ] . .
1 — : : S EEEEEEEEEEEREERDP
contract, conformity, . R—@ : fe " .
accessrightsl“‘) :IIIIIIIIIIIIIII IIIIIIIIIIIIII: :llolr]ltlez(fllrlol?:l:
-IIIIIIIIIIIIIIIIIIII’
= SHACL/ODRL/Prolog/... =
LR N RN NENNENRENRNERNERNERNERHNERSERMRHNERHERHERMRH..] OIDC4VP PDF
Wallet, Agent, ... Presentation Exchange e ———

PDF/A-3a / XMP

Signed digital attestation
W3C VC R=



https://www.etsi.org/deliver/etsi_ts/119600_119699/119612/02.01.01_60/ts_119612v020101p.pdf

GXDCH General workflow

Criterion P1.1.5: The Provider shall clearly identify in each legally binding act the applicable governing

law.
Conformity Label L1 Label L2 Label L3
declaration declaration declaration declaration

Digital signed

attestation
the legally binding act, by indicating the ISO 3166-2 code of the respective country. billeantert ] \—"

Declaration: Using the Gaia-X Ontology, the declaration shall detail the applicable governing laws for

. . type: "VerifiableCredential™
Crlterla S b id: "https://www.riphixel.fr/..0-82ae-f0c89ccl187
: 68.json"
translation , , o
gx:PostalAddressShape a sh:lNeodeShape ; W issuer: "did:web:www.riphixel.fr"
sh:targetClass gx:headquarterfddress, gx:legalfAddress v credentialSubject:
v id: “https://www.riphixel . fr/workshop/demo2623/

sh:property |
25ab6315-81b8-4f96-affb-94af699a825c. json"

sh:path gx:countrySubdivisionCode ; G
gx:legalName: "Riphixel"

sh:datatype xsd:string ; w gx:headquarterAddress:

sh:minCount 1 ; gx:countrySubdivisionCode: "FR-59" I
sh:pattern "*[a-zA-Z]{2}-(?:[a-zA-Z]{1,3}[[0-9]{1,3})%" ; b gx:legalRegistrationNumber: T
sh:flags "i" ; b gx:legalAddress: f}
sh:message "an IS0 3166-2 format wvalue is expected.” ; type: "gx:LegalParticipant™”
] . validFrom: "2024-05-06T21:56:55+080:00"
validuUntil: "2024-08-084T21:56:55+00:00"




Gaia-X Compliance 24.04-pre

N Gaia-X Compliance Document - main version (72e95908)

About  Introduction ( Compliance Rules ) Gaia-X Trust Anchors ~ Annexes

4. Gaia-X Compliance Criteria for Cloud Services

Proposed Compli

Exchange Services

° Note

We use the term ‘Provider throughout this section as the short denominator for a cloud Service Provider or CSP, i.e, the
participant who provides cloud Service Offerings in the Gaia-X ecosystem. We use the term “‘Customer’ in this section to

denominate the cloud service Customer, i.e., the participant who consumes a Service Offering from a cloud Service Provider.

GitLab
Wy Wi

Table of contents

Nomenclature and Versioning of
Referenced Standards

Assessment procedures
Contractual framework
Contractual governance

General material requirements
and transparency

Technical camnliance

é Acronyms

We use the following abbreviations in this section: C (CdQfermity), L1 (Gaia-X Label level 1), L2 (Gaia-X Label level 2) and L3

(Gaia-X Label level 3).

b Criteria extract in JSON

A machine readable version of the criteria in JSON is avail§ble here. Download JSON

158



Thank you!

Pierre Gronlier
~ Chief technology Officer

pierre.gronlier@gaia-x.eu
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~ How to make a data product for Gaia-X
==\\\§ 15:45 — 16:15
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Maria Santamaria, Tecnalia Research & Innovation
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//%ﬁﬁ' @ﬁ“g@\mqﬁ@% programmable cloud appS
“SHiiive St & Smart EdgE Sensors
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The OASEES project aims to create a new
programmability framework that will allow edge
devices to work together in a decentralized and

secure way, using advanced technologies such as
Al/ML accelerators (FPGAs, SNNs, Quantum) and a

privacy-preserving Object ID federation process. This
will be fully European open-source framework.
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Context: OASEES Use Cases

nal:
[
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E-Health: Smart Nodes for Analysis of Voice,
Articulation and Fluency Disorders in Parkison
Disease

Energy: EVs fleet coordinated recharging to
support optimal operation of electricity grid.

_ Drone Swarm for area and infrastructure

2 ! inspection: Drone Swarm over 5G for High Mast
Inspection.

Structural Safety for Building and Critical
Infrastructure: Swarm  powered intelligent
Structural safety assessment for Buildings

Collaborative robotic automation: : Robotic Swarm
powered Smart Factory for 14.0

Wind Energy: Smart Swarm Energy harvesting and

Predictive Maintenance Wind turbines
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P 4
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A real-world Business Case
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S\N\} 2z
LR Y X
P 4
22 0 VNS
24 0 VNN

* The Wind Farm owners share acoustic data
with the Wind Turbine maintenance company RS —

2 e
= o ﬁ'\ o}
=13 & 4 \ -'&
. . 2 1] S —"  STAKEHOLDERS

e The WT maintenance companies provide a WT

o suscom, | [ SR o I |
blade anomaly detection service: Using signal """ e s
processing methods and Al, they are able of \
detecting blade damage and to launch %_
preventive maintenance actions. * <0 ! ]ﬁ
r::_‘-fl ._ ‘i}.“ \Q}“ﬂ\ *..I‘
# »f ﬁ?ﬁﬁ :'f]u L %‘M‘}x .
o “-."-, W e =t
Data product: Wi FaRH A /| RN
Blade Acoustic Monitoring Swarm System e e
i <7
¢ g
WIND FARM B
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The Data Product Canvas

Mame of Data Product: Blade Acoustic Monitoring Swarm System

Who is the customer? Wind Farms owners — Wind turbine
Maintenance companies

W

O T

 the data analytics solution ..... ‘

T

-ll What data sources do
[—— need to create
W customervalue?
Wind turbines (WT) acoustics
menitoring systems: This refers
to systemns that monitor the
acoustic characteristics of wind
turbine blades, Thess systems
collect  raw  acoustic  data,
providing insights into the sound
produced by the blades during
their operation.

WT blade failure and stop
histore. This imvoles gathering
information about the historical
accurrences of blade failures and
instances where the wind turbine
had to be stoppad.

WT blade maintenance plan. It
outlines  the schedule and
procedures for maintaining and
servicing the blades, ensuring
optimal functionality and
preventing potential failures.

With  which  data
analytics methods do
we generate insights

from the data?

Signal
identifying relevant features in

Processing  Methods:

the sound patterns failures
associated with turbine
performance and potential.

Meural Metworks Trained by
Distributed Learning Algorithms:
Meural metworks, a type of
artificial intelligence, will be
employed to recognize complex
pattemns in the acoustic data.

Technical Reports Based on Processed
Acoustic Dataset: information included
in the reports consists of datetime, wind .
turbine (d, wind turbine kheight and
diameter, and labelled anamalies.

Blades

Wind Turbine

detection: Unusual

anomalies i the acoustic data that can
indicate Bsues with the blades,

.
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In which form do we What added walue What wizhes,
provide  the data | and what advantages ° problems  and
senvice to our users | does the data service %’ challenges do aur
and customers? I. generate to our users customers and

and services? users have?

Wishes:

Privacy and data protection
between stakeholders [Wind Farms
owners — Mainte nance companies)
Problerms:

- Lack of availability, quality and
veracity of the raw acoustic blade

This data service adds value by
improving turbine performance,
offering non-intrusive
monitoring, enabling proactive
analysis and detection, ensuring
algarithm reliability, evaluating

anomaly
patterns  or

Maintenance Prediction and Impact on 5 X : d data, ) y ]
LCOE (Levelized Cost of Energy): maintepance cost impact, an - Expensive blade fallure detection
potential Impact of maintenance providing amnmlz?d data for methods,

activities an the Levelized Cost of Energy further analysis and | Wind turbine shutdown for blade
Dynamic Maintenance Plan According | 9evelopment. inspection.

to Blade Health Status: The data Challenges:

product includes a dynamic maintenance | | These advantages collectively -lngprove Operational and
plan that adapts based on the realtime contribute to a mare efficient Maintenance Expenditure
heakh st_atuseftneturblne:blades. and cost-effective management elaborating dynamic maintenance
Anonymized Blade Acoustic Data: of wind turbine operations. plans,

To address privacy concerns, the produect
includes anonymized versions of the raw

aCoustic data.

-New and Innovative altematives to
diagnose blade status.




Close view on Use case data gathering
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The process to make a Data Product for Gaia-X

@ Store the data @ Consume the data
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NS
DATA PRODUCT generation (Technical Report) AR

gaia-X

BAMS Laboratorio Madrid

Capgowini@  [1527:34] - & Anomalia |

Chamnels: 2 , SampleRate: 48000 , BltRate: 384000 Alert History

152608

TEMPERATURE

. ]

®
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Checking that the DATA PRODUCT is stored in IPFS

e IPFS AP Fer Daka Prod

& A Moesseguro 1722641123 OCs o # Incdgnita

IPFS API for Data Products - OASEES “2 &

L k]

AMlniaproducs b

default &
S{dataproduct_id}/paths Corese Pece: Shckm s =
.3
f{dataproduct_id}/files/add Upoad Fles To o o
MMdataproduct_id}/files cFims sl "
f{dataproduct_id}/file GeoiFu "
/{dataproduct_id}/items Cost mies Listfy Pam o

EES) idatoproduct_id}/items Doiew ke b

Schemas e
Body upload fles 1w ipls  dataprodoct i Giles add past » abfect
HTTPValidationErmar » obfect
Io
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@ Register the data-products

Generating the Verified Credentials for the Data Product offer

¢ C | a o ]
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Data Product consumption

Blade acoustic manitaring Parkinson disease diagnastic Charging Points info for
swarm system technical and rehabilitation Electric Vehicles Fleet
F'!l:"l:'l:ln MENagers
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Thank you!

Jesus Maria Santamaria

- CTO Digital Unit, Tecnalia Research & Innovation

(51 jesusm.santamaria@tecnalia.com
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egssh' Product Carbon Footprint Sharing and Estimation

Paul WeiBenbach, Posedio GmbH
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EuPro
Controlling Data in Gaia-X: C‘ veant
Utilizing Policy as Code for Product
Carbon Footprint Sharing and Estimation POSEDIO

= Paul WeiRenbach
= Lead Cloud Engineer @ Posedio

= Reliably, secure, performant, and sustainable software and cloud
deployments (with a focus on authorization).

= Working on EuProGigant a Gaia-X Lighthouse Project
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= Product Carbon Footprint Sharing (Use Case Part 1)
= Policy and Policy as Code

= A Company Service, Data Space Service, and Service for Multiple Data
Spaces

= Implementing

= Access Policies, Admission Policies, Content Policies, “Sharing” Policies
= Product Carbon Footprint Estimation (Use Case Part 2)
= Implementing

= Usage Policies

= Policy Management
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Use Case Part 1:

Product Carbon Footprint

(PCF) Sharing

= Reliably store PCF information for
Engineers and keep it available.

= Allow fine-grained access control to
protect the PCF provider's business
interests.

= Access through an API

Controlling Data in Gaia-X

EuP& PCF Service Consumer Corp v Engineer ~

Search :

S e
M30X HIGH HARD TOOL XX co2e / Ké
Steel One . Tool Steels v audited

M30X HHT is o corrosion-resistant, martensitic chrome steel
with very good toughness, corrosion resistance; wear
resistance as well as Improve_d eutting oand polishab?h‘ty
properties.

M30 Screw XX co2e / Stk
Quali‘tt/ Screws . 3o\|Vomize_d

DIN 433 / ISO 401? - Steel %.% galvanized - M30x320 -
hex Bolt; *Pu“y threaded
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Policy RS

= Policies are not an end in themselves!
_ = Goals =2 Instruments = Implementation
“A set of ideas or a plan of what to do P
in particular situations that has
been agreed to officially by = Examples:
a group of people, a business organization,

. ; = Protect process IP = Coercion = Role-
a government, or a political party.

based access control

- Cambridge Dictionary = Provide historical data reliable = Coercion

- Retention of data (forbid deletion)

= Increase data quality = Suasion = Offer
discounts on audits
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Policy as Code

gaiax’"’
= Example: Request for
= Only customers who PCF of
M30X HHT
bought a product can
: PCF Service (
access its PCF of Steel One Policy Evaluation
_> _>
‘ Check if customer
= Decouple from Application bought product
Code /
= Policy Enforcement Point Process Metrics /
of Steel One l
= Policy Decision Point
- Reus.able over multiple QA Test Service Logs
services of Steel One 2024-05-23 16:19:31: pcf.read allow ...
= Central decision logs ‘ ‘ 2024-05-23 16:20:18: pcf.read deny ...

2024-05-23 16:20:22: pcf.read deny ...

Controlling Data in Gaia-X 23 May 2024 177



A4
\
~sqo--
e @8 ~~
c7 1 VNS
40 VNN

Policy as Code Language Jaiasc

Policy: pcf.read
Input:
* Customer

= |n Gaia-X, two Domain Specific
* Product (PCF) to read

Languages are especially
interesting PCF Service

1. ODRL (Open Digital Rights of Steel One
Language) with OVC profile allow: true / false T
Policy and Data

2. Rego (for Open Policy Agent)

»
»

Policy Evaluation

P
<

package pcf.read
import data.pcf.crm.is_customer
default allow := false

allow if {
is_customer

input.product in
data.customers[input.customer].products_bought
} Rego Example

Controlling Data in Gaia-X 23 May 2024 178



& wtp//eoreupgexamplecon
Access Policies (1) EuPG PCF Service Provider Org + Mavoger -
PCF Data and User . g
Ctiate . Policies > Access PCFs
Manage Allow everyone access to pubhc PCFs @
: allow if {
. Orqanization ; data.pcfs[input.pcfId].publi
= How can we restrict who can access ? R i
Product :
PCF data? )
Policies Allow adming of PCF Service access O
Access PCFs
: allow if {
- Examp|es : "admin" in input.user.pcf_roles
: }
= Based on product (meta) data. |
- . . Onlv./ e_mploye_e_s with role " cP—momo«je_r‘ or @/
Based on user information | ecfreviewer” can see PCF drabts
= Or both: PCF data and user | allow if {
. . Z data.pcfs[input.pcfId].status = "Draft"
|nf0rmat|on some role in input.user.roles
: role in {"pcf-manager", "pcf-reviewer"}
}
Whitelist specific users )
allow if input.user.id = "12345"
allow if input.user.id = "23456"
Controlling Data in Gaia-X




Service for a Data Space

allow if {

}

transaction_proof = vc.verify(
input.proof_of transaction
)
transaction_proof.buyer == input.consumer
transaction_proof.product == input.requested_product

gaia-x
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Access Policies (2) EuP6 PCF Service Provder Oy« Movager -

External Information Sources

Search

Data Provider Estimate Policies > Access PCFs

Allow users in customer-list access (list )
Momage needs to be set ahead of time)
Orgo.nizo“tion allow if {
. is_customer
- Examples Products has_bought_product
; }
. Polici
= Rules use data made available to the =

Access PCFs

policy evaluation system Allow users with proof of transaction access ([

' allow if {
= Rule uses verifiable credentials as input. . transaction_proof = ve.verify(

) ) input.proof_of_transaction
Custom extension to verify.

transaction_proof.buyer = input.consumer
transaction_proof.product = input.requested_product

= Rule uses API-call to another service L)

Dele_go:te_ decision to service of PCF Provide_r O

allow if {
provider = data.pcfs[input.pcfId].provider
res = http.send({
"url": provider.customer_service_url,
"method": "GET",

"body": { "product": input.product,
"customer": input.customer }
H

res.is_customer_and_has_bought_product

Controlling Data in Gaia-X }




Multiple Data Spaces

= PCF is of universal interest

= Use infrastructure of data
spaces

= Catalog

= |dentity Management
(e.g., authentication)

= Contracting Service

Controlling Data in Gaia-X

EuProGigant Momupouc'tuﬁnc, Data Space

SNV
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-~Q@--
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gaia-x

LogisTics Data Space

Simulation
Expert

N (7
Steel
Producer | [ Federator

L

Mochine

omu‘PO\c‘tur‘e,J

Tool E‘\
onufacturer

Transport
Compomy

™~
] [ Federator

Ca‘talog

(

Data
Broker

\

CataloS,

N

Custom Contracts

) J
Product Carbon Footprint
Shaﬁng Service
En‘tej‘pﬁse user
Direct API User PACT pathfinder
(e.g., a natural Data User and
Person) Provider)
API Users / Subseribers
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Admission Policies EuP6, PCF Service divisieotion = ovoger -
""""""""""" e

Search
Estimate Policies > Adwission
= WhO dO we a“OW to use the PCF- Admin Allow participants of EuProé;igom‘b data space g
Service and eventually store and . | allow if {
. ) Policies : vc.verify(input.legalParticpant)
publish their PCFs? ) | ds-participant.of eupg._ds
Adwission :

= Example:
Allow participants of Logistic data space @

= Everyone from a data space. . allow if { .
. vc.verify(input.legalParticpant)

. is_participant_of_logistics_ds
= Allow everyone who accepts the oy - o
TOS and pays a monthly fee.  Allow paging subserbers O
= Anyone with a Gaia-X-compliant . allow if { .
: accepted_terms_of_service
Self'descri ption data.payments[input.customer].current_period
: }
Definitions

is_participant_of_eupg_ds if {
cat_participant := http.send({
"url": data.eupg.cat.url,
"method": "GET",
"body": { "lpId": input.legalParticpant.id }
D

: input.participant.id = cat_participant.id
Controlling Data in Gaia-X : }




Content Policies EuPG, PCF Service Prouder rg < Marager -
""""""""""" o

Search
Estimate Policies > PCF Content
= How does a PCF must look like to be Manage - o negative PCF excluding biogenie. Vil
: errors contains error if {
pubhshed? Organization ' input.pcf.pcf_excluding_biogenic = 0
: error := sprintf(
Products Z "Value must be greater than or equal to 0 (¥ %v).",
: [input.pcf.pcf_excluding_biogenic]
Policies X }
= Example: Access PCFs

- Fields need to be set PeF contens | Allow only audlitied PePs vl

errors contains error if {
not input.pcf.audit

= Only (recently) audited PCF’s can be error = "PCF needs to be audited."
published :

Audit needs to be current Gn last 6 months) ()

errors contains error if {
[years, months, _, _, _, _]1 := time.diff(
time.parse_rfc3339_ns(input.pcf.audit.completed_at),
time.now_ns()

)

years #+ 0

months = 6

error := sprintf(

"PCF must be audited in the last 6 month. Is %v.",
[input.pcf.audit.timestamp]

; )
Controlling Data in Gaia-X ; }




Retention Policies EuP6, PCF Service Proveler Ory = Manager -
""""""""""" T

Search
Estimate Policies > Retention
. _ Manage Only can be deleted after 20 years (set by [Z(
= Deleting and Yanking o . PCF Service cant be deactivated)
Organization errors contains error if {
- 1 ‘ 20 = years_since(data.pcfs[input.pcfId].published)
De|Et|ng removes PCF Completely Products : error = "Can only delete PCF after 20 years"
' }
= Yanking removes PCF from indexes Policies
and catalogs but preserves data Aecess PCPs Alow deletion only after product Bnd of O

. Life + 10 years
i PCF ¢ Z
and h|$t0ry ortent ‘ errors contains error if {
: 10 = years_since(data.pcfs[input.pcfId].eol)

Retention error = "Can only delete PCF after it is 10 years EoL"
}
- Examples Only users with the role "pcp-manager" can D
: delete a PCF.
= Prevent early deletion cerea ,
: errors contains error if {
. . . pe X not "pcf-manager" in input.user.roles
= Allow deletion Only with SpeCIfIC ; error = "Only 'pcf-manager's can delete PCFs"
3 }
roles
. Definitions
Prevent deletlon Completely years_since(timestamp) := time.diff(

time.parse_rfc3339_ns(timestamp),

; time.now_ns(),
Controlling Data in Gaia-X ; J[e]




Listing PCFs in Gaia-X Catalogs

gaiax"""
EuPr‘oGﬁ::,om‘t Manupacturing Data Space
= Use the catalog of the data space. a ™\
- gx:DataResource has a gx:policy field
_ Search for PCF Federator
RegO / DatalResource .
~ ODRL Dot 5
: “ . ” Consumer Data E
= |n this context, “policy” is more a Provider :
. i :
statement of intent. Used for \ ; GUI | :
] ] . R o 3)«Da‘taRe$ource - - - Ca‘talo$
= Filtering (in Catalog) e“‘xi Fpugl;sh PCF  with gxpolicy APT | :
. \ ' E
= Automated contracting :
APL '
_________________ .
Product Carbon Footprint ) ‘ N
Shaﬁng Service |
\_ J

Controlling Data in Gaia-X
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{

Open Digital Rights
Language (ODRL)

= OVC Profile
= credentialSubjectType
= JSON-Path Selectors

= ODRL Types
= Offer, Agreement, (Set)

Controlling Data in Gaia-X

"@context": [
"http://www.w3.org/ns/odrl.jsonld",
"https://registry.lab.gaia-x.eu/.../trustframework#",
"https://w3id.org/gaia-x/ovc/1/"
)}
"@type": "Offer",
"uid": "http://example.com/policy/123",
"profile": "https://w3id.org/ovc/1/",
"permission": [
{
"target": "http://pcf.eupg.example.com/pcf/ab12345",
"action": "http://www.w3.org/ns/odrl/2/read",
"assigner": "http://steel-one.example.com"”,
"assignee": {
"ovc:constraint": [
{
"ovc:leftOperand":
"S.credentialSubject.gx:legalAddress.gx:countrySubdivisionCode",
"operator": "http://www.w3.org/ns/odrl/2/isAnyOf",
"rightOperand": [
"FR-HDF",
"BE-BRU",
"LU-LU"
3

"ovc:credentialSubjectType": "gx:LegalParticipant"



Sharing Policies (1) EuPG, PCF Service Prowler Org + Havager -

Data Provider :

Search

Estimate Policies > Sharimj PCFs

= The result of a policy evaluation ,
does not need to be “allow: N Manage Allow sharing PCFs with third parties

) " . sharing is set to true and license is cC-BY
true/false” it can be a complex i

bi Organization permissions contains {
. : "action": "share",
(JSON) ObJeCt. (o Products "assigner": data.default_assigner,
o : } if {
Policies : data.pcfs[input.pcfId].allowSharing
} : data.pcfs[input.pcfId].license = "CC-BY"
Access PCFs : }
Pd PCF Content
1
Retention Definitions
Sharing PCFs policy = {

"@context": [
. "http: //ww.w3.0rg/ns/odrl. jsonld",
] : "https: //registry.lab.gaia-x.eu/ ... /trustframework#",
! : "https://w3id.org/gaia-x/ovc/1/",
" : ]I
1 "@type": "Offer",
"uid": sprintf(
: "http: //example.com/policy/%s",
) : [urlquery.encode(input.pcf)]
: ),
n : "profile": "https://w3id.org/ovc/1/",
' "permission": permissions,

Controlling Data in Gaia-X




Sharing Policies (2) EuP6 PCF Service Provider Org + Maager ~

Data Provider }

Search
Estimate Policies > Shoﬁng PCFs
= Provide helpers to simplify ODRL e

Creation Marage Allow reading RS legal Par’tidpan‘t is from @/
: Brussels or Luxembourg ci'ty L PCF is sPec?oJ.

Or‘gan?zo:tion . .
permissons contains {

Products : "action": "read",
. "assignee": constraint(
country_sub_in({ "LU-LU" })

Policies )
L} af
Access PCFs 2 data.pcfs[input.pcfId].isSpecialForTechXx202u4
PCF Content : ’
Retention
Sharing PCFs
Definitions
country_in_list(country_subdivisions) := {

"ovc:leftOperand":
"$.credentialSubject.gx:legalAddress.gx:country ...
"operator": "http://www.w3.org/ns/odrl/2/isAnyOf",
"rightOperand": country_subdivisions,
"ovc:credentialSubjectType": "gx:LegalParticipant",

}

constraint(contstraints) := {
"ovc:contraint": [contstraints]

}

Controlling Data in Gaia-X
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Independent Contracts -
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gaia-x
EuProGﬁgom‘t Manu@ac‘tuﬁmg Data Space
= Contracts can be created ~ R
completely independent of Gret Agreement
the PCF Service Se_arch for POF fg_d_e_r_of_c?_r _________
___— DoataResource - \\.:
Dot : Contract X
atTa N .
Do:ta Se_rv.ce :
| .
T | \ .
| :
- — - Co:talo .
Re_aud PCF APT : 7 .
N K : J '
APT
_________________ ;
Product Carbon Foo‘tpﬁn‘t . . N
Shoﬁng Service | T
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Access Policies (3)

Honor Agreements

= Access policies need to respect
agreements made by the data provider.

= Examples

= Allow access if a consumer provides a
verified contract (ODRL Agreement)
and the contract is not blacklisted.

= Allow users who fulfill the criteria in
the gx:policy field of the gx:DataResource
even without an Agreement.

Controlling Data in Gaia-X

EUP 67 P CF Sef‘V\Qe Provider Org v Manager v
Search :
Estimate : Policies > Access PCFs
Manage Allow users with a valid contract if not @/
; blacklisted
(0] izati
ryamzation C allow if {
Products f not input.contract.id in data.blacklisted_contracts
Policies vc.verify(input.agreement)
: gxi.odrl_evaluate(
Access PCFs iread",

input.product.url,
input.agreement,
input.consumer.legalParticipant

PCF Content

Retention . )

}
Shaﬁmj PCFs

Allow users that fulfil Pol?cy even without an @/
aqarefynepft.

allow if {
gxi.odrl_evaluate(
Ilread n .
input.product.url,
input.product.odrl_policy_offer,
input.consumer.legalParticipant

)
}




Use Case Part 2:
Product Carbon Footprint
(PCF) Estimation

= Enable product engineers to more
accurately lower the environmental
impact of their designs.

= Hide complexity behind simple
interfaces.

Controlling Data in Gaia-X

EUP67 PCF Se‘\V\Qe Consumer Corp v Eng neer v
Search
Estimate Estimate
Ma‘teﬁal PC
CAD-Modlel
Drop here

or

Select File

Quantity 15.000.000

[ Request Estimation J
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Many Participants involved it
. . gaia-x
to get accurate Estimations

For Label Level 3, the Provider shall process and store all Customer Data mlusivelt/ in the EU/EEA.

Service Offering S
Lobel P5.1.2 olepe_m‘is en o\%r‘egau‘tion of o(epenols on o(epends on o S

Vv v N N

Service OPfering ———— aggregationof Data Resource Service Offering Service Offering
Lobel P5.1.2 N T e Label P5.1.2

Lobel P5.1.2

[ Data Resource } /

exposecl Through
provio'e_o( l:l/ Provided lal/ expose A Hrrough Provideo( l;y Provided l:t/
produced Bt/ copyright ownecdl by
produced by Service Offering
copyright owned by Lobel P5.1.2
|
provided by
( Legal Participant [ Legal Participant ] ( Legal Participant ] ( Legal Participant ] [ Legal Participant J Legal Pacticipant [ Legal Participant ] [ Legal Pacticipant ] Legel Po“‘t;c;f’“"‘tj
Estimation Service Tool Manubacturer Steel Suppher Steel Supp[ief PCF Service Plastic Supplief Plastic Suﬂoher‘ Machine Manufacturer Process Simulation Expert
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Usage Policies EuP6, PCF Service Consumer Corp = Movager ~

Service Administration

Search
Estimate Pohc}e_s > Service Usage
= Which estimation services can be used “ """""""""""""""""""""" o
. All services need to store data on
_ Manacge Y
through the PCF-Service by employees ? ' in BU/EEA (GaiaX Criteria 5.1.2) vl
(engineers) of the consumer Organisedion ! errors contains error if {
. . Product : service_offering.type = "serviceOffering"
organ|zat|on? roducts walk(input.serviceOffering, [_, service_offering])
Estimation é not has_label(service_offering, "P5.1.2", "L3")
Policies ; error := sprintf(
- 5 "ServiceOffering (id: '%v') needs label 5.1.2 at L3",
Examples Access PCFs [service_offering.id],
: )
= Check all service offerings for Gaia-X PCF Content |
Labels. Retention  whitelist specific services v
.- . . .. . Z allow if {
= Allow SpeCIfIC services (WhltElIStlng) Sharing PCFs data.whitelist[input.serviceOffering.id]

Service USage }

= Disallow some services (Blacklisting) Blocklist specific services S

errors contains error if {
data.blacklist[input.serviceOffering.id]
error := "Service not allowed"

}
Definitions

has_label(service_offering, criteria, level) if {

, # ... snip...
Controlling Data in Gaia-X . }




Manage Policies

= Policies are code, and we use Source
Code Management (SCM) system to
manage them.

= Code reviews, automated testing,
sighed commits, etc.

= Planned Ul for Non-Developer
= Activation and deactivation
= Adding new rules
= Basic editing
= See rules history of changes
= See decisions logs for rules

= Replay decisions with edited rules

Controlling Data in Gaia-X

@ paul@work ~/I/e/e/p/policies (main)> git log ——pretty=oneline ——abbrev-commit

33ed92c (HEAD —> main, origin/main) Initial usage policies

02cc357 Initial retention policies g;(]i(]_><

9c5acll Adds validation and checks when publishing

e184422 Add helpers for ODRL policy creation

0e97c20 Permit sharing of “CC-BY™ licensed PCFs, when sharing is active
96fflea Allow admittance with logistics token

79e3a08 Allow EuProGigant LegalPersons to use service

ab55189 Disable whitelisted users

26b2723 Adds basic access policies

2fe842e Delegate read decision to provider

7395b41 Allow customers with proof of transaction to read PCF

862dbod Allow customer who bought a product to read it's PCF

paul@work ~/I/e/e/p/policies (main)> git show 7395b41
commit 7395b41c19bd@ca3829bbf3fbad2c270d6b68d50

Author: Paul Weissenbach <paul.weissenbach@posedio.com>
Date:  Tue May 14 13:38:37 2024 +0200

Allow customers with proof of transaction to read PCF

diff —-git a/policies/policies/pcf.read.rego b/policies/policies/pcf.read.rego
index deda5e2..b00fa0c 100644
——- a/policies/policies/pcf.read.rego
+++ b/policies/policies/pcf.read.rego
@@ -10,4 +10,12 @@ allow if {
has_bought_product
}

+# Allow users with proof of transaction access (a valid proof issuersl
+# need to be configured)

+allow if {

transaction_proof = vc.verify(

input.proof_of_transaction

transaction_proof.buyer == input.consumer

+
+
+ )
+
+ transaction_proof.product == input.requested_product

+}
paul@work ~/I/e/e/p/policies (main)>

23 May 2024
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Conclusions R

= Policies as Code
= Automate and develop a rule system aligned with participants' goals
= Gaia-X and Verifiable Credentials
= Benefit from common vocabulary and labels
= Benefit from data spaces rules (e.g., participant and service offering vetting)
= Use existing services from federations (e.g., catalog, contract, IDM)

= Using verifiable credentials to externalize information

Controlling Data in Gaia-X 23 May 2024 196



Thank you!
Paul WeilRenbach

Lead Cloud Engineer

paul.weissenbach@posedio.com




Networking Reception
17:00 - 20:00

Hemicycle Bar ?




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Gaia-X AISBL
	Gaia-X Committees
	Gaia-X Organisational update
	Gaia-X mission
	Interoperability layers
	Interoperability layers
	Technical vs Semantic/Organisation�What is the difference between those X.509 certificates ?
	Gaia-X 101 (1/3)
	Gaia-X 101 (2/3)
	Gaia-X 101 (3/3)
	GXDCH General workflow
	GXDCH General workflow
	GXDCH packaging & deployment
	GXDCH packaging & deployment
	Gaia-X Membership credential portail
	Slide Number 21
	Slide Number 22
	Summary
	Let's start outside of Gaia-X
	Verifiable Credentials
	Verifiable Credentials
	JSON Linked Data
	JSON Linked Data
	JSON Linked Data
	JSON Linked Data
	JSON Linked Data
	JWS: JsonWebSignature
	JWS: JsonWebSignature
	JWS: JsonWebSignature
	JWS: JsonWebSignature
	DID: Decentralized Identifiers
	DID: Decentralized Identifiers
	DID: Decentralized Identifiers
	DID: Decentralized Identifiers
	DID: Decentralized Identifiers
	SHACL
	SHACL
	Gaia-X specifications
	Gaia-X specifications
	Gaia-X TAGUS specifications in a slide
	TAGUS state of the implementation
	TAGUS state of the implementation
	TAGUS GXDCH Software architecture
	 Useful links & info
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Domain Dataspace Driven Design
	Application Prototyping Environment - Living Lab
	Slide Number 56
	Slide Number 57
	Gaia-X Compliance
	Gaia-X Compliant Application Prototyping Environment
	Why stop there?
	Thank you!
	Slide Number 62
	Slide Number 63
	Boot-X Overview
	Boot-X Architecture
	Connected Urban Futures: Data Space + AI + Business
	Data for the City of Tomorrow by WEF. 
	Smart Cities Utilities Networks: INKOLAN case study.
	Smart Cities Utilities: data-sharing between public and private sectors.
	Applied AI use cases for utility networks construction works prediction:
	Have you ever seen a Data Space?
	Business case scenario with Boot-X
	Business case scenario with Boot-X
	Connected Urban Futures: Data Space + AI + Business
	Slide Number 75
	Slide Number 76
	Dawex at a glance: a European scale-up recognized worldwide for its expertise and achievements in data exchange
	Regulations, reference architectures and standards have emerged quickly in the 2020’s, paving the way for generalized data exchanges
	Regulations, reference architectures and standards have emerged quickly in the 2020’s, paving the way for generalized data exchanges
	Regulations, reference architectures and standards have emerged quickly in the 2020’s, paving the way for generalized data exchanges
	CEN pre-standardisation of Trusted Data Transaction
due end of 2024, will align market players beyond regulations
	CEN pre-standardisation of Trusted Data Transaction
due end of 2024, will align market players beyond regulations
	CEN pre-standardisation of Trusted Data Transaction
due end of 2024, will align market players beyond regulations
	Part 1 focused on the key definitions relevant to describe a Data Transaction and needed to address Trust in Part 2
	Part 1 focused on the key definitions relevant to describe a Data Transaction and needed to address Trust in Part 2
	Need for observability
	Need for observability
	Gaia-X and observability
Data Products and Data Exchange Services
	Gaia-X and observability
Operational model
	Gaia-X and observability
Data Products and Data Exchange Services
	Gaia-X and observability
GXFS-FR observability component
	Thank you!
	Slide Number 93
	Slide Number 94
	Slide Number 95
	Slide Number 96
	Slide Number 97
	Slide Number 98
	Slide Number 99
	Slide Number 100
	Slide Number 101
	Slide Number 102
	Slide Number 103
	Slide Number 104
	Slide Number 105
	Slide Number 106
	Slide Number 107
	Slide Number 108
	Slide Number 109
	Slide Number 110
	Slide Number 111
	Slide Number 112
	Billions of Dollars Robbed from the Vulnerable Last Year
	Slide Number 115
	Slide Number 116
	Slide Number 117
	BICS – Connecting Everything
	Slide Number 119
	Slide Number 120
	The Snowflake Data Cloud
	Slide Number 122
	Slide Number 123
	What are Data Clean Rooms?
	SMISHING Prevention using Data Clean Rooms�
	Slide Number 126
	Slide Number 127
	Cybersecurity - Banking Fraud
	Cybersecurity - Banking Fraud
	Slide Number 130
	Dataspaces and Federations�
	Dataspaces and Federations�
	The scenario 2023
	The scenario
	The scenario: a simple chainable and nested schema
	The scenario
	The scenario: data spaces
	Trust
	Trust
	Trust with consistent policies everywhere
	Example of integration
	Example of integration
	There are 2 interoperability scheme
	Gaia-X added-values
	Gaia-X Compliance adoption
	Ecosystem onboarding 1/3
	Ecosystem onboarding 2/3
	Ecosystem onboarding 3/3
	Federating ecosystems
	Global workflow
	Ecosystem Conformity scheme
	Conformity scheme
	GXDCH General workflow
	GXDCH General workflow
	GXDCH General workflow
	Gaia-X Compliance 24.04-pre
	Slide Number 159
	Slide Number 160
	Slide Number 161
	Slide Number 162
	Slide Number 163
	Slide Number 164
	Slide Number 165
	Slide Number 166
	Slide Number 167
	Slide Number 168
	Slide Number 169
	Slide Number 170
	Slide Number 171
	Slide Number 172
	Controlling Data in Gaia-X:�Utilizing Policy as Code for Product Carbon Footprint Sharing and Estimation�
	Agenda
	Use Case Part 1: �Product Carbon Footprint (PCF) Sharing�
	Policy
	Policy as Code
	Policy as Code Language
	Access Policies (1)�PCF Data and User
	Service for a Data Space
	Access Policies (2)�External Information Sources
	Multiple Data Spaces 
	Admission Policies�
	Content Policies�
	Retention Policies�
	Listing PCFs in Gaia-X Catalogs
	Open Digital Rights Language (ODRL)
	Sharing Policies (1)
	Sharing Policies (2)
	Independent Contracts
	Access Policies (3)�Honor Agreements�
	Use Case Part 2: �Product Carbon Footprint (PCF) Estimation
	Many Participants involved �to get accurate Estimations
	Usage Policies
	Manage Policies
	Conclusions
	Slide Number 197
	Slide Number 198

