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Gotta catch ‘em gy

A Gaiamonsare disseminate@ll around the venueand even in thelenary session
slides
A Catch them alto get a chance to...
A Become thebest Gaiamontrainer
A Andwin aTemporary GaiaX Academy accessharable if you already
have a full access)

A How? Eaclaiamonis linked to &QR Code.
A Findthe QR Codes
A Scan thento be redirected to theGaiamonGame
A andvalidate to catchthe Gaiamons

A You have collectedll the Gaiamonsalready?
A Wait forthe draw at the end of the day
A And discovewho the winners will bé

Oneday | will be the best
| will fight without respite...
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Gotta catch ‘em a|r

First,Get connectedo the GaiaX Academy
(and create an account if you don't already have one)
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EuProGigantThe Path to a
Manufacturing Ecosystem Gateway
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Outline

AGaia-X Compliance inEuProGigant

- From start to Loire

APolicy and Compliance Validation
- Rego and ODRL in Action

ACreating a Gateway for the Manufacturing Industry
- Connecting with GaiaX based Ecosystems

ACO2eq Footprint in Production Engineering
- Cross Ecosystem usage

ADigital Product Pass with Asset Administration Shell

- T-SystemsLivingLaband GaiaX Compliance

#GalaX #Market)Q@2#
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WhyGaiaX inEuProGigari

EuPro6igant smart and
...for calamity sovereign use of
avoiding self- data in

orchestration... manufacturing

O OO

E l:l P rO calamity avoiding
Glga nt self-orchestration

/ smart and sovereign

Gaia-X

----- D> resilience ----{> transparency to find critical paths

> context-aware --p> service offerings

----- [> sovereignty ----->trust, identity, policies, CAP...
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BriefHistoryof EuProGiganwith Compllan&""”

Mid-2022 Fall-2022 Mid-2023  End-2023 Mid-2024 Start-2025
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gaia-x

First GalaX Complianceétructure

.................................................................................

"id": "https //catalogue.gaia-x. eu/credentlals/Serv1ceOffer1ngCredentlalExper1mental/1666597637088“
"issuer": "did:web:compliance.gaia-x.eu"

"issuanceDate": “2022-10-24T07:47:17.0882“,
"credentialSubject": {
"id": "https://ptw.tu-darmstadt.euprogigant.io/sd/serviceOffering/....json",
"hash": "ef4845e6985cf03484945bbbab0@51fbbc60@b58e7cce@1a97951¢c766f1c3dd4b1"},
"proof": {
"type": "JsonWebSignature2020",
"created": "2022-10-24T07:47:17.088Z",
"proofPurpose": "assertionMethod",
"jws": "eyJhbGci0iJQUzIINiIsImIZ2NCI6ZmFsc2UsImNyaXQiOlsiYjY@Il119. .ck..Q",
"verificationMethod": "did:web:compliance.gaia-x.eu"

#GalaX #Market
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gaia-x

GalaX TagusComplianceCredential

"@context": ["https://www.w3.0rg/2018/credentials/v1", "https://w3id.org/security/suites/jws-2020/v1",
"https://registry.lab.gaia-x.eu/development/api/trusted-shape-registry/v1/shapes/jsonld/trustframework#"],
"id": "https://compliance.lab.gaia-x.eu/vl-staging/credential-offers/d871930a-cb43-4610-b@ba-6e1437belc5d",
"type": ["VerifiableCredential"],

"issuer": "did:web:compliance.lab.gaia-x.eu:vl-staging",

"credentialSubject": [..]

"issuanceDate": "2025-05-05T09:12:02.285Z2",

-------------------------------------------------------------------------------------------------------------

"type": "JsonWebSignature2020",

"created": "2025-05-05T09:12:02.299Z",

"proofPurpose": "assertionMethod",

"verificationMethod": "did:web:compliance.lab.gaia-x.eu:vl-staging#X509-JWK2020",
"jws": "eyThb6ci0iTQUzIINiIsImI2NCI6ZmFsc2UsImNyaXQiOlsiYjY@Il19....Q"
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gaia-x

GalaX Loire Compliance Credential

Gaia-X Service Offering Compliance Request:
application/vp+jwt: eylJ......9g

. 'Embedded
v Proof
GXDCH
Comphomce_
; Enveloped
v Proof

Gaia-X Compliance Credential:
application/vec+jwt: eyJhbG..wAkn75YvyAeA

#GalaX #Market)@# Tec
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GalaX Loire Complianc€redential

--------------------------------------------------------------------------------------------------------------

:"@context": ["https://www.w3.org/ns/credentials/v2", "https://w3id.org/gaia-x/development#"], :
:"id": "https://.../complianceCredential", :
"type": ["VerifiableCredential", "gx:LabelCredential"],
‘"issuer": "did:web:compliance.lab.gaia-x.eu:main", "validFrom": "2025-05-05T09:17:49.246Z",
"validUntil": "2025-08-03T09:17:49.229Z"
:"credentialSubject": {
: "gx:compliantCredentials": [..]

"gx:engineVersion": "2.7.1",

"gx:labellLevel": "SC",

"gx:validatedCriteria": [..]

..............................................................................................................
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A SimpleeExampler C

Customers

1. collects surveys

Customer

Customer

Business Company

T 7~ ~requests report - - - -

3. stores report

Datarepor‘t

4

COMPQM/

2. .aenem‘tes report
based on the surveys

Customer

ustomer Relations

- - — 4. provisions sterage- - =>

Data Storage
Provider

Infrastructure
Provider

gaia-x
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A SimpleExampler CustomerRequirements

¥ X

GDPR Requirements

Business Requirement Datastorage within EU

Business Compam/

Datar‘e_(ao'rt

Company

Transforms re_quirements into (oolic'nes

Selects storage based
on requirements

la-X

e 1 Y >

"7 Data S‘torage.

Provider

Infrastructure
Provider
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gaia-x

A Simpleexample- Compliance

Provides GX Storage Service Offering . _includes into_

Submit Policies

______________________ >

GX Storage Service O‘F‘Fer‘mﬁu Negot?ation Provides Insfrastructure Resource
______________________ Offeri

Provides Iolen‘t‘.ty Credential GX Storage Service OFFering Acceptamce or whole GX enng
Store Report Infrastructure
Datareport ¢ == Data Storage Provider
Company Provider
Provide Data Product O‘FFe,ring
PR gip iy i ) i A
forwards Data Product OH:ering based on the 0\5"'630! Sthﬁge OFFe,r‘mg

Retrieves Reports with Credential
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Auto-Compliance Retrieval on Start

3. Prepare. Storage

' / OFFering Request
(' — : :
1: Start with Con{zugﬁ 5. Re_que.st? f;:fcu
) Storage | LRN(s) any

—4. Request LRN> Signer

Service

Get Full olesCﬁp‘tion”’? —6. Unsigned VP> Service | 7. Request GXDCH

N\ - over API ’ ComPhance >Comp|‘uance_
2 Chent login . Secret or Transit
_ \V !ogm or vern{:y &

oIbC Vault

#GalaX #Market)&@# Tec
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Auto-Compliance on StamtUserPerspective

curl --request POST \

--url
https://s3.posedio.euprogigant.io/sdbs/v1/verif
iable-presentation

{

"verifiablePresentation": {
.,——_,,,,,—%?' "application/vp+jwt":
SxXDCH = "eyJh. . ..h25VyjQ2nQ"
Notary ¥
igner s .

Service ervice gx:StorageServiceOffering

SXDCH gx:LabelCredential
Compliance] gx:LegalPerson

#GalaX #Market)&#Te
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ComplianceCredentiaber Asset

4, Prepare Resource
Ve

— 3
/ L / 2. get per Metadata
‘ 1. Request ~~_asset policies DB
. with VP — | Storage ~_

Servi
ervice (5. request LRN) xDeH
. 7 | \ x __(6. request > Notary
2. request w.‘tl« |- 7. Unsigneol VP Signer LRA’)
OIDC 3 va .olate Serui
token \ ervice | ®. request =~ 6XDCH
W 3. validate VP comphance, Comphomce,

N

1. login

)

oIdcC
Gaia-X

OPA Vault

#GalaX #Market)&@# Tec




Compliance per AssatUserPerspective

curl -X 'POST' \

'http://s3.posedio.euprogigant.io/sdbs/v1/getVP
A\

-d '{
"fileName": "filename.json",
"versionID": "12992121201" {
3} "verifiablePresentation": {
\EE ’—‘—”“’_,%37 "application/vp+jwt":
ExDoH "eyJh....h25VyjQ2NQ"
Notary [2 ¥
\Q Signe_r S‘tor‘age, }
/ Service |J | Service gx:DataProduct
gx:VirtualResource
CSZEile gx:LabelCredential
gx:LegalPerson
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gaia-x

Is GalaX Loire Compliance easy?

- (gxc *BXC) (
ctx context.Context,

LOIRE COMPLIANCE RS USER! LOIRE COMPLIANGE AS DEV dataResourceCS gxTypes.Resourcelnterface,

usagePolicy []gxTypes.AccessUsagePolicy,

) (#vc.VerifiablePresentation, )

#GalaX #Market)&#Te
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Auto Compliance i &
in Usage policies S S

customer data

A Service Usage Policy for Business N .
company: Employees are only | ‘.
allowed 1o use services that store ;
companies' customer data within | |
AT or DEDecision by CEO office to R 2 e ’
limit legal risks.

get £ull
descripton

gx:SewiceOﬁ:ering

Da'tare.port gx:depeno(sOH L |
ervice COMPQV\V gx:Storage,Se,rvice,OFFe,ring \

v 3%

AService Usage Policy foDatareport o
company: Services runnln? for /v B
Business company) are only ( geStorageServieOfferiy
allowed to use Storage within AT i & Data Storage Testedon
or DE Source: Contract with o i Provider ) oPhpmccResourse
Business company. N

Infrastructure gxiPhysicalResource E
Provider gridddress

#GalaX #Market)&2# T¢ —.. R At B




{
>  "@context": [
]

1}
I I I I Ie I l nt "@type": "Agreement",
"uid": "http://example.com/policy/123",

"profile": "https://w3id.org/ovc/1/",

Usage Policy e

AODRL Policy with GaiaX
OVC Profile
$

APermission
.credentialSubject

ACO”Stralnt .gx:aggregationOfResources[

I ?(@.typel[?(@ == 'gx:Physi esource')])
AAll storage services need e
to t)EB F)f])/f;i(:fil|>/ r]()fsteacj .credentialSubject

.gx:location

|n AT or DE .gx:countryCode

#GalaX #Market)Q@2#
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ODRL Policy in Action

ACustomer company employee asks:
ACan | use service X?

ADatareport/Data Storage company technicians:
AAllow / deny deployment of configuration changes?

#GalaX #Market)&@#
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Access PO“Cy fOr e : gaiasc
Data Reports Business Company |

ADatareport Company adds a
a policy to the files it stores.

AThis policy allows the
Business company direct wedetls \ IR .
access. ‘~~¥§ ----------------------- g

Compaml/

ASide note: In AsterX they l/
showed how to convert R Y2
ODRL to S3minio policy

Data Storage
Provider

e e e e — — — — — ———— —— — — — ——— — —

Infrastructure l

#GalaX #Market)a2# Tel = Sl
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Implement gaiax”
Access Policy

APOI |Cy "@context": "http://www.w3.0rg/ns/engine.jsonld",

"@type": "Agreement",

. . "uid": "http://example.com/policy:6163",
APermissionto read a
"assigner": "http://datareport.example.com",
report "permission": [
AOnly for a company with ——

. "constraint": [

this exact VatlD {
"ovc: leftOperand": "$.credentialSubject.gx:vatID",
"operator": "eq",
"rightOperand": "AT©123456789",
"ovc:credentialSubjectType": "gx:VatID"

#GalaX #Market)Q@2#
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Policy as Code Software Architecture

APolicy Enforcement Point e -

- CO.nS.equence of Request, Event, etc.—ea - ,,r_
decision C%S =g RRRs ) T
APolicy Decision Pointr o idden resporse___| -

makes decision by
evaluating policy

APolicy Administration
Point T allows for
managing policies

APolicy Information Pointt
provides data for policy
evaluation

#GalaX #Market)&# T¢
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PDP: Support ODRL without saiase
losing the features of OPA e, Y e

- e e e— e - = e e o e e e e e o e = = - = — — ——

AOPA Decision point with extended ’ ‘
Capab|||t|es Open Policy Agent (OPA)
A Gaia-X (resolve VEIJWT and check compliance)

A Evaluate ODRL with GaiX OVC Profile (we (b e N
implemented an ODRL engine) ot (PO
A Battle Tested + ODRL capability

A Large Community
A Decision Logs

As
A Language (depending on taste)

_ /
Policy FPohcy
. . rs ministration Information
A Malntalnablllty A}io;ntSJE;AtP) F’oiv\‘c|r (PIP)
A Modularity

A Easier testing N /

AB
#GalaX #Market)&2# ¢

ABenefits from OPA + Gaia-X capability




Using ODRL
from OPA

ATake VGJWT as input
AExtract all issuers

AAllow if no errors:

AError when not all issuers
are known and trusted

AError if provided ODRL
policy does not evaluate to
true.

AB

#GalaX #Market)Q@2#

package storage.access
default allow = false

allow if {
count(errors) == @

}

re :5 resolveVPFromJWT(input.jwt)
all_issuers_in_vp := re.vcs|_J.1issuer

errors contains msg if {
some issuer in all_issuers_in_vp
not issuer in data.valid_issuer
msg := "Only EuProGigant, Posedio and Gaia-X compliance
are allowed as issuer!?’

errors contains msg if {
odrl_request := {
“"target": input.target,
"action": "use",
"requestContext":
"vcs'': participant_vcs

}
notfodrl(input.odrl_policy, odrl_request)
msg := "ODRL policy Evaluaton failed."
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The Bigger Picture: Policy as saiax
Code In Data Ecosystems

ACompliance and Validation
together with GaiaX
descriptions

AFederation services
(Authorization and as
Information provider)

AWithin participants internal
systems

AAt the border of participants
A Towards other participants
A Towards federated services

#GalaX #Market)Q@2#




