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Gotta catch ‘em a1 )

A Gaiamonsare disseminate@ll around the venueand even in thelenary session { @
slides p

A Catch them alto get a chance to... ’g

A Become thébest Gaiamontrainer |

A Andwin aTemporary GaiaX Academy accessharable if you already

have a full access)

A How? EaclGaiamonis linked to &QR Code.
A Findthe QR Codes
A Scan thento be redirected to theGaiamonGame
A andvalidate to catchthe Gaiamons

A You have collectedll the Gaiamonsalready?
A Wait forthe draw at the end of the day

A And discovewho the winners will be J‘ﬂ
Oneday | will be the best
} [ will fight without respite...




llllll

@@EGM®‘ ii ) gOiO-x \\\\

Gotta catch ‘em a|r

First,Get connectedo the GaiaX Academy
(and create an account if you don't already have one)
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Eaiax Compliance: gaiax”
Loire 101

A Yassir SellamSoftware

11:30 ¢ 12:00 Engineer, GaixX
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| need a brave soul willing to be p
of the presentation.

Who does have a pet ?
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| want to train my Al to create a pet
companion !

| need (a lot) of data, can | monitor your pet ?

#GalaX #Market)&@2# Tech
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How can | describe myself and be
sure we understand each other ?

i 6¢caqlWll YUt sHjréIE Y U WeY W! Ye We

#GalaX #Market)&#Te




Ontology 101

= Improves communication and problem solving
= Acts as a single point of truth maintained by the community
= Ontologies are designed to be extended, reused and linked together

= Inference on knowledge graphs can extract new facts from existing
knowledge

= Very appreciated in the artificial intelligence domain



LinkML
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= LinkML is a linked data modeling language

= Service Characteristics Working Group produces the LinkML ontology

- Gala-x Lab Team Contrlbutes to LInkML id: https://w3id.org/gaia-x/developmenti#legal-person

name: legal-person
prefixes:
- I t 6 S b a S e d O n Y A M L gx: https://w3id.org/gaia-x/development#
linkml: https://w3id.org/linkml/
veard: http://www.w3.0rg/2006/vcard/ns#
xsd: http://www.w3.org/2001/XMLSchema#
https_schema: https://schema.org/
imports:
- linkml:types
- address
- participant
default_prefix: gx
JSON-LD Context default _range: string

classes:
LegalPerson:
title: "Legal Person”
is_a: Participant
description: A legal person, who is uniquely identified by its registration number.
tree_root: true

attributes:
SHACL Shapes registrationiumber:
LinkML title: "registration number”
required: true
identifier: true
oJ@ multivalued: true
T inlined as_list: true
description: Country's registration number, which identifies one specific entity. valid formats are local, EUID, EORI,
any_of:

- range: LocalRegistrationhumber
OWL Ontology - range: VatID




Gaia-X Service Characteristics

Home Classes Enums Slots

Classes
Interconnection FPoint ldenutier

Interconnection Service Offering
Internet Exchange Point
Internet Service Provider
|ssuer
Jitter
Latency
LatestN
Legal Document
Legal Person

Inheritance

Slots

Usages

Identifier and Mapping
Information

Schema Source
LinkML Source
Direct

Induced

Q, Search

L egal Person

A legal person, who is uniquely identified by its registration number.

URI: gx:LegalPerson

Participant

L)

I

description

legalAddress
name

registrationMumber

a.

e
headquartersAddress || |

—— > harentOroanization0f f:{;

Gaia-X Service Characteristi...
w6 T 10

1 I
parentOrganizationOf  subOrganisationOf
il I'

/]

s

‘____.-f’
subOrganisationQf | | T—
- 4 T T T
—— _ / Y \ ) T T
— . - " — —
/__,--- (/(,/ /,.z / T description name registrationMumber headquartgz.ﬁddresS\\Iegalﬁ.ddress
/ | o !

v"// i

Federator

string < Address |

Inheritance
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How can | make sure who Is claiming
what, and that no one was able to change
the content ?
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Verifiable Credentials

= VCs are cryptographically signed by
the issuer, allowing to check data g
tampering and issuer's legitimacy

—-, Present

= Used in Gaia-X to represent
everything, companies, resources,
services

HOLDER

Manages credentials. Uses
them to create presentations
of proof for verifiers

Issue

= Represents any form of credential,

permits, license
ﬁ Write o ;
................. id  Verifiable Data Registry  E&

Trust
ISSUER VERIFIER
Digitally signs attestations. Request proof. Verifies that
Packages and gives credential issuer attestations satisfy

to holder requirements




Verifiable Credentials
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“type": |
"VerifiableCredential®

: @ir:@m
"id": "https://wizard.lab.gaia-x.eu/development/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKkN8sSATHOQ7SHZRCU", (:)l]i) /

"issuer": "did:web:wizard.lab.gaia-x.eu:development:api:credentials:2d37wbGvQzbAQ84ayRouh2m2vBKkN8s5ATHIQ75", Gotﬂ!catCh en1a"'
"issuanceDate": "2024-10-24T18:57:30.4607",
"credentialSubject™: {
"type": "gx:LegalParticipant”,
"gx:legalName": "Gaia-X European Association for Data and Cloud AISBL",
"gx:legalRegistrationNumber”: {
"id": "https://gaia-x.eu/legalRegistrationNumbervcC.json"

1

IF]

"gx:headquarterAddress": {
"gx:countrySubdivisionCode”: "BE-BRU"

1

J»

"gx:legalAddress™: {
"gx:countrySubdivisionCode”: "BE-BRU"

"id": "https://wizard.lab.gaia-x.eu/development/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKkN8sSATHOQ75™
SEJUWUT

eyJhbGciOiJIUzITNiIsInR5cCI6IkpXVCJ9.
eyJzdWIiOiIxXxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRG91IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdI1AVTmud2fU4

Source: jwt.io




SN\N\V{)2v
SN\ 27~
QP
EEE 4 B
2l 1 \\NS
27 0 VNN

Json Web Token (JWT) .
gaia=x

Header Payload Signature
{ ‘. b": "1234567890 R el
sub": " !
"alg": "HS256", ' base84Url(header) + "." +
"name” : "John Doe",
"typ": "JWT" ; base64Url(payload),
"iat": 1516239022
} secret)
}
Base64 encoded: Base64 encoded: Generete via algorithm:
eyJzdWIiOiJmb28iLCJuYW1llj XKM-XSs2Lmp76lcTQ7tVdFcZ
0iSm90biBEb2UifQ ZNAW_WcoKMNANp925Q9g

[ I )

{{header}} . {{payload}} . {{signature}}

JWT

[U: . In kpX .eyJzdWIi
0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRG91lIiwia
WFBILjoxNTE2ZMjM5MDIyfQ.XM-XSs2Lmp76IcTQ7tVdFcZ
zN4W_WcoKMNANp925Q9g

Source: logto.igivt-decode
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How can | make sure to link my data and
refer to any ontology ?
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Json Linked Data (JSEMD)

:
L
"@context": |
"https://www.w3.0rg/2018/credentials/v1",
"https://w3id.org/security/suites/jws-2020/v1",
"https://w3id.org/gaia-x/v1"
P
“type”: |
"VerifiableCredential™
])
"id": "https://wizard.lab.gaia-x.eu/development/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKkN8sSATHIQ75HZRCU",
"issuer”: "did:web:wizard.lab.gaia-x.eu:development:api:credentials:2d37wbGvQzbAQ84yRouh2m2vBKkN8sSATHOQ75",
"issuanceDate": "2024-10-24T18:57:30.460Z",
"credentialSubject”: {
"type": "gx:LegalParticipant”,
"gx:legalName": "Gaia-X European Association for Data and Cloud AISBL",
"gx:legalRegistrationNumber”: {
"id": "https://gaia-x.eu/legalRegistrationNumbervcC.json"

1

J)

"gx:headquarterAddress”: {
"gx:countrySubdivisionCode": "BE-BRU"

1
J)
"gx:legalAddress”: { —_—
"gx:countrySubdivisionCode”: "BE-BRU" -———]/,
5 —
J
: N7

"id": "https://wizard.lab.gaia-x.eu/development/api/credentials/2d37wbGvQzbAQ84yRouh2m2vBKKN8sS5ATHIQ75"

[
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Json Linked Data (JSEMD)

— https://www.w3.org/2018/credentials/vl

LJlab, gaia-x.euldevelopment/api/credentials/ 2d37wbGvzbAQE4y Rouh2m2vEE.. _ . - -
: - - - 1) &2 VerifiableCredenti
twizard.lab.gaia-x.eu:development:api:credentials:2d37wbGvQzbAQ84yRouh2. | ¢ rr redentas

izsuancebate: "2023-11-86T14:57:30.4607" |

\ type: "gx:lLegalParticipant™

gx:legalName: "Gaia-X European Association for Dat

id: https://wizard.lab.gaia-x.eu/development/api/c

\\
\ ﬂ
KA{ credentialSubject (4) € —b{ gx:legalRegistrationNumber (1) @ G2 F

gx:headquarterAddress (1) =

|
|

gx:legalAddress (1) (>

g
S
s
Q

proof (1) (o)

ala-x.eu:development:api:cr

UzIINIiIsImI2NCI6ZmFsc2UsImNyaXQi0lsiYjyeIll9. .Gnfl
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Json Linked Data (JSEMD)

Expanded Compacted Flattened Framed «3 N-Quads Canonized Table Visualized Signatures

"@id™: "httpS:f/wizard.lab.gaia—x.eujdeveloﬁmentxapifcPedential5{2d3?waszbAQ84yRouhszUBK",
"@type": "https://www.w3.org/2018/credentials#verifiableCredential™,
"https:Xfwww.w3.orgfzalﬁfcPedentials#credentialSubject":
"@id™: https:ffwizard.lab.gaia—x.eufdevelopmentfapifcPedentia15f2d3?waszbﬂQ84yRouh2m“,
"Wtype": "https://w3id. org/gaia—deevelopment#LegalPaPticipant",

ttps: /Xw31d org/gala-x/development#headquarterAddress”: {
"https://w3id.org/gaia-x/development#countrySubdivisionCode"”: "BE-BRU"

"ﬁttps://wBid.org{gaia—deevelonent#legalAddPess":
"https://w3id.org/gaia-x/development#countrySubdivisionCode"”: "BE-BRU"

}ﬁttps +//w3id.org/gaia-x/development#legalName™: "Gaia-X European Association for Data and Cloud AISBL",
"https://w31d. orgfgaia—xfdevelopment#legalRegistrationNumber": {

"Old"' "https://gala-x.eu/legalRegistrationNumbervc.json"
) }
»
"https://www.w3.0rg/2018/credentials#issuanceDate”: {
"@wtype": "http://www.w3.org/2001/XMLSchema#tdateTime",
"@value”: "2023-11-06T14:57:30.460Z"

b

Source: https://jsoAd.org/playground
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How can really verify the claims of this "VC"
without depending on a central entity ?

We are goingdecentralized.
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Decentralized ldentifiers
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- Seltdeclaration / Sethosted
= Contains the public key and the certificate used for verification
= Currently used methoddid:web

O O
© O © DID
A Document
REEN [ resoves o 4
O~ -0
did:web:gaiax.eu https://gaia-x.eu/.weltknown/did.json



Decentralized ldentifiers
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“@context™: [
“https://www.w3.org/ns/did/v1",
"https://w3id.org/security/suites/jws-2020/v1"

I,
"id": "did:web:gaia-x.eu",
"verificationMethod”: |
{
"id": "did:web:gaia-x.eu#key-8",
"type": "JsonWebKey2020",
“"controller”: "did:web:gaia-x.eu",
"publicKeyJwk": {
"kty": "EC",
"alg": "ES256",
"kid": "7de84869-37b4-b963-7bdb-a2ec3t833b14",
"crv": "P-256",
"x": "8Z0JEI%aU-LtW8ShisfolIyY-4ySexufP-68mXzgqahQ”,
"y"r "WOMQOgecOzZGFNKaPUIgBHsa@speMBQAUFyzZs40zZGL24",
"xsu": "https://gaia-x.eu/.well-known/x589Certificate.pem”
}
h
¥

"assertionMethod™: |
"did:web:gaia-x.eu#key-08"

[
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But anyone can create a keypair and
certificate ?

Trust Issues.
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X.509Certificate
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End-entity Certificate

Owner's name

Owner's public key

' ' referen
Issuer's (CA's) clerence

= Establishing TrustX.509 certificates are used to ensure the

authenticity and security by creating a chain of trust betwe == } ntermediate Certifieate
. . g . ssuers signature
an entity and a Certificate Authority (CA). A\ ... [EE=T=
— Owner's public key
lssuer's (root CA's) reference
- Role of the Certificate Authority (CA) CA issues the X.50¢ o ‘
certificate after verifying the identity of the requesting entit A ., [Foucksmame |
thereby ensuring that the digital identity is trustworthy. e
self-sign Foot CA's signature

Root Certificate

= Encryption and Digital Signatur&:he certificate contains a public key associated with a digital signature is
by the CA, allowing secure exchanges and verifying that the data has not been altered.

= Certificate ChainTrust in an X.509 certificate relies on a hierarchy of certificates, where a root certificate |
0KS oFasSsy SyadzaNAy3a GKS GFtARAGE 2F AYISNYSRALF{
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X.509Certificate

Common Name: lab.gaia-x.eu

Subject Alternative Names: lab.gaia-x.eu
Organization: Gaia-X Lab

Organization Unit: Gaia-X European Association For Data And Cloud AISBL
Locality: Brussels

State: Brussels

Country: BE

Valid From: April 16, 2024

Valid To: April 14, 2034

Issuer: lab.gaia-x.eu, Gaia-X Lab

Key Size: 4096 bit

Serial Number: 26d3614cdc8c12723db380f0ee80e67ac36a9f10



GalaX TrustAnchors

1
GaiaX ‘
. . Compliance
= The Trust Anchors defines the parties engine J
accepted by Gaia-X to signed specific
attestations.
= A Trust Anchor has always a specific scope.
e |
= The list of Trust Anchors and their scopes oAl B |
are store in the Gaia-X Registry

Trust Framework 22.10: Trust Framework 24.xx:

A elDASEUV) A GlobalSign (Japan)
A EVSSL (worldwide) A KTNET (South Korea)
A BJCA (China)
A eMudha(India)
A X

I I ‘
Trust Service ‘

Provider J party J

Party: legal person, natural person, workload

SNV
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What If | want to set very specific and
strict rules to my service ?

You shall not pass !

#GalaX #Market)&#Te 'y




ODRL (Open Digital Rights Language)

"@context™: [
“http://www.w3.0rg/ns/odrl.jsonld”

¥

“@type”: "offer”,

"uid”: "http://example.com/policy/123",

"permission”: [

{
"@type”: "Permission”,
"target”: "http://example.com/asset/456",
"action™: "http://www.w3.org/ns/odrl/2/use”,
"assigner”: "http://example.com/provider”
b
]
1
J

refinement

m target
assignee
assigner

g
2

refinement

refinement
refinement
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Action

constraint

—e ovC:Constraint
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ODRL (Open Digital Rights Language)

hasPolicy

inheritFrom partOf

! > uid

profile

Asset
Collection

subClass

relation Asset
| —

p—

b : .
conflict target uid _—
permission
subClass obligation
prohibition ¢
— Logical
R Constraint
Py uid vid
refinement rightOperandReference
dataType operand
+ constraint unit
status

l | leftOperand
operator
includedin

Y Operator LeftOperand
implies

rightOperand
function Collection

subClass 4 RightOperand
o

Permission [T q remedy B I TTHEY
B — assigner
| partOf A

action

failure

subClass Pﬂﬂy

consequence assignee




"@context”: [
"http://www.w3.0org/ns/odrl.jsonld",
{ "gx" :"https://w3id.org/gaia-x/development#” },
{ "ovc": "https://w3id.org/gaia-x/ovc/1/" }

]

ype": "offer",
"uid": "http://example.com/policy/123",
"profile”: "https://w3id.org/gaia-x/ovc/1/",
"permission”: |

{
"@type”: "Permission”,
"target”: "Your beautiful pet”,
"action": "Monitor",
"assigner”: "Pet owner",
"ovc:constraint”: |
{
"ovc:leftOperand”: "$.credentialSubject.gx:legalAddress.gx:legaliame”,
"operator"”: "eq",
"rightOperand”: "Gaia-X European Assoclation for Data and Cloud AISBL",
"ovc:credentialSubjectType”: "gx:LegalPerson”
h
]
h
15
“prohibition™: |
{
"@type”: "Prohibition”,
"target”: "Pet's home",
"action™: "spy",
"assigner"”: "Pet owner"
h

gaia-x

SNV
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Where does GaiX come In ?

Compliant, you must be.
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= Known as shapes in our ecosystem, and written in Turtle
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= Not all constraints can be expressed in SHACL, some business rules need code to be

Implemented
= Similar to XSD for XML

Name Cardinality and Range Description

registrationNumber 1.* Country's registration number, which identifies one specific entity
RegistrationNumber

legalAddress 1 The full legal address of the organization
Address
headquartersAddress 1 Full physical location of the headquarter of the organization
Address
parentOrganizationOf * A list of resolvable links to Gaia-X Credentials of participants that this en...

LegalPerson

subOrganisationOf * A list of resolvable links to Gaia-X Credentials of participants with a legal...

LegalPerson

name 0..1 A human readable name of the entity
xsd:string

description 0.1
xsd:string

Inheritance

direct

direct

direct

direct

direct

GaiaXEntity

GaiaXEntity



gx:LegalPersonShape a sh:NodeShape ;
sh:closed true ;
sh:description "A legal person, who is uniquely identified by its registration number.” ;
sh:ignoredProperties ( rdf:type ) ; .
sh:name "Legal Person” ; g;(]|(]->(
sh:property [ sh:class gx:RegistrationNumber ;
sh:description "Country's registration number, which identifies one specific entity. Valid formats are local, EUID, EORI, vatID, leiCode.” ;
sh:minCount 1 ;
sh:name "Registration Number"” ;
sh:nodekKind sh:BlankNodeOrIRI ;
sh:order @ ;
sh:path gx:registrationNumber ],
[ sh:class gx:Address ;
sh:description "The full legal address of the organization." ;
sh:maxCount 1 ;
sh:minCount 1 ;
shiname "legal address" ;
sh:nodeKind sh:BlankNodeOrIRI ;
sh:order 1 ;
sh:path gx:legalAddress ],
[ sh:datatype xsd:string ;
sh:description "A human readable name of the entity.” ;
sh:maxCount 1 ;
sh:name "name" ;
sh:nodeKind sh:Literal ;
sh:order 5 ;
sh:path schema:name ],
[ sh:class gx:LegalPerson ;
sh:description "A list of resolvable links to Gaia-X Credentials of participants that this entity is a subOrganization of, if any.” ;
sh:nodeKind sh:BlankNodeOrIRI ;
sh:order 3 ;
sh:path gx:parentOrganizationof ],
[ sh:datatype xsd:string ;
sh:maxCount 1 ;
sh:nodeKind sh:Literal ;
sh:order 6 ;
sh:path schema:description ],
[ sh:class gx:LegalPerson ;
sh:description "A list of resolvable links to Gaia-X Credentials of participants with a legal mandate on this entity, e.g., as a subsidiary.”
sh:nodeKind sh:BlankNodeOrIRI ;
sh:order 4 ; d
sh:path gx:subOrganisationof ], (G .
[ sh:class gx:Address ; " ~
sh:description "Full physical location of the headquarter of the organization.” ;

shimaxCount 1 ; SHACL

k]

SNV
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sh:minCount 1 ; SHACL Shapes
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Compliance Document => Code

Criterion P1.1.2: The Provider shall have an option for each legally binding act to be governed by
EU/EEA/Member State law.

Standard Compliance Label Level 1 Label Level 2 Label Level 3

declaration declaration declaration declaration

Declaration: Using the Gaia-X Ontology, the declaration shall contain the list of ISO 3166-2 codes
indicating the EU/EEA/Member States whose law may be applied as governing law for the legally
binding act.

Permissible Standards:

e SecNumCloud: 19.1.c
e CISPE (GDPR, Infrastructure & laaS): 4.2
e EU Cloud CoC(GDPR, XaaS):5.1.A,5.1.B,5.1.C,5.1.F, 5.4.F

Example Standards:

e BSI(C5:BC-01
e (SACCM:STA-09

e SWIPO laaS: FR1, FR2

SNV
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Compliance Document => Code

: : - Criterion P1.1.2
Criterion P1.1.2: The Provider shall have an option for each legally binding act to be governed by

EU/EEA/Member State law. The Provider shall have an option for each legally binding act to be governed by EU/EEA/Member State law.
Standard Compliance Label L1 Label L2 LabelL3
Standard Compliance Label Level 1 Label Level 2 Label Level 3
declaration declaration declaration declaration
declaration declaration declaration declaration implemented implemented implemented implemented

View in Compliance Document

Declaration: Using the Gaia-X Ontology, the declaration shall contain the list of ISO 3166-2 codes

Checks that the ServiceOffering has at least one LegallyBindingAct inits legalDocuments that is governed by an EAA country referenced in its
indicating the EU/EEA/Member States whose law may be applied as governing law for the legally ~ governingLawCountries .

biﬂdiﬂg act. Implemented by ServiceOfferingLegallyBindingActsHaveGoverningLawCountry
Permissible Standards:

e SecNumCloud: 19.1.c
e CISPE (GDPR, Infrastructure & laaS): 4.2
e EU Cloud CoC(GDPR, XaaS):5.1.A,5.1.B,5.1.C,5.1.F, 5.4.F

Example Standards:

e BSI(C5:BC-01
e (SACCM:STA-09

e SWIPO laaS: FR1, FR2



SN\N\V{)2v
SN\ 27~
QP
EEE 4 B
2l 1 \\NS
27 0 VNN

Compliance Document => Code

: : - Criterion P1.1.2
Criterion P1.1.2: The Provider shall have an option for each legally binding act to be governed by

EU/EEA/Member State law. The Provider shall have an option for each legally binding act to be governed by EU/EEA/Member State law.
Standard Compliance Label L1 Label L2 LabelL3
Standard Compliance Label Level 1 Label Level 2 Label Level 3
declaration declaration declaration declaration
declaration declaration declaration declaration implemented implemented implemented implemented

View in Compliance Document

Declaration: Using the Gaia-X Ontology, the declaration shall contain the list of ISO 3166-2 codes

Checks that the ServiceOffering has at least one LegallyBindingAct inits lega 1ts that is governed by an EAA country referenced in its
indicating the EU/EEA/Member States whose law may be applied as governing law for the legally ~ governingLaucountries .
biﬂdiﬂg act. Implemented by ServiceOfferingLegallyBindingActsHaveGoverningLawCountry

Permissible Standards: verifylegalDocuments(vpUUID: string, contextVersion: string, results: ServiceOfferinglegalDocuments[]): FilterValidationResult {
this.logger.debug(’ Checking that service offerings have legally binding acts that can be governed by EEA for VPUUID ${vpUUID}...")

e SecNumCloud: 19.1.c const errorMessages: string[] = []
let isP115Valid = true
e CISPE (GDPR, Infrastructure & laaS): 4.2 iet isP112Valid = true

for (const result of results) {
const legallyBindingActs: LegalDocument[] = result.legalDocuments.filter(
¢ EU Cloud CoC {GDPR- XELEI.S}Z 5.1.;—\, 5.1 .B, 5.1.':, 5.1.F, 5.4F legalDocument => legalDocument.type === “w3id.org/gaia-x/${contextVersion}#LegallyBindingAct’

)

Example Standards: for (const legallyBindingAct of legallyBindingActs) {
if (!legallyBindingAct.governinglLawCountries.length) {
this.logger.error(

. BS' E5. BE_CH "P1.1.5 - Service offering ${result.serviceOfferingld} does not have a governing law country for legally binding act ${legallyBi
)
e (SACCM:STA-09 errorMessages. push(
"P1.1.5 - Service offering ${result.serviceOfferingld} does not have a governing law country for legally binding act ${legallyBi
. )
e SWIPO laaS: FR1, FR2 eP115valid < falee

} else if (!legallyBindingAct.governinglLawCountries.some(governinglLawCountry => EEA_COUNTRY_NAME_ALPHAZ.includes(governingLawCountry
this.logger.error(
"P1.1.2 - Service offering ${result.serviceOfferingIld} with legally binding act ${legallyBindingAct.url} must have at least one
)
errorMessages.push(

A A et Af_ma .t _mee__f_ _wa% faw .. Lt af__ __a Afa o _mm.mi_ ot _m_a . . . s o _a ___
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Great, where do | start ?

Los Tres Amigos.
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Based on standards

TAGUS v1 (22.10

LOIRE v2 (24.1

. GXDCH Services** (MandatorydJptional) Technical stack

Registry service JSON.D, RDF, W3C SHACL, Trust Anchors
(Ontology, Trust Anchorserms&Conditions

Compliance& Notary services W3C SHACL engine, Trusted Data Sources, W3C VC
(incl. GaiaX Conformity & GaiX Label)

Wallet & Wizard WebAuthn WebCryptg Presentation Exchange, OIDC
Compliancé VCGJIWT, VC Data Model 2, SHACL

Legal Registration Numbélotary* VGJIWT, VC Data Model 2

Registry service wa3id.org/gaiax , Linkml, x509

IPFS Pining Service ETSI TS 119 612, Trust Anchors, Ontology
Credential Event Service Cloud Events
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How to make sure that these components
are always avallable, not handled by one
provider or in one location ?

Always there for you.
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AT T I A

GalaX Digital Clearing House (GXDCH)

gaia-x

r N N T N ™
Aire Networks ® Arsys Aruba T-Systems ) DeltaDAO () OVHCloud ®
————
VERSION STATUS VERSION STATUS VERSION STATUS VERSION STATUS VERSION STATUS VERSION STATUS
COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE
1.14.0 up 1.14.0 up 1140 up 1.14.0 up 1140 up 1.14.0 up
REGISTRY REGISTRY REGISTRY REGISTRY REGISTRY REGISTRY
1.10.4 up 1.10.4 up 1.10.4 up 1,104 up 1104 up 1.10.3 up
NOTARY NOTARY NOTARY NOTARY NOTARY NOTARY
1.7.0 up 1.8.0 up 1.7.0 up 1.8.0 up 1.8.0 up 17.0 up
VERSION STATUS VERSION STATUS VERSION STATUS JERSION STATUS VERSION STATUS VERSION STATUS
COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE
2.7.2 up 2.37.2 up 2.7.2 up 2.7.2 up
REGISTRY REGISTRY REGISTRY REGISTRY REGISTRY REGISTRY
2.8.1 up 2.8.1 up 2.8.1 up 2.8.1 up
NOTARY NOTARY NOTARY NOTARY NOTARY NOTARY
29.0 up 29.0 up 2.9.0 up 29.0 up
AN y N y 9 y S y N y 9 Y,
Nl . N\ N A
Neusta Aerospace () Proximus Pfalzkom ) CISPE ®
[S—_ [ — ]
VERSION STATUS VERSION STATUS VERSION STATUS VERSION STATUS
COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE
1.14.0 up 1.14.0 up 1.16.0 up 1.14.0 up
REGISTRY REGISTRY REGISTRY REGISTRY
1.10.4 up 1.10.3 up 1.10.6 up 1.10.8 up
NOTARY NOTARY NOTARY NOTARY
1.8.0 up 17.0 up 1.8.0 up 1.8.0 up
VERSION STATUS VERSION STATUS VERSION STATUS VERSION STATUS
COMPLIANCE COMPLIANCE COMPLIANCE COMPLIANCE
2.2.2 up 2.7.2 up 2.37.2 up
REGISTRY REGISTRY REGISTRY REGISTRY
2.8.1 up 2.8.1 up 2.8.1 up
NOTARY NOTARY NOTARY NOTARY
29.0 up 25.0 up 2.9.0 up
. y 9 y N y N Y.
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Why not try It yourself.

Gala-X Compliance Technical Workshop

tinyurl.com/gaia-x-workshop
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Yassir SELLAMJassir.seIIahwi@gaia.eu
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Towards a next generation cloud for Europe (15-10-2020)
Overall mission drives the Gaia-X Architecture.

A Gaia-X aims to create a federated open data infrastructure based on European values
regarding data and cloud sovereignty.

A The mission of Gaia-X is to design and implement a data sharing architecture that
consists of common standards for data sharing, best practices, tools, and governance
mechanismes.

A It also constitutes an EU-anchored federation of cloud infrastructure and data services,
to which all 27 EU member states have committed themselves

#GalaX #Market
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Gaia-X Architecture (July 2022)

Software Stack

Data Apps

Shared Business Services
Shared Data Services

Shared Integration Services

EDC,
e g IDSA Connector Ocean Protocol
e Dawex Other connectors

=

Identity & Trust Data Exchange

Catalogue Compliance

Gala-X

Compliance Service

Req / Des / Dev

Provider

Ecosystem
(e.g. Catena-X,...)

(3™ party) Services

Community/Associations

(e.g. Eclipse, IDSA,...)

DSBC/TC
WG

PRC/TC
WG

PRC/TC
WG

Ecosystem compliance service

Conformity Assessment Bodies

Identity Provider

Gala-X compliance service

Gala-X registry

#GalaX #Market)@2#Tec

Operations

Provider

gaia-x

Operating Companies
{could also be provided by Federators)

Provider / Consumer or Federator

Cloud Service Providers

Interconnect Providers

Federator (s)
operation of Federation Services

Distributed: Gala-X Association control
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Gaia-X Ecosystem

An ecosystem on Gaia-X is the virtual set of Participants, Resources, and iﬂa.-’
Service Offerings that meet

Framework

Participants.

A Natural Persons or Legal
Persons (Organizations))

A Rol: Provider, Consumer, or
Federator

Service Offerings:

A Composed of Resources
(physical or virtual)

A Served by Participants

GXCH Clearing House

the requirements specified in the Gaia-X Trust [E=s

Ecosistema 1

cﬁ"o%g (7 £l‘a§

Ecosistema 2 Ecosistema 3

ST aLal £Fz A

<<use>>

W._..:

™,

..{ EcosistemaN

&5z L

Gaia-X Registry service —

Gaia-X Trust Framework

Gaia-X Compliance

service

]

Negocio

. Ecosistemas
interconectados donde se
genera valor de negocio

Datos & Servicios
Donde se comparten
explotan (federadamente%

conjuntos de datos,
servicios y otros recursos

Federacion

Dondese accede y
operan los GXFS

Confianza
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High-level overview of GAIA-X relations

Data Intelligence for
business

Federated Service
Provider

Trust Provider (GXCH)

gaia-x

Federated providers of Data Space Infrastructure & -Services

Uge_d by Decentralized
participants architecture enabling

. seeking_ . many-to-many relations
interoperability

Data Spaces

Adopted and extended by
dataspace authorities,
Data Intermediaries
(DGA) as a frame of
reference

Gaia-X Trust Framework, operationalised via the GXDCH

#GalaX #Market)&@#
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gaia-x
Gaia-X Clearing House.

Processes & Labeling
Gaia-X
Labels Participant

Governance Gaia-X Association Gaia-X Association Ecosystem -
“PRC-CompIiance" “PRC-Labels” Governance L create>O =
s M Self-
description

Gaia-X

Compliance

EEEEEEE

-
OOOOOOOO <« Adds

Attributes & Criteria ) J
Trust Frame felad Ecosytem v Claims
Criteria o
. Criteria
L1-L3 N L CAB Validate

individual
@ claims
. \— Assess against

criteria
catalpgues




aire
networks

Grupo Aire

AT I A
“\N N1 77
PRRNY Y
e P~
cr VNS
200V
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High-level overview of GAIA-X architecture vs tools

Advahced Smart Service

Data Space

of Standards, in

oo

HDISM Orchestrator
and Services

Aire DataSpace
Platform

#GalaX #Market

1 Airenetworks' proposal is divided into two main tools:
o The DataSpace Platform

A Control data governance, policies, and usage features

Ve

A Ensures compliance with Gaia standards, especially
those related to GXCH

0 The orchestratorHDISM

A Manage the functions related to the comprehensive
management of the physical architecture of the systems
that support the dataspace

A Services related to identification and trust in accordance
with the GXCH

A The catalogue of services, in a holistic vision of them

A Our reference model is mainly based on the architecture proposed
by Gaia-X and the IDSA (International Data Spaces Association)
standards, the IDS architecture and the formal IDS DIN SPEC
27070 standard.
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Aire Data Space
Simplifying Data Space Management

The platform comes in three distinct packages, tailored to key ecosystem roles:

It offers all the tools needed to manage federated services, including an
Federated ldentity Manager, a federated catalog, and an integrated Marketplace. It
Provider has integration with Clearing House and elDAS, ensuring validation,

compliance and secure authentication in the federated ecosystem.

It allows suppliers to manage their EDC assets, policies, contracts, and
connectors intuitively and centrally, ensuring easy and secure
integration with the federated environment.

Provides direct access to data assets through a web marketplace
integrated with payment gateway or through APIs with Python SDKs
directly through the EDC, facilitating the automation of operations and
the efficient consumption of services.

#GalaX #Market

gaia-x
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Aire Data Space Platform
Integrated and Automated Deployment

Aire Data Space uses a comprehensive set of advanced OpenSources
technologies to deliver a robust and scalable solution within Gaia-X
ecosystem.

A The current version is integrated with the functionalities of the Tagus Version of the
GXCH
A Next release will be integrated with the Loire.

#GalaX #Market)&@# Tec
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What does your Data Space need?
Expert integrators and a data infrastructure

Data Integration Service (*) Data Lake Infrastructure and Tools
Public or Private cloud deployment: \We can use

Data preparation and transformation: Data is . . :
the same technology in both implementations

adapted and organized for use in the data space.

Data Lake y Data Mart: Allows you to organize and

ETL Automation: Automatic processes to : .
structure data for quick analysis and access.

efficiently extract, transform, and load data.
Monitoring and Alerting: It provides notifications

Standardization and enrichment: Ensure the and facilitates quick troubleshooting in data
quality and usefulness of data before publishing it orocesses.
as assets.

Dedicated infrastructure: Support to handle
Data compatibility: It allows you to integrate data intensive processes and large volumes of data,
from different sources and formats. ensuring scalability and efficiency.

* Throughspecialized partners

#GalaX #Market)&2# ¢
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What does your data space need?
Infrastructure and tools

Federation Service Provider Solution Enterprise

The Federation Service Provider Solution is the key component that manages the participants and
the Marketplace in the data space.

Functionalities included:

A Fully Infrastructure and Services orchestration. Holistic Integration of assets from the management
A Deploy on a virtual machine (VM) for easy systemn management and scalability.

A Clearing House Integration: Validation and compliance of data transactions.

A ldentity Manager: Centralized identity management and secure authentication.

A Federated Catalog as part of GXCH: Allows you to explore data assets in the Gaia-X ecosystem.

A Automation tools: Automated configuration, updating and management of the environment.

A Licensing and technical support: Includes bug resolution with an adaptable SLA according to the
environment.

#GalaX #Market)&# T
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What does your data space need?
Infrastructure and tools

Provider Participant Solution Enterprise
For each data provider in your data space, you'll need a Provider Participant Solution. Each includes:

A Deploy to a virtual machine (VM) for easy system management and scalability.
A Licensing and technical support: Includes bug resolution with an adaptable SLA according to

environment.
A Additional functionalities to the standard EDC (as part of the orchestration model):

A Advanced data asset management: Create, view, and manage assets with greater flexibility.

A Integrated catalog for exploring data assets in federated catalogs.

A Specific management of contracts and supplier data use policies.

A Real-time monitoring of data space resources (CPU, GPU, Memory, Storage).

A Gaia-X 24.11 support and participant identity management.

A Additional data visualization and analysis tools, including custom dashboards and support for advanced charts with Chart.js.
A Automation tools: Automated configuration, updating and management of the environment.

#GalaX #Market
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What does your data space need?
Data Space Experts

Space Management Service

A Custom connectors for source and destination systems.

A Automation of data flows. A
A Real-time monitoring of data transfers. A
A Integration of assets (data and services) and

compatibility with Gaia-X standards.
A Administration of the Federation Service Provider and A

Provider Participants.
A Configuring and maintaining federated catalogs.

A I A
A
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