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Nordic Institute for Interoperability Solutions (NIIS)  gaiox

Ensures the development and strategic management of digital government solutions that
allow its members to provide excellent digital public services.

Estonia Finland lceland Schleswig-Holstein
« B A A
‘' uy

Québec Ukraine The Faroe Islands Aland
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NIIS Journey

2020

2018

X-Road development
started by NIIS
Iceland becomes a

X-Road 7 "Unicorn”
beta version released
X-Road identified as
one of the key projects

2022

The Government of
Aland becomes a

2024

NIIS announces the
X-Road 8
"Spaceship” PoC
Ukraine becomes a

2026

X-Road 8 "Spaceship”
released

gaia-x

partner by the Digital Public ~
Goods Alliance partner partner NIIS has 8-10 members
o' FaY " Y " ™\ £ F Fan Y oY
A N A N~ A Nt A A A N
2030
2021
o ) 2025 X-Road 8
2019 X-Road 7 “Unicorn 2023 "Spaceship’
released X-Road 8 "Spaceship” | implemented
The Faroe Islands Harmony eDelivery NIIS CEO elected to beta version released worldwide
become a partner Access released the Gaia-X Board of X-Road

Iceland becomes a
member

Directors

#GaiaX #TechX '

NIIS governance and
membership model
reforms started
Schleswig-Holstein
becomes a partner

sustainability goals
reached

NIIS becomes
carbon neutral
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2020

NIIS starts actively
following ongoing
data space initiatives

NIIS Dataspace Journey

2023

NIIS CEO elected to

the Gaia-X Board of

Directors

NIIS becomes the

DSSC Expert Group

participant and
ABIueprint contributor

2025

NIIS joins the IDSA

NIIS becomes a
Strategic Member of
_Athe EDWG

"
o

Q

~

2021

NIIS joins the Gaia-X
European Association for
Data and Cloud AISBL

#HGaiaX #TechX

Q

A

2024

NIIS joins the EDWG
as a Supporter
Member

gaia-x
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Introduction to X-Road®
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X_Road® goio-xzmss

* Afree and open-source data exchange solution
* Open source software (MIT licence)

o %- SOFTWARE
x-road.global MADE IN
* Digital Public Infrastructure (DPI) EUROPt

* One of the most deployed DPIs worldwide
* undp.org/digital/digital-public-infrastructure

* Digital Public Good
* Recognised by the Digital Public Goods Alliance

* digialpublicgoods.net

HGaiaX #TechX




X-Road Journey

2002

Version 2.0 - SOAP . : 2006 . 5

RPC/encoded Version 4.0 - Security
! update
' 2001
2000 * Version10 - XML-RPC 2014
Pilot project ’ Improvements, elDAS
<L : compliance, support for
' Lo federating two X-Road
1998 R instances

#HGaiaX #TechX

, 2017

gaia-x

2026

X-Road 8 "Spaceship”

enhances interoperability
implementing a P e simimhe i ol e e

standardized dataspace . *

’ 2021

X-Road 7 "Unicorn” released

2013

Estonia and Finland agree
on joint development

NIIS continues X-Road

' development ' d —

) . asiey Estonia and Finland

20]5 - federate their X-Road

Instances
X-Road's source code

released under the MIT
open-source license
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X-Road in Numbers soias

31

ECOSYSTEMS
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X-Road Ecosystems on a Map s R
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X-Road Ecosystem

BUSINESS REGISTRY

ELECTRONIC INVOICES
VEHICLE REGISTRY
INTERNET

REGISTRY OF
ECOSYSTEM
MEMBERS

SERVICE
CATALOGUE

STUDENT REGISTRY i ; E-AUTHORIZATIONS
TAX ADMINSTRATION ENERGY CONSUMPTION DATA

#HGaiaX #TechX
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Data Exchange in X-Road

X-Road Member X-Road Operator

o
Configuration

Central
Server

-
-

i
il
Information Security
System Server
1 Certificate ,~ N
l\ validity "

2 8

OCSP
Service

Certification
Authority

stamping
Service

Service Consumer Trust Services

#HGaiaX #TechX

X-Road Member

111
11
Information
System

Service Provider
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Monitoring and Data Discovery

X-Road Members

i jurg
Information Security

System Server
OpenAPI

Description /
WSDL

T o

{ } Information Security
System Server
OpenAPI
Description /
WSDL

i
1 o
Information Security
System Server
OpenAPI

Description /
WSDL

X-Road Operator

Central Server
Administrator

Users

Manage | Access private
configuration monitoring data
Access public
[l e monitoring
om = onitoring data
Central D;fgrgzlnergor Open Data .
Server Portal i
X-Road Member /
Developer

o

Management
Security
Server

Service
Metadata
Collector

Access service

metadata.

API

O e B e | e e e e e S i v Define

Security Server

Administrator

Manage
Security Server
i

#HGaiaX #TechX

Catalogue a
Service Consumer
A / Developer
additional
metadata

X-Road Member
Administrator

gaia-x
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X-Road Federation qaiasc T

Available since 2014 (X-Road 6.0-)

« Federation is a one-to-one relationship
X-Road Ecosystem 1 X-Road Ecosystem 2

between two ecosystems.

Federation Agreement

_________________________________________________

« Members of the federated ecosystems can

publish and consume services with each other
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as if they were members of the same e e iy < T e R e S
ecosystem. SRR e hange agrer s
« Federation is not only about technology - AT A ] [
' Security Server Security Security Sarver Security !
1 Server Server Server Server :
agreements are also needed between X-Road : e securty Sorvers ;

operators and user organisations.

#GaiaX #TechX I
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Enabling the Once Only Principal —

National OOTS solution compatible with the European Union OOTS

(s

« A national X-Road ecosystem can be connected -

Procedure
Portal

to the European Union OOTS. )
\

m
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a
)
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y
Security
Server

national level can be reused for cross-border 19 3

« Existing interfaces and integrations used at the _—
Portal

data EXChange. Security

Server

¥ Server

in their EU OOTS implementations. e |
e

A 4

i LTI ——T1—! TR
- Estonia and Finland have adopted this approach:| & |: ! v ‘Basmgm

eDelivery 1 eDelivery

Access Point Access Point

i)
]

A

Base Registry :Evidence provider
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X-Road 8 "Spaceship”

Nurtures the proven ecosystem model and security

while it takes X-Road to the next level by providing
a solid data space infrastructure. #
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Transition to a Dataspace Solution galan

X-Road X-Road X-Road X-Road
Ecosystem Ecosystem Ecosystem Ecosystem
. X
g :
. -
£ g
£ x
¢ g
S o
X-Road
X-Road Data Space
Data S
Ecosystem ata Space Ecosystem

aoedg eje(q 0} peOY-X

X-Road to Data Space

X-Road protocols Data space specific protocols Standard data space protocols

Current state Target state
e X-Road has its own custom protocol stack and being e X-Road uses the standard dataspace protocol stack and is
interoperable with other data exchange ecosystems requires interoperable with other data exchange ecosystems that follow
building and maintaining custom ecosystem-specific gateway the same standards and specifications.
solutions. e X-Road is built on existing open-source components maintained
e NIIS is primarily responsible for maintaining and developing by international developer communities. NIIS contributes to
X-Road. their maintenance, but its main focus is developing new

business features.

HGaiaX #TechX



X-Road’s Dataspace Protocol Stack

Control Trust
Plane

Data
Plane(s)

Plane

Dataspace Protocol Layers

Identity management
Trust management

Service discovery
Contract negotiation
Data transfer process

Data transfer using existing data
exchange protocols and technologies

Decentralized OpenlD for
¢ Claims Verified
Protocol Credentials
(DCP) (OID4VC)
Dataspace
<«€—— Protocol <.
(DSP) “
, Data Plane
I Signaling
X-Road , Protocol
Message ;' (oPS)
¢ ranspo _’
Protocol <
(REST +
SOAP)

#HGaiaX #TechX |



X-Road Protocols

Before X-Road 8

Starting from X-Road 8

1 CEIEDS

X-Road Message Protocol for REST
X-Road Message Protocol for SOAP

o

Security
Server

Trusted Network

X-Road Message Protocol for REST
X-Road Message Protocol for SOAP

X-Road Message
Transport Protocol

Internet

DCP

DSP

Trusted Network

X-Road Message
Transport Protocol
(data plane)

Internet

X-Road Message Protocol for REST
X-Road Message Protocol for SOAP

m

Security
Server

YIOMIBN paisniL

X-Road Message Protocol for REST
X-Road Message Protocol for SOAP

MIOM]}SN pIaisniL

gaia-x
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Technical Interoperability with the Gaia-X Trust Framework B

gaia-x

X-Road
= Participant ?
X-Road | Credential
Registt
Issue e a Issue Trust Ecosystem(s)

Digital
Clearing
House
(GXDCH)

)X( X-ROAD’

Request

Dataspace X

Decentralised Claims Protocol (DCP), Data Space Protocol (DSP)

#HGaiaX #TechX



X-ROad 8 Tlmellne gaia-x

2024 2026
PoC projects First production version
~ O O ~ Development
Nt b d continues
10/2025 2026-2028
Beta version Migration period

X-Road 8 is implemented iteratively using agile software development methods.

All the changes are not included in the first production version, but they will be introduced one by one over time in various X-Road 8 minor versions.
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Some Implementation Challenges ——

* Maintain protocol-level backwards compatibility
* Continue supporting the current multi-tenancy model

* Manage DID and credential lifecycles for participants operating
multiple agents

* Map and synchronize existing access control policies to ODRL-
based policy models

* Support multiple parallel service description models (OpenAPI,
WSDL, DCAT)

* Aligh X-Road terminology, APIs, and component architecture with
dataspace concepts and standards

H#GaiaX #TechX



Thank you!

Petteri Kivimaki | petteri.kivimaki@niis.orgl -
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